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Both Gulf and US policymakers need to reassess the priorities in dealing with the threats to the Gulf. Regardless of the outcome of the 

war in Iraq, both the US and the Gulf Cooperation Council (GCC) states will need to adapt their forces to deal with the real-world 

threats in the region, and to make more effective efforts at cooperation, creating forces that are focused on real-world needs for 

deterrence and defense, and that examine the full range of threats and not the most obvious military and security issues. 

This brief provides an overview of both the trends in the Gulf military balance, and in the threats that the GCC states and alli ed 

outside powers like the US, UK, and France must deal with. There are many areas that cannot be addressed in depth for reasons of 

space and classification, but a number of key issues and needs are clear. 

The Evolving Range of Threats  

The Gulf does not face abstract threats or abstract potential enemies. At this point in time, it faces seven very real security challenges: 

¶ Conventional Military Threats and the Lack of Unity and Mission Focus in the GCC 

¶ Asymmetric warfare and ñWars of Intimidationò 

¶ Iranian Missiles and Proliferation 

¶ Iraqi Instability 

¶ Energy and Critical Infrastructure 

¶ Terrorism  

o Region-wide impact of Neo-Salafi Islamist extremism. Franchising of Al Qaôida, Sunni vs. Shiôite 

tension, and its impact inside and outside the region 

o War in Afghanistan, potential destabilization of a nuclear Pakistan, and impact on proliferation and 

Islamist extremism in the Middle East 
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In every case, the GCC states have the resources to develop an effective mix of deterrent and defensive capabilities that will be 

reinforced by support from the US, UK, and France. The key issues are whether they will act and whether they will act with the 

necessary degree of unity. 

Conventional Military Threats and the Lack of Unity and Mission Focus in the GCC 

To be blunt, the present lack of unity and effective leadership is the main the threat to the GCC states. Their problem is not the 

risk they will face a dominant foreign enemy, but rather that they will continue to bicker and fail to develop a proper degree of 

integration, interoperability, and effectiveness in performing key military missions. The main threat that the GCC state now face 

does not consist of Iran, Yemen, or terrorism, but their own leaders and their failure to look beyond petty feuding, fears of their 

own military and security forces, an obsession with buying different and better ñglitter factorò weapons than their neighbors, and 

an unwillingness to come to grips with the details of creating effective joint forces.  

This is not the fault of the GCC military, but rather of royal heads of state. Ever since the founding of the GCC, Gulf military 

officers have raised the need to look beyond national boundaries and create effective deterrence and defense throughout the Gulf. 

No nation can really defend itself unless its neighbors have equally effective capabilities. Maritime traffic, offshore facilities, 

borders and ports, and coastal facilities are all too vulnerable. Flight times from Iran and Yemen are a matter of minutes, and 

missile flight times are even shorter. National defense in depth is far too limited to be effective without integrated defense in 

breadth along the entire coastal area of the Gulf.  

The problem is that Gulf heads of state have failed to properly react to these realities ever since the founding of the GCC, and 

have either ignored military advice or penalized those officers who speak out to call for more realistic military and national 

security policies. This has been coupled to a de facto acceptance of dependence on the US, rather than efforts to create an 

effective partnership based on creating effective local deterrent and defense capabilities mixed with reinforcement and support 

by US forces. 

At the same time, it is almost absurd to describe Iran as a potential hegemon, or Yemen as a major threat, if the GCC states 

develop integrated battle management and command and control; intelligence, surveillance, and reconnaissance (IS&R), and 

mission-oriented interoperable or joint standing forces in critical areas like maritime security, mine warfare, and air and missile 

defense.  
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Yemenôs forces are now relatively small, poorly equipped with increasingly obsolescent equipment, lacking in readiness and 

sustainability, and are not trained or organized for power projection.  Iran has a military advantage in only one largely 

meaningless area: total manpower. (p. 15)  Iran cannot effectively use this advantage. It cannot hope to deploy large ground 

forces across the Gulf unless the GCC states and their allies remain passive, and ï unless the GCC state fail to act to keep Iraq 

unified and under a national government ï Iraq will act as a major buffer to any Iranian move to the West, and Kuwait will 

present the problem that any Iranian force concentration would have to cross a major water barrier, and any meaningful Iranian 

preparations for such action would be highly visible, provide extensive strategic warning, and be extremely vulnerable to air and 

missile attack. 

The GCC has a lead in every other aspect of force building and conventional warfare capability. It has an almost incredible lead 

in military resources, and one that has steadily accelerated over time. During the last decade, the GCC states have spent an 

average of more than seven times as much on national security as Iran. (pp. 16 & 17 ) They have signed new arms import orders 

that are some 16 times larger since the end of the Gulf War ($89 billion for the GCC versus $5.6 billion for Iran). (p. 18) 

In terms of ground forces, Iran not only faces major barriers in using its ground forces, it is sharply inferior in modern tank 

strength even if one uses a very generous definition of what is ñmodernò for Iran. (p. 20) The GCC has an even larger lead in 

overall armored vehicle strength (p. 21), and its inferiority in total artillery strength (p. 22) is offset by the fact that most of Iranôs 

inventory is towed artillery purchased for relatively static warfare in the Iran-Iraq War, and the GCC states have parity in self-

propelled, maneuver weapons. 

The GCC states have a striking advantage in combat capable fixed wing and rotary wing aircraft, and air force modernization 

(Again, even if a very generous definition is used of ñhigh quality aircraftò for Iran. (pp. 24-25). The GCC states also have an 

advantage in modern air control and warning aircraft, IS&R aircraft, other special purpose aircraft and enablers. This advantage 

is compounded by the fact that most Gulf states have much more modern and capable surface-to-air missiles ï some with limited 

ballistic missile defense capabilities ï and in national sensor and battle management systems. If they choose to do so, The GCC 

states have the resources to create fully integrated air and missile defense systems that will remain far more sophisticated than 

those Iran can afford, and to develop an interoperable and integrated mix of air capabilities that will preserve a decisive edge 

over Iran in air-to-air, AirLand warfare, and sea-air warfare and surveillance.   
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The GCC lead in naval capabilities is less striking in ship numbers, and the GCC state have often wasted large amounts on over 

designed surface warfare vessels, while ignoring the need to deal with mine warfare and the defense of offshore and coastal 

facilities. (pp. 25-26 ) The fact remains, however, that much of the Iranian navy is obsolete, its submarines are vulnerable to US 

and British Navy attack, and its shore facilities are vulnerable to air and cruise missile attack.  This is an area where the GCC 

states need to maintain an effective partnership with the US, British, and French navies to deal with worst-case naval threats, but 

has ample resources to deal with the more probable lower level and asymmetric threats discussed in the next section. (p. 27) 

Moreover, all of the previous comparisons do not count US, British, or French forces in the balance, or talk about the rate of 

technology transfer open to the GCC states. As the brief shows (pp. 28-29), the US is committed to maintaining a decisive edge 

in military weapons and technology that will both enhance its own forces ï particularly in areas like littoral warfare, IS&R, and 

the ability to penetrate any future air defenses Iran may acquire ï and give the GCC states the ability to buy superior weapons 

and technology for their own use. Europe offers a wide range of additional weapons and technology, some in areas where the US 

does not have systems as well suited to GCC needs, and the GCC can buy from Russia and China. Moreover, the US is making 

major improvements in its ability to project ground forces into areas like the Gulf. Regardless of the outcome of the Iraq War, 

this will improve a key area of US ability to support the GCC states. 

In short, the highest single priority for Gulf security is for the GCC heads of state to end the threat that they pose to their own 

countries and to focus on the priorities shown in p. 30: 

¶ Leaders must take deterrence, conflict prevention, and defense as seriously as their militaries. 

¶ End pointless intra-state feuding; create a real GCC 

¶ Interoperability and standardization versus glitter factor and prestige buys. Coordinated requirements and procurement planning. 

¶ Focus on key mission needs. 

¶ Integrated battle management and IS&R. 

¶ Standardized, demanding, real-world CPX and FTX training, contingency plans and doctrine. 

¶ Joint warfare planning, end stove piping, and prepare for real time defense in breadth and width. 

¶ Establish partnership with US, UK, and France; not just de facto dependence. 
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Asymmetric Warfare and ñWars of Intimidationò 

The fact that the GCC is the major threat to the GCC does not mean that Iran does not pose real and tangible threats, or that the 

Southern Gulf states can ignore the risk that other neighboring states, or non-state actors, pose a threat in the form of asymmetric 

warfare. 

The most likely real-world threats do not come from formal conflicts, but rather from a wide range of low level conflicts, threats 

or ñwars of intimidation,ò and unofficial wars of attrition. (p. 32 ). Many of these potential conflicts have already taken place in a 

previous form. (p. 33 ). The GCC states also cannot afford to ignore the particular threat posed by Iranôs Islamic Revolutionary 

Guards, particularly its naval branch and Al Quds force. (p. 34). These latter forces are particularly important because a number 

of their exercises ï although nominally defensive ï practice tactics and actions that lend themselves to the use of threats and 

asymmetric warfare against Southern Gulf states. While such threats are not most severe to the Strait of Hormuz, they affect the 

entire Gulf. There is no need to break a bottle at the neck. (p. 35-) 

The GCC states also need to pay careful attention to the worst-case scenario for such Iranian action: major efforts to limit 

maritime traffic through or into the Gulf. (p. 36) As is the case with less severe scenarios, the problem is not that Iran has any 

clear intentions to initiate such conflicts today. It is rather that these are the most likely forms of Iranian attack in some 

unforeseen crisis, represent the most severe challenges to GCC forces organized to meet more conventional threats, and are the 

highest priority in terms of maintaining a high level of deterrence and rapid response capability. (p. 37 ) 

Iran ian Missiles and Proliferation 

US intelligence estimates, and IAEA reports, indicate that there will probably be several more years to attempt diplomatic 

solutions to Iranôs efforts to acquire nuclear weapons, although Iran is already actively acquiring long-range missiles and may be 

developing chemical and biological weapons for them. 

While Iran has denied that it has a nuclear program, and has described its missile programs largely as threats to Israel and the 

US, it is clear that most of its current forces have ranges suited to strike targets in the Gulf, and that its efforts to strengthen such 

forces are largely directed towards enhancing its security presence in the Gulf region, and giving it more deterrent capability and 

leverage against the US and GCC states. 
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Accordingly, the GCC states need to begin now to address these threats and to examine their options for doing so. (p. 39 ) They 

also need to understand that the US NIE in no way said that this threat is less real because Iran seems to have abandoned a 

formal nuclear weapons program in 2003. Substantial new evidence has emerged since the NIE was issued.  (p. 40 ) Moreover, 

the US Director of National Intelligence has provided important clarifications to the NIE that make it clear that this remains a 

key security problem. (pp.41-43 ) There are also key features of Iranôs enrichment activities that raise a strong probability that 

they were designed for military purposes. (pp. 44-47) 

As for Iranôs missile programs, it is clear that this is one of Iranôs highest military priorities. What is not clear is what missile 

forces Iran will create, or what their capabilities will be with or without a nuclear warhead. One key issue is how precise they 

will become in the future, and whether they will become accurate enough to hit critical targets in the Gulf with a conventional or 

non-nuclear warhead. (pp. 48-49) 

In short, the GCC needs to begin military contingency planning, and to examine several major options: (p. 50) 

¶ Prevention/preemption,  

¶ Active and passive defense,  

¶ Acquiring own nuclear weapons, and/or  

¶ US extended deterrence. 

The GCC can wait for diplomacy to determine whether there is a nuclear threat for time being, but its need to start considering 

the following alternatives now: 

¶  Ballistic and cruise missile defenses maybe cost-effective simply to deal with conventional threat. 

¶  A number of systems offer both improved air and missile defense. 

¶  Need quiet talks with US on containment options; extended deterrence. 

¶  Open support for IAEA and diplomatic options key passive approach. 
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Iraqi Instability  

Regardless of what the GCC states think of the US invasion of Iraq, they will face a massive increase in their future threat level 

if Iraq does not remain unified, if the US fails to help Iraq achieve security and stability, and if Iraq does not move forward in 

political accommodation and development. (p. 52 ) 

There has been major military progress in Iraqi during the last year, although it is uncertain and could be reversed. (pp. 53-55 ). 

Sectarian and ethnic divisions remain a major threat, and one that could create a power vacuum for Iran to exploit and/or lead to 

much broader sectarian tension between Sunni and Shiôite outside Iraq. (pp. 56-61) 

Helping Iraq build up its own forces, actively supporting efforts at political accommodation from within Iraq, and foreign aid are 

all key steps the GCC state could take to enhance their security and help the Iraqi people.  (pp. 562-64) 

Energy and Critical Infrastructure  

The GCC states face special security problems because of the location and nature of their critical infrastructure. (p. 66) This 

increases their vulnerability to Iranian threats and use of asymmetric warfare, but also to terrorists and states using non-state 

actors as proxies. It is also critical that GCC states recognize that if they do not create effective deterrent and defense 

capabilities, outside states will come under extreme pressure to intervene to protect their energy supplies. (pp.  67-74) For all the 

reasons discussed earlier, GCC energy facilities and exports will also grow steadily more vulnerable with time, as will ships 

carrying Gulf cargoes, and Gulf crude, product, and LNG exports. (pp. 75-77 ) 

Energy also is only part of the problem. The GCC states already have an extraordinary vulnerability because of their dependence 

on desalination and electric power facilities located on or near the Gulf coast. This vulnerability will increase readily, growing 

by some 60% by 2020. (p. 78). 

As a result, the Gulf states need to give the active and passive defense of critical infrastructure, and suitable response capability, 

higher priority in the future, and examine ways to cooperate to reduce the vulnerability of any one set of facilities or GCC state. 

(p. 79) 
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Terrorism  

The threat of terrorism remains a major problem, and one that requires steady improvements in GCC cooperation, both within 

the GCC and with outside states. It also requires a steady improvement in ñjointnessò between military, paramilitary, law 

enforcement, and intelligence forces. 

Region-wide impact of Neo-Salafi Islamist extremism. Franchising of Al Qaôida, Sunni vs. Shiôite tension, and its 

impact inside and outside the region 

While counterterrorism capabilities in the GCC states have improved strikingly since 2001, there is still a wide range of 

hostile organizations in the region. (p. 82 . Al Qaôida in the Peninsula also remains a serious problem, particularly in 

Saudi Arabia. (p. 83 ) Further major action is needed to: 

 

¶ Directly engage in ideological struggle for the future of Islam and religious legitimacy. 

¶ Continue to strengthen counterterrorism forces and capabilities. 

¶ Improve cooperation in GCC in counterterrorism and intelligence. 

¶ Strengthen border, coastal, and port security. 

¶ Reduce sectarian tensions and discrimination. 

¶ Fairer treatment of foreign labor. 

¶ Strengthen bilateral cooperation with U.S. and Europe. 

¶ Strengthen cooperation with Interpol, UN, and other regional counterterrorism centers. 

¶ Aid Yemen and poorer regional states. 



Copyright Anthony H. Cordesman, 

all rights reserved

|

War in Afghanistan, potential destabilization of a nuclear Pakistan, and impact on proliferation and Islamist 

extremism in the Middle East 

US intelligence estimates indicates that the center of Al Qaôida activity remains in Afghanistan and Pakistan, and the 

fighting in Iraq is now almost peripheral to the broader threat that Al Qaôida poses to the region. (pp.  86). The situation 

in Afghanistan and Pakistan is also deteriorating in spite of NATO/ISAF and US tactical victories in Afghanistan, (pp. 

87-97 ) 

The GCC states cannot intervene in this situation in a military sense, but they do have several options that can reduce 

this threat from outside the region: 

¶ Help Afghanistan and Pakistan directly engage in ideological struggle for the future of Islam and religious 

legitimacy. 

¶ Development aid to Afghanistan and Pakistan. 

¶ Continued support for US and NATO/ISAF deployments. 

¶ Act to prevent transfers of funds, ñvolunteers,ò and suspect personal movements. 

Demographics, Foreign Labor, and Social Change 

Finally, the GCC states should not see security solely in terms of military threats or terrorism. GCC security depends at least as 

much on successful development, job creation and productive employment, and equitable income distribution. Much depends on 

meeting two key challenges: finding jobs for a wave of native young men and women that will steadily increase the size of the 

labor force through 2050. The second is to ensure that foreign labor is given proper wages and protection. (p. 100) 

The GCC states face a steady near term population growth. Their population rose by 5 million during 2000 and 2005 and will 

rise by 6.6 million more between 2005 and 2010. At the same time, the GCC states already have the lowest native participation 

in the labor force in the world, and a nearly 40% overall dependence on foreign labor, (p. 101) There are also gross differences 

in per capita income even from state to state and these are even more acute within given states. (p. 102) 

More broadly, population growth will continue to be a major problem through 2050 (p. 103), and a youth bulge will present 

major problems for job creation through at least 2030. (p. 104). 
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If the GCC states are to deal with security with any real effectiveness, they must also consider the following 

realities:  

¶ There is no lasting hope of security that does not offer Gulf youth meaningful careers and fair 

distribution of income. 

¶ Economic and social development are critical aspects of security and key aspects of 

counterterrorism. 

¶ Job creation means reducing dependence on foreign labor, but security means give foreign labor 

more rights, protection, and fair wages. 

¶ Education and private domestic and foreign investment are twin tools to making native labor 

globally competitive. 

¶ Must develop the GCC, not leave some states with critical disparities in per capita income.  

¶ No global competitiveness if exclude women. 
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The Evolving Range of Threats 

 

¶ Conventional Military  Threats and the Lack of Unity 

and Mission Focus in the GCC 

¶ Asymmetr ic war fare and ñWars of Intimidationò 

¶ Ira nian Missiles and Proliferation 

¶ Ira qi Instability  

¶ Energy and Cr itical Infrastructure 

¶ Terror ism  

o Region-wide impact  of Neo-Salafi Islamist  extremism. 

Franchisi ng of Al  Qaôida, Sunn i vs. Shiôite tension, and its 

impact inside  and outside the region 

o War in A fghanistan, potential destabilization of as nuclear 

Pakistan, and impact on prolif eration a nd Islamist  extremism 

in the M iddl e East 

¶ Demographics, Foreign Labor,  and Social Change 
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Unity and Mission 

Focus in the GCC

13



Copyright Anthony H. Cordesman, 

all rights reserved

|

14

The GCC Threat to the GCC
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Comparative Military Manpower

Derived from IISS, Military Balance, 2008

Iran Iraq Saudi Bahrain Kuwait Oman Qatar UAE Yemen

Navy 18,000 1,100 15,500 700 2,000 4,200 1,800 2,500 1,700

Air Def 15,000 0 4,000 0 0 0 0 0 2,000

Air 52,000 1,200 20,000 1,500 2,500 5,000 1,500 4,500 3,000

Guard 125,000 0 100,000 0 6,600 6,400 0 0 0

Army 350,000 163,500 75,000 6,000 11,000 25,000 8,500 44,000 60,000
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Comparative Iran vs GCC Spending: 1997-2007

Derived from IISS, Military Balance, 2008

1997 1998 1999 2000 2001 2002 2003 2004* 2005 2006 2007

Iran 4,996 6,165 6,060 7,972 2,232 3,189 3,189 3,720 6,590 6,759 7,310

GCC Total 33,659 34,655 30,979 34,357 37,559 35,112 35,322 28,678 40,452 50,676 52,142
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Comparative Military Spending: 1988-2007

Derived from IISS, Military Balance, 2008

1997 1998 1999 2000 2001 2002 2003 2004* 2005 2006 2007

Iran 4,996 6,165 6,060 7,972 2,232 3,189 3,189 3,720 6,590 6,759 7,310

Iraq 1,982 1,382 1,488 1,488 1,488 0 0 0 0 0 0

GCC Total 33,659 34,655 30,979 34,357 37,559 35,112 35,322 28,678 40,452 50,676 52,142

Bahrain 387 427 472 342 355 352 350 191 559 498 550

Kuwait 3,827 3,614 3,401 3,933 3,614 3,720 3,720 1,275 4,539 3,640 4,002

Oman 2,126 1,913 1,701 2,232 2,551 2,445 2,657 2,764 3,210 3,410 3,298

Qatar 1,382 1,382 1,488 1,275 1,807 2,020 2,020 2,232 2,327 2,430 0

Saudi Arabia 22,323 23,386 19,878 23,386 26,256 23,599 23,599 20,515 27,000 30,810 34,020

UAE 3,614 3,933 4,039 3,189 2,976 2,976 2,976 1,701 2,817 9,888 10,292

Yemen 437 421 456 529 570 547 596 940 1,001 858 927
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Comparative New Arms Orders: 1988-2007

Derived from IISS, Military Balance, 2008

(in $US Current Millions) 
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00-03 500 200 400 2,200 1,200 0 3,400 8,100 600

96-99 1,700 0 600 900 300 800 6,000 7,600 700

92-95 1,200 0 200 6,200 600 2,000 22,300 4,800 500

Iran Iraq Bahrain Kuwait Oman Qatar
 Saudi

Arabia
UAE Yemen

 
0 = Data less than $50 million or nil. All data rounded to the nearest $100 million. 

Source: Richard F. Grimmett, Conventional Arms Transfers to the Developing Nations, Congressional Research Service, various editions. 
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Land Force Threats

 

 

¶ Iranian Threat to Kuwait and Iraq  

¶ Iranian permissive amphibious/ferry operation. 

¶ Iranian dominance of Iraq; Invited In to Replace US? 

¶ Spillover of Iraqi Sunni-Shiôite power struggles. 

¶ Yemeni incursion into Saudi Arabia or Oman 

But: 

¶ Low near-term probability. 

¶ High risk of US and allied intervention. 

¶ Limited threat power projection and sustainability. 

¶ Unclear strategic goal. 
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Comparative Modern Tank Strength
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Comparative Armored Vehicle Strength

Derived from IISS, Military Balance, 2008
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Comparative Artillery Strength

Derived from IISS, Military Balance, 2008
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Keeping a Decisive US Qualitative Edge 
in US Forces and Arms Transfers to the 

Gulf ($10.5B in FY087 & FY 09)
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Air/Missile Threats
 

 

¶ Precision air strikes on critical facilities: Raid or mass 

attack. 

¶ Terror missile strikes on area targets; some chance of 

smart, more accurate kills. 

¶ Variation on 1987-1988 ñTanker Warò 

¶ Raids on offshore and critical shore facilities. 

¶ Strikes again tankers or naval targets. 

¶ Attacks on US-allied facilities 

But: 

¶ Low near-term probability. 

¶ High risk of US and allied intervention. 

¶ Limited threat power projection and sustainability. 

¶ Unclear strategic goal. 
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Comparative Combat Air Strength

Derived from IISS, Military Balance, 2008
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Comparative High Quality Fighter/Attack

Derived from IISS, Military Balance, 2008
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Naval Threats
 

 

¶ Iranian effort to ñclose the Gulf.ò 

¶ Iranian permissive amphibious/ferry operation. 

¶ Variation on 1987-1988 ñTanker Warò 

¶ Raids on offshore and critical shore facilities. 

¶ ñDeep strikeò with air or submarines in Gulf of Oman 

or Indian Ocean. 

¶ Attacks on US facilities 

But: 

¶ Low near-term probability. 

¶ High risk of US and allied intervention. 

¶ Limited threat power projection and sustainability. 

¶ Unclear strategic goal. 
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Comparative Major Naval Combat Ships

Derived from IISS, Military Balance, 2008
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Ending the GCC Threat to the GCC
 

¶ Leaders must take deterr ence, conflict prevention, and 

defense as seriously as their  militar ies. 

¶ End pointless intra-state feuding; create a real GCC 

¶ Interoperabi lity  and standardization versus glitter 

factor  and prestige buys. Coordinated requirements and 

procurement planning. 

¶ Focus on key mission needs. 

¶ Integrated battle management and IS&R. 

¶ Standardized, demanding, real-world CPX and FTX 

trai ning, contingency plans and doctri ne. 

¶ Joint war fare planning, end stove piping, prepare for 

real time defense in breadth and width. 

¶ Establish par tnership with US, UK, and France; not just 

de facto dependence. 
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and ñWars of 

Intimidationò
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Most Likely Foreign Threats

Are Not Formal Conflicts

Å Direct and indirect threats of using force. (I.e. Iranian

efforts at proliferation)

Å Use of irregular forces and asymmetric attacks.

Å Proxy conflicts using terrorist or extremist movements

or exploiting internal sectarian, ethnic, tribal, dynastic,

regional tensions.

Å Arms transfers, training in host country, use of covert

elements like Quds force.

Å Harassment and attrition through low level attacks,

clashes, incidents.

Å Limited, demonstrative attacks to increase risk,

intimidation.

Å Strike at critical node or infrastructure.
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Some Tangible Examples

Å Iranian tanker war with Iraq

Å Oil spills and floating mines in Gulf.

Å Libyan ñstealthò mining of Red Sea.

Å Use of Quds force in Iraq.

Å ñIncidentsò in pilgrimage in Makkah.

Å Support of Shiôite groups in Bahrain.

Å Missile and space tests (future nuclear test?).

Å Naval guards seizure of British boat, confrontation with 
US Navy, exercises in Gulf.

Å Development of limited ñclose the Gulfò capability.

Å Flow of illegals and smuggling across Yemeni border.
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The Islamic Revolutionary Guards Corps

Å125,000+, drawing on 1,000,000 Basij.

ÅKey is 20,000 Naval Guards, including 5,000 marines.

ÅArmed with HY-3 CSS-C-3 Seersucker (6-12 launchers, 100 

missiles, 95-100 km), and 10 Houdong missile patrol boats with C-

802s (120 km), and 40+ Boghammers with ATGMs, recoilless 

rifles, machine guns.

ÅLarge-scale mine warfare capability using small craft and 

commercial boats.

ÅBased at Bandar e-Abbas, Khorramshar, Larak, Abu Musa, Al 

Farsiyah, Halul, Sirri.

Å IRGC air branch reported to fly UAVs and UCAVs, and

control Iranôs strategic missile force.

Å1 Shahab SRBM Bde (300-500-700 km) with 12-18 launchers,1 

Shahab 3 IRBM Btn ( 1,200-1,280 km) with 6 launchers and4 

missiles each.
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ñClosing the Gulfò

Å 3 Kilo (Type 877) and unknown number of midget (Qadr -SS-

3) submarines; smart torpedoes, (anti -ship missiles?) and

smart mine capability.

Å Use of 5 minelayers, amphibious ships, small craft,

commercial boats.

Å Attacks on tankers, shipping, offshore facilities by naval

guards.

Å Raids with 8 P-3MP/P-3F Orion MPA and combat aircraft

with anti -ship missiles:(C -801K (8-42 km), CSS-N-4, and

others).

Å Free-floating mines, smart and dumb mines, oil spills.

Å Land -based, long -range anti -ship missiles based on land,

islands (Seersucker HY -2, CSS-C-3), and ships (CSS -N-4, 
and others). Sunburn?

Å IRGC raids on key export facility(ties).
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Hormuz: Breaking the Bottle at the Neck

QuickTimeÊ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.

 

36Source: http://www.lib.utexas.edu/maps/middle_east_and_asia/hormuz_80.jpg

Å280 km long, 50 km 

wide at narrowest point.

ÅTraffic lane 9.6 km wide, 

including two 3.2 km 

wide traffic lanes, one 

inbound and one 

outbound, separated by 

a 3.2 km wide separation 

median

ÅAntiship missiles now 

have ranges up to 150 

km.

ÅSmart mines, 

guided/smart torpedoes, 

ÅFloating mines, small 

boat raids, harassment.

ÅCovert as well as overt 

sensors.
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Planning for Asymmetric Warfare

Å Deterrence and conflict prevention as critical as defense.

Å Again,need integrated GCC force planning and war 
planning efforts. 

ÅMust show GCC will act together. Cannot divide or exploit 
weakest link.

. Exercise realistic ñred-blueò war games to determine 
common options and requirements. 

Å Follow -up with realistic CPXs and FTXs.

Å Emphasize joint warfare approaches that tie in paramilitary 
and security forces.

Å Demonstrate have exercised a retaliatory capability.

Å Show can work effectively with US, UK, France.

Å Strike at critical node or infrastructure.
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Nuclear Uncertainty
 

¶ Must plan to deal with  possiuble Iranian force with 

unknown weapons character istics, delivery systems, 

basing, and timelines. 

o Technology base now exists, enr ichment to fissile 

levels is only limiting factor. 

¶ Already a key factor  in I ranian capability  to conduct 

ñwars of intimidation.ò 

¶ Clear  I ran proceeding with extensive ballistic missile 

program regardless of whether  it  pursues the nuclear 

option. 

¶ Cannot predict timeframe for  nuclear threat. Worst 

case is 2009, but could well  be 2015. 

¶ Chemical and biological options as well. 
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Confusion Over the US NIE
 

¶ Not say I ran was not moving towards nuclear weapon.  

o Did say evidence that halted formal  efforts at weapons 

development in 2003. (When US ñvictoriesò in Ir aq and 

Afghanistan seemed most threatening  to Ira n,  

o Made it cl ear that Iran  was pursuing enrichment  technology 

that was the sole remain ing barrier  to Iran  acquiri ng nuclear 

weapons. 

¶ Since NIE was issued, new evidence has surf aced of 

weapons development efforts beyond initial ñlaptopò 

and ñGreen Saltò disclosures. 

¶ Iran h as also been discovered to have completed 

development of a new, far more advanced centr ifuge. 

¶ Iran h as announced two new long-range missiles, and a 

ñspaceò program that can be adapted to missile 

development.  
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DNIôs March 2008 Summary - I

Over the past year we have gained important new insights into Tehranôs activities related to nuclear weapons and the Community 

recently published a National Intelligence Estimate on Iranian intent and capabilities in this area.  I want to be very clear in addressing 

the Iranian nuclear capability.  First, there are three parts to an effective nuclear weapons capability:  

1. Production of fissile material  
2. Effective means for weapons delivery  
3. Design and weaponization of the warhead itself  

We assess in our recent NIE on this subject that warhead design and weaponization were halted, along with covert military uranium 

conversion- and enrichment-related activities.  Declared uranium enrichment efforts, which will enable the production of fissile 

material, continue.  This is the most difficult challenge in nuclear production.  Iranôs efforts to perfect ballistic missiles that can reach 

North Africa and Europe also continue.    

We remain concerned about Iranôs intentions and assess with moderate-to-high confidence that Tehran at a minimum is keeping open 

the option to develop nuclear weapons.  We have high confidence that Iranian military entities were working under government 

direction to develop nuclear weapons until fall 2003.  Also, Iranian entities are continuing to develop a range of technical capabilities 

that could be applied to producing nuclear weapons.  Iran continues its efforts to develop uranium enrichment technology, which can 

be used both for power reactor fuel and to produce nuclear weapons.  And, as noted, Iran continues to deploy ballistic missiles 

inherently capable of delivering nuclear weapons, and to develop longer-range missiles.  We also assess with high confidence that 

even after fall 2003 Iran has conducted research and development projects with commercial and conventional military applicationsð

some of which would also be of limited use for nuclear weapons.    

We judge with high confidence that in fall 2003, Tehran halted its nuclear weapons design and weaponization activities, as well as its 

covert military uranium conversion and enrichment-related activities, for at least several years.  Because of intelligence gaps, DOE 

and the NIC assess with only moderate confidence that all such activities were halted.  We assess with moderate confidence that 

Tehran had not restarted these activities as of mid-2007, but since they comprised an unannounced secret effort that Iran attempted to 

hide, we do not know if these activities have been restarted.      

We judge with high confidence that the halt was directed primarily in response to increasing international scrutiny and pressure 

resulting from exposure of Iranôs previously undeclared nuclear work.  This indicates that Iran may be more susceptible to influence 

on the issue than we judged previously.  
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DNIôs March 2008 Summary - II

We do not have sufficient intelligence information to judge confidently whether Tehran is willing to maintain the halt of its nuclear 

weapons design and weaponization activities indefinitely while it weighs its options, or whether it will or already has set specific 

deadlines or criteria that will prompt it to restart those activities.  We assess with high confidence that Iran has the scientific, technical 

and industrial capacity eventually to produce nuclear weapons.  In our judgment, only an Iranian political decision to abandon a 

nuclear weapons objective would plausibly keep Iran from eventually producing nuclear weaponsðand such a decision is inherently 

reversible.  I note again that two activities relevant to a nuclear weapons capability continue: uranium enrichment that will enable the 

production of fissile material and development of long-range ballistic missile systems.    

We assess with moderate confidence that convincing the Iranian leadership to forgo the eventual development of nuclear weapons will 

be difficult given the linkage many within the leadership see between nuclear weapons development and Iranôs key national security 

and foreign policy objectives, and given Iranôs considerable effort from at least the late 1980s to 2003 to develop such weapons.    

We continue to assess with moderate-to-high confidence that Iran does not currently have a nuclear weapon.  We continue to assess 

with low confidence that Iran probably has imported at least some weapons-usable fissile material, but still judge with moderate-to-

high confidence it has not obtained enough for a nuclear weapon.  We cannot rule out that Iran has acquired from abroadðor will 

acquire in the futureða nuclear weapon or enough fissile material for a weapon.  Barring such acquisitions, if Iran wants to have 

nuclear weapons it would need to produce sufficient amounts of fissile material indigenouslyðwhich we judge with high confidence 

it has not yet done.  

Iran resumed its declared centrifuge enrichment activities in January 2006, despite the 2003 halt in its nuclear weapons design and 

weaponization activities.  Iran made significant progress in 2007 installing centrifuges at Natanz, but we judge with moderate 

confidence it still faces significant technical problems operating them.    

¶ We judge with moderate confidence that the earliest possible date Iran would be technically capable of producing enough highly 

enriched uranium (HEU) for a weapon is late 2009, but that is very unlikely.  
 

¶ We judge with moderate confidence Iran probably would be technically capable of producing enough HEU for a weapon 

sometime during the 2010-2015 time frame.  INR judges Iran is unlikely to achieve this capability before 2013 because of 

foreseeable technical and programmatic problems.  All agencies recognize the possibility that this capability may not be attained 

until after 2015.  



Copyright Anthony H. Cordesman, 

all rights reserved

|

43

DNIôs March 2008 Summary - III

We know that Tehran had a chemical warfare program prior to 1997, when it declared elements of its program.  We assess that Tehran 

maintains dual-use facilities intended to produce CW agent in times of need and conducts research that may have offensive 

applications.  We assess Iran maintains a capability to weaponize CW agents in a variety of delivery systems.     

We assess that Iran has previously conducted offensive BW agent research and development.  Iran continues to seek dual- use 

technologies that could be used for biological warfare.  

 

Extract from J. Michael McConnell, Director of National Intelligence, ñAnnual Threat Assessment of the Intelligence 

Community for the Senate Armed Services Committee,ò 27 February 2008  
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