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V1. Strategic and Warfighting Implications

It is still possible that Iran may not develop a nuclear weapons capability or deploy other

weapons of mass destruction. Diplomacy may change Iranian actions, the regime may

change, sanctions and economic problems might haltordel ay | r anodsrilramf f or t s,
may develop other security priorities. These options do, however, seem less probable

with time.

Nearly two decades of sanctions, diplomacy, and dialog have had some impact in

del aying I rands programs, in making it keep
the risks Iran runs in moving forward. It has not, however, prevented Iran from acquiring

steadily more capable long-range missiles, and the technology and production facilities

needed to make nuclear weapons. Iran also has retained the technology and production

base to make chemical weapons, and even if it does not have covert active programs, its

civil sector is steadily improving its dual capabilities and ability to develop and deploy

advanced biological weapons.

It is also far from clear that any power can carry out preventive attacks at this point that
would do more than delay a determined Iranian effort to acquire nuclear weapons. Israel
andl rands nei ghbocambility o lamah tmorehtranvlienited strikees. It
might be militarily possible for the United States to carry out effective initial strikes,
follow them up with immediate restrikes, and then maintain a restrike capability that it
used to systematically deny Iran the ability to create new, dispersed facilities. This kind
of US posture, however, would pose major political challenges in terms of both the
willingness of friendly powers like the Gulf States and Turkey to support any phase of
such operations, and it is clear that the United States would have major problems in
obtaining broad international support.

These are not reasons to give up on diplomacy or dialog, or to abandon sanctions and
efforts to develop military options to prevent or limit Iranian capabilities. They are,
however, realities that indicate that the Gulf States, the region, and the world may have to
learn how to live with Iranian proliferation, coupled to growing Iranian capabilities for
asymmetric warfare.

If that happens, there are two major strategic alternatives. First, accept a major increase in

ranbs ability to influence and intimidate key
region. Second, create the capability to contain Iran through defense and deterrence. In

both cases, the result may still be a regional nuclear arms race and at least the possibility

of a devastating nuclear exchange.

l rands Uncertain Path to Prolif

Any examination of t hhavioomost begm bydookingat Icrheaméyse | r a
future options and how these evolve over time. The impact and risks of proliferation

cannot be measure simply in terms of whether Iran does or does not have a nuclear

weapon. Any realistic examination of Irand s ospahdithose of its neighbors and the

US, must consider what Iran may do over at least the next decade and the different ways

in which in may deploy forces armed with weapons of mass destruction and other nations

may respond.
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Such an analysis is necessarily speculative. As the previous chapters have made clear,
there is no definitive evidence that Iran is planning to make or deploy nuclear and
biological weapons. Iran does not have a public strategy for proliferating, much less any
public force plan or goals for creating a nuclear posture.

It is also likely that even if Iran has secret plans, its actual behavior will be opportunistic
and dictated at least as much by its future circumstances as its current intentions. Reality
intervenes in even the best-made plans of the most powerful states, and Iran is neither a
regional superpower nor a state that has demonstrated any capability to formulate the
A b ensatd e  phhs abricus n@jor limitations in both areas.

It is equally dangerous to assume that Iran will follow some linear path in proliferating
based on some form of game theory or rational events. Wild cards and unanticipated
events dominate history over time. Behavior is often less than rational, at least in the
sense of taking optimal actions or avoiding crises and sometimes catastrophes. This is
particularly true once conditions reach the crisis or warfighting level, where perceptions
can be drastically wrong and driven by time pressures that push decision makers down
poorly chosen paths where they cannot reverse course. There is no reason to assume
worst cases dominate, but there is every reason to assume that they are possible.

|l rands Paths to Nucl ear

Iran has already advanced beyond the point where its choices consist of whether or not it
should actually create some form of nuclear weapons capability. Its missile capabilities
are giving it steadily better delivery options. Its technology and manufacturing base is
approaching a i b r e akapalalitytwhere it could choose to build a nuclear weapon
within a year or so. Iran already has chemical weapons, and has the technology base for a
break out capability in biological weapons.

There are many different ways, however, in which Iran could move forward, and it could
halt its efforts to proliferate at many different levels of capability and risk. Iran has a
wide range of nuclear options to create new military capabilities over the next decade,
many of which could also be implemented in a similar form using advanced biological
weapons:

1 Techmlogy creeplran has reached the point where even if it fully complied with the terms of the
Nuclear Non-Proliferation Treaty, UN resolutions, and IAEA inspections, its technology and
manufacturing base will steadily improve its future capabilities to design and manufacture nuclear
weapons. There currently are no proposals to limit its development of ballistic or cruise missiles,
or procurement of advanced strike aircraft i although UN Resolutions do call for restraint in such
arms transfers. Unless totally new inspection regimes are developed, and a firm halt can be made
tolranbs research progr ams, centrifuge pro
capabilities will improve under the best possible circumstances.

1 Modular progresslran can speed progress beyond technology creep. There are many aspects of
weapons and warhead design that can be broken out into modules of peaceful research and
manufacturing capability T avoiding any formal nuclear weapons program. Improve centrifuge
technology and the ability to link centrifuges into efficient production chains, will overcome Irand
most serious problem: the rapid and efficient production of fissile material in ways that can be
highly disperse, concealed, and made redundant.

1 Break out capability At some point between 2009 a n d 2011, Il rands
capabilities will reach the point where Iran could build at least one fissile devices within a 12-15
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month period. This could quickly increase to several nuclear weapons a year. Iran can leverage
this level of capability in many different ways. The threat to test and deploy will give it added
negotiating leverage which can be increased by providing proof of capability or leaking a mix of
real and exaggerated claims.

Iran can also avoid going beyond its present policy of denial and leave its capabilities ambiguous.

At the same time, it can covertly or overtly increase its ability to rapidly make a number of

weapons; test bomb and missile warheads which simulate arming its delivery systems with nuclear

weapons. Improve the yield of its fissile weapons designs without actual testing, and move

towards a breakout capability in fAboostedo, high
thermonuclear weapons designs.

No outside power will be certain how soon Iran could acquire given nuclear capabilities under

such circumstances. Iran could also continue to negotiate, and partially cooperate with the IAEA.

It might negotiate agreements that effectively limit overt testing and proliferation while tacitly

signaling to other states that they must treat ranasafiqgu a s i nucl ear o power, and
influence and ability to intimidate, be cautious about challenging its use of asymmetric warfare.

In many ways, Iran has already advanced to this position. Moreover, barring a far more

comprehensive set of limits and inspection options that has yet been imposed on any state to date,

it is unclear that even the most successful negotiation by the fi S i [®MS) EU3 (France, Germany,

and Great Britain), Russia, China], the UN and IAEA, can really change this. If Iran moves ahead

in improving its enrichment capabilities, technology base, and in acquiring nuclear power, every

year will increase lran6 s potenti al capability t ocklpandin d better
greater numbers. There is no credible path to a truly secure negotiation or arms control agreement

that would not require Iran to be totally open and forthcoming, and to have a very different type of

regime.

1 Undeclared possessiorfiBomb in theBasement oThere is no clear dividing line between a
breakout capability and high confidence that a nation actually has nuclear weapons. The difference
is largely one in terms of timelines and indicators. Much depends on whether possession is clearly
credible, the country clearly had the technology and production capabilities, and delivery systems
and exercises show potential nuclear capability.

In the past, some evidence of testing was generally required, although this did not apply to Israel i

which was credited with nuclear capabi |l ities more than a decade b
occurred. Today, however, the mathematics and engineering have been available to Iran at least

since 1992, and it seems to have acquired many of the details of a Chinese weapons design.

Iran has the technology and equipment to do many critical tests using actual weapons designs that
have non-fissile uranium or some other form of heavy metal. Pakistan and India made successful
use of cruder approaches to such simulation tests before they tested. Some experts also feel that
subcritical or marginally critical T ultra low yield i tests would be enough, and that simulation
would worker with large boosted weapons designs. These, however, are controversial areas that
only an actual weapons designer could really comment upon.

There are questions as to whether Iran could create a reliable actual bomb or missile warhead with

sufficient safety and reliability to build up a stockpile of weapons without testing. Once again,

however, Iran could build actual weapons and warheads and test many aspects of their

performance using non-fissile material. In fact, such simulations would be a key part of any

realistic program, since testing of live weapons in flight would present major political problems
andisinherentyidestructi veo and does not reveal the det a
of the causes of potential failure.

This is also the threshold at which the fANth we
weapons have actually been made, it becomes very difficult to create any kind of arms control or

inspection regime that can be certain that all weapons have been turned over or destroyed. The

possible existence of one or more dispersed weapons hidden somewhere in country becomes an

possibility that no outside power can dismiss unless Iran turns over all its records and provides a

level of unprecedented transparency and access to any suspect facility.
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1 Test/Suspect EverAny surface test of a nuclear weapon provides clear evidence of possession of
a nuclear device, although not of a functioning bomb or missile warhead unless a country
deliberately provides considerable supporting evidence. Underground tests can be more
ambiguous, both in a positive or negative sense.

Some experts feel a nuclear underground test could be faked using massive amounts of
conventional explosives. This has been an issue in terms of test ban verification, although other
experts believe that this would not be possible even with an unvented underground test. Other
experts feel that a subfractional or very low yield nuclear test could be concealed in an area with
earth tremors or a seismic event or be so small that it would not be detected and characterized.
Another approach would be remote testing in a sensitive seismic area in the Indian Ocean.

Iran could test and deny, knowing that many low yield tests would create some degree of
uncertainty or that outside powers would not contest the issue. It could also create enough
plausible or implausible deniability to both send a signal that it had weapons and still publicly
deny this.

There are also potential tradeoffs in testing versus not testing that affect weapons design. Some
experts feel testing is needed to use a small or minimal amount of fissile material, reduce weapons
size and weight, and to verify weapons safety. Others feel it could be critical if Iran is to move
beyond basic fission weapons to highly sophisticated fission weapons, or to boosted or fusion
weapons.

This could be a major consideration if Iran becomes involved in a nuclear arms race with Israel or
another state. Pure fission gun or implosion weapons (Iran might need an implosion design for
effective missile warheads) can produce high yields, but Iran might initially be limited to
maximum yields of around 20-30 kilotons and weapons using relatively large amounts of fissile
material -- with much depending on the sophistication of the design and factors like the number of
explosive lenses, tamper, reflector, and pit. Such yields are highly destructive against any target,
but are not large enough to achieve a decisive level of lethality over large area targets like a major
city, or to compensate for real-world problems in missile accuracy i which can be considerably
greater than the nominal CEP may indicate.

Boosted weapons allow yields in the 100-kiloton range, but are more complex. They essentially
use a pure fission device to generate enough hest and pressure to trigger a thermo nuclear
explosion from an integrated mix of tritium and deuterium gas (heavy isotopes of hydrogen). fiThe
hydrogen fuses to form helium and free neutrons. The energy release from fusion reactions is
relatively negligible, but each neutron starts a new fission chain reaction, greatly reducing the
amount of fissile material that would otherwise be wasted.d" Boosting can double or even triple a
fissionweaponds yield

Thermonuclear weapons are even more complex, and there are indications that both India and
Pakistan had failures to achieve their design goals even when they carried out actual tests. A rough
idea of the complexity involved is apparent in the following explanation of how thermonuclear
weapons work: ATwo-stage thermonuclear weapons are essentially a daisy chain of fusion-boosted
fission weapons, with only two daisies, or stages, in the chain. The second stage, called the
"secondary," is imploded by x-ray energy from the first stage, called the "primary." This radiation
implosion is much more effective than the high-explosive implosion of the primary. As a result,
the secondary can be many times more powerful than the primary, without being bigger.6?

The secondary can be designed to maximize fusion energy release, but in most designs fusion is
employed only to drive or enhance fission, as it is in the primary. More stages can be added, but
the result would be a heavy multi-megaton weapon with yields much higher than the US and
Soviet Union found useful during most of the Cold War. (Yields of 500 kilotons to 5 megatons
have been deployed. The US briefly deployed 25-megaton weapons. The Soviet Union did build a
50-megaton weapon but did not deploy it.)

These considerations may seem arcane, or pointless to an observer that does not have to design a
functional force or ensure that a limited number of weapons can produce decisive killing effects,
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but as Figure 8.1shows, they have a major impact on area coverage i and this shapes their impact
in terms of intimidation and deterrence as well as lethality.

Figure 8.1 The Impact of Yield on Nuclear Weapons Effects

(Radius from ground zero in kilometers)
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Source: Data compiled from multiple including; http://www.fas.org/nuke/intro/nuke/effects.htm,
http://www.unitedstatesaction.com/nuclear_terrorism.htm,  http://www.globalsecurity.org/wmd/intro/nuke-
blast.htm, http://www.princeton.edu/~aglaser/lecture2007_weaponeffects.pdf.

1 Initial Deployment Like the early steps in becoming a nuclear power, deployment can take a wide
range of forms. Its impact will also be shaped by the nature of the steps a country has taken
previously and the credibility and nature of its weapons programs. It is easy, for example, for a
nation like Iran to go from denial to claims of possession and having nuclear armed forces, but
such claims are far more credible if Iran has tested a weapon, has overtly or covertly shown it has
the technology base to build function weapons, and intelligence sources can confirm that the
operators of nuclear armed forces train for nuclear warfare and have high confidence they have
real weapons.

Much then depends on the number and type of weapons Iran possesses. Iran might, for example,
begin its deployments with a few fission bombs. This would eliminate many of the technical and
reliability risks in arming its missiles, and creating freefall bombs is a simpler design task and
would present fewer weight and reliability problems. Iran would, however, have problems with
the performance of its current fighter attack aircraft which are all aging US and Russian designs,
and any fighter attack would be much more vulnerable to defensive operations than a ballistic
missile.

Small inventories of nuclear weapons also require trade-offs between safety (heavily guarded
central facilities and devices that either require complex arming codes or assembly of the core
from a separate location), and the kind of quick reaction capability that can ensure the survival of
weapons and the ability to retaliate. NATO, for example, stored its weapons in dispersed secure
sites, and maintained an air component of quick reaction alert (QRA) aircraft that could be kept
armed with nuclear weapons in a crisis and which could take off for strike missions before their
bases could be struck by aircraft or medium and intermediate range ballistic missiles. Over time,
the strike aircraft went from pilot-armed weapons to requiring arming codes.

Iran would have to contend with both the potential use of US stealth aircraft and extremely precise
conventional weapons, as well as the risk of nuclear preemption and preventive strikes by Israel or
its neighbors. This, and the problem of arming aircraft and maintaining them on nuclear-armed
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alert, could either require the aircraft to be put into flight with very ambiguous levels of warning
or risk losing them. Reliance on a small number of weapons storage sites could lead to
preventive/preemptive strikes. High levels of dispersed nuclear weapons storage sites risks
unauthorized use.

Missile deployments offer a higher probability of penetrating todayd s d e Theyralso effer.the
option of pretargeting key cities and high value area targets like key energy facilities, and then
authorizing or ordering a nuclear armed missile force to either launch on warning (LOW) or at the
first verified evidence that Iran and/or its nuclear forces are under attack. This is called launch
under attack (LUA). Highly mobile missiles, or deeply sheltered missiles, can also offer the ability
to ride out an attack on Iran and then decide what or if to strike, but designing a small force on the
basis of guaranteed survival and riding out attacks increases the risk Iran might lose much of its
capability in a preventive/preemptive strike.

Small, early deployments of nuclear weapons on missiles have other potential drawbacks.
Reliability can be very hard to predict both in terms of accuracy and how well a warhead will
function. Small missile forces face steadily improving Israeli and US missile defenses, and the
probable acquisition of such defenses by other Gulf States, Turkey, and Europe. Older liquid-
fueled missiles have slow reaction times and limited time spans in which they can be kept fueled
and on alert. Security and control require the use of reliable coded systems to arm the warhead i
ideally in flight and outside Iranian territory but in practice probably before launch.

Small forces present another problem. Regardless of the delivery system, how release is

authorized, and choices about reaction times and ride out or launch; a small force has to be used to

produce decisive results rather than carefully structured levels of escalation over time. This does

not rule out one or two demonstrative strikes, but it probably does mean Iran would target enemy

population centers and seek todomuch damage as possible to that p o
economy. It is also important to note that once war begins, weapons numbers are not the number

in inventory, but the number Iran can count on to actually penetrate to a target. In general, this

means devoting at least two weapons to any given city or area target to ensure that it is hit.

Moreover, Iran would probably want to communicate its broad targeting plans in some way to

maximize deterrence and minimize the risk or preventive or preemptive attack. Any such

communication of a counterpopulation targeting plan does, however, lead to countertargeting by

any potential nuclear power. It also compounds the level of confusion that is almost certain as to

the intentions and actions of all the sides involved. It would be hard for Iran to predict the end

result of aircraft and missile launches in terms of penetration, accuracy, and damage inflicted. An

enemy like Israel or the US T with much larger nuclear forces i might seek to use its nuclear

weapons to both retaliate in kind and limit damage by striking at any suspect Iranian installation or

facility. Under t hese conditions, Aibattl e management o
unconstrained nuclear war.

1 Large-Scale Deploymentran is probably a decade or more away from deploying a force of 60 or
more weapons i a force largely enough to offer tactical, air, and missile options; a range of strike
options that did not stress counterpopulation targets; and deploy enough delivery systems to make
preventive or preemptive strikes against Iran an unacceptable risk. It is impossible, however, to
determine either I rands capabilities ordsthe intei
neighbors.

Large forces offer a kind of increased safety and stability, particularly as they mature into forces
with mobile or hardened basing modes, as warning and command and control systems become
better, as weapons reliability and accuracy becomes more predictable and it becomes possible to
use security codes and built-in safety devices like permissive actuation systems to both keep
delivery systems armed and prevent unauthorized use.

Every act Iran takes, however, will produce a hostile or defensive response. Israel is probably
already developing sea basing options for its nuclear forces and may be increasing the range-
payload of its weapons. It must have examined options for deterring any Iranian strike on Israel,
and Iran is highly vulnerable. Its economy and structure of government is highly centralized in
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Tehran, and it is uncertain that a Persian society could recover from strikes on even 10 of its major

cities. The fact that Israel is potentially vulnerabletoie x i st enti al 06 strikes on it
that it virtually has to develop existential strike options to destroylran6s abi |l ity to recover
Israeli strike, and secure basing modes to demonstrate that it can exercise such options regardless

of the scale of an Iranian attack on Israel.

It is unclear that Egypt, Turkey, or Saudi Arabia could or would see k t o madvalving | r and s
nuclear capability, but a regional nuclear arms race is a real possibility. The US response is harder

to predict, but it could consist of some form of guarantees of extended deterrence, and the US

might well conclude that the Gulf is so critical to the US and global economy that it could not

allow Iran to create nuclear forces without targeting Iran in return.

In short, Iran cannot act in a vacuum. The more forces it deploys, the more it will be targeted in

return. The kinds of safety it will gain from larger or less vulnerable forces may create a kind of

mutual assured destruction but this may not create a stale pattern of deterrenceaslrand s nei ghbor s
and the US steadily increase their nuclear targeting of Iran. It is also important to note that it is

extremely unlikely that the US will not comprehensively target Iran with nuclear weapons if Iran

deploys long-range, nuclear-armed missiles that can strike NATO and European targets, and is

virtually certain to do so if Iran develops any kind of nuclear strike option against the US. It is

equally likely that if Iran makes any overt i or serious covert i nuclear threats, it will be met with

threats in kind.

The complex mix of players involved, and their very different levels of situational awareness, will
also create a risk that if any one nation escalates to the use of nuclear weapons, or moves a crisis
towards potential nuclear release, it will become progressively harder to control the situation and
limit the ultimate pattern of escalation that results.

It is important to note in this regard that the nuclear arms race during the Cold War, and the level
of deterrence created by mutual assured destruction, did not produce stability. The US and USSR,
and NATO-Warsaw Pact, steadily increased the number of warheads and weapons on each side
for several decades. They kept competing in deploying new delivery systems and creating new
nuclear strike options. Their relative willingness to rely on conventional options was never clear,
and they targeting both military forces and population centers i to the point where the USSR
seems to have deployed biological weapons as a follow-up option to nuclear strikes on US cities.
Missile defenses added a further destabilizing element to this process as did arms control
agreements that sometimes did as much to stimulate new forms of nuclear competition as to limit
the forces on each side. If Iran moves to deployment, it will almost certainly trigger a similar kind
of regional arms race; it may not end as well.

1 Proxy nuclear postureVost experts question whether any nation with only limited nuclear assets
would ever transfer a nuclear weapon to a terrorist group or another state. This is not simply a
matter of limited resources; it is a matter of trust. Non-State actors presented very serious risks in
terms of loyalty and restraint. Even state actors that are close allies still have different leaders and
strategic priorities, and may act independently T particularly in a crisis. Nevertheless the risk
exists, A non-state actor might be a way of attacking while reducing the risk of attribution and
retaliation. Arming non-state actors is a way of dispersing weapons that makes them far harder to
attack. The same is true of state actors, and Iran might find Syriaor any Shi 6i te dominat
be ways of creating a nuclear bloc that reduces the risks an isolated nuclear Iran would face in the
future.

1 Covert nuclear posturdran might conclude that it could be create a secure capability to deliver a
nuclear weapon and creating some degree of plausible deniability by smuggling a nuclear weapon
into a enemy state, detonating it in a port or coastal area, or launching a short range missile from a
ship or forward deployed covert location in a neighbor state.

Experts differ over the extent to which an Iranian nuclear weapon would have a unique

radiological and material fifingerprintd6 i nt el | i gence could warn or confi
responsible for a given attack, and any state could launch retaliatory strikes on Iran without 100%

confirmation of Iranian responsibility.



Cordesman and Seitz: Iranian Weapons of Mass Destruction 1/21/09 Page 8

These are valid concerns, although it is one thing to debate legal, political, and moral-ethical
considerations before an attack, and another to assume that they will lead to restraint after the
devastation caused by being the victim of a nuclear explosion. This is particularly true in the case
ofanfiexi stential 6 attack on -amedGuHdrheighbarirgstate. | i ke | sr
Israel, for example, might well feel it necessary to launch an all-out nuclear retaliatory strike on
I rands popul ation unless there was decisive evide

Other scenarios have considered Iranian covert attacks on the US using ship-based missiles in

cargo ships off the US coast. There are reports that Iran did test a Scud launch from a ship, and

this is certainly technically feasible. Other scenarios assume Iran would use a high altitude

nuclear explosion to create an electro-magnetic pulse t o destroy an enemyobs
infrastructure, satellite, and communications capabilities over a wide area. The lethality of such an

explosion is sometimes exaggerated, but it offers both a way of attacking without provoking the

same kind of counterstrike on Iranian cities, and a potential covert means of attack that would also

reduce the risk of retaliation.

These scenarios involve a wide range of risks for Iran, and present the problem that they could
provoke truly massive retaliation for limited damage on an enemy. They are, however, technically
feasible, and it is actually dangerous to assume that there are no future conditions under which
Iran might take such action.

It should be stressed that all but the first of these postures represent possibilities and
not probabilities or predicions Iran could stop at virtually any point in this
escalation ladder of rising nuclear capabilities, and could potentially roll back any
production and deployment of nuclear devices and weapons. At the same time, there
is a grim natural progression in the creation of nuclear forces, driven in part by the
fact that proliferation never occurs on a unilateral level. One way or another, it drives
other states to respond.

The end result could be a nuclear arms race, heavily oriented towards destroying the
population of potential enemies. It could also be to create a nuclear Gulf or Middle
East. This is not a minor consideration when the US Department of Energy estimates
the Gulf will produce 23.7 million barrels a day of crude oil in 2010 (27% of the
world supply of 89.2 million barrels a day, and 31.8 million barrels a day of crude oil
in 2030 (28% of the world supply of 112.5 million barrels a day; plus a major part of
its exports of natural gas.®

Biological Weapons as an Kernative or Supplement

Oneofthepr obl ems in analyzing I rands options a:
proliferators is the tendency to divide the analysis of proliferation into separate studies of

chemical, radiological, biological and nuclear activities and options. This
compartmentation is made worse by dividing the analysis of weapons and delivery

systems, and the analysis of arms control issues from warfighting impacts. One key

aspect of I randéds potential future behavior,
deploy nuclear weapons to be a major proliferator.

Chapter 5 has shown that Iran has considerable potential as a chemical weapons power
and may have a stockpile of nerve and other chemical weapons. These weapons can be
effective as deterrents, in greatly complicating enemy operations because of the need for
protection and decontamination, as an actual killing mechanism, and as ways of
disrupting military operations and area denial. They are, however, far less lethal than
nuclear weapons and biological weapons. Iran also has to know that the deterrent or
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shock effect of threatening to use -- or actually using -- chemical weapons can also be
provocative and used to justify massive conventional escalation. As a result, their value
may be greatest as a defensive weapon, and they do not have the lethality to greatly
intimidate or deter a potential opponent.

Radiological weapons have not been separately analyzed because most forms are
essentially terror weapons that can contaminate a given building or small area, but which
have more limited lethality than any similar investment of effort in conventional
explosives and chemical weapons. There are designs for advanced forms of such
weapons that may have wide area coverage, but their effectiveness is controversial and
there are no indications that Iran is pursuing this path.*

Chapter 6, however, has shown that biological weapons can be a very different story.
They can have equal or greater lethality that nuclear weapons, programs require fewer
resources and are far easier to conceal, they can be tailored to have a wide range of
different effects, and they lend themselves to covert delivery as well as use in missile
warheads and bombs.

The report of the Commission on the Prevention of WMD Proliferation and Terrorism
has warned that,”

Iran has been rapidly developing capabilities that will enable it to build nuclear weapons; Dr. A.

Q. Khan, of Pakistan, led a nuclear proliferation network that was a one-stop shop for aspiring

nuclear weapons countries; and nuclear arms rivalries havei nt ensi yed i n the Middl
Asia. If not constrained, this proliferation could prompt nuclear crises and even nuclear use at the

very time that the United States and Russia are trying to reduce their nuclear weapons

deployments and stockpiles.

é Meanwhil e, bi otechnol ogy has itg berefeted hurgahitg b al | vy . At
by enabling advances in medicine and in agriculture, it has also increased the availability of

pathogens and technologies that can be used for sinister purposes. Many biological pathogens and

nuclear materials around the globe are poorly securedd and thus vulnerable to theft by those who

would put these materials to harmful use, or would sell them on the black market to potential

terrorists.

€ In addition to the current threat of bioweapons proliferation and terrorism, a set of over-the-
horizon risks is emerging, associated with recent advances in the life sciences and biotechnology
and the world-wide diffusion of these capabilities. Over the past few decades, scientists have
gained a deep understanding of the structure of genetic material (DNA) and its role in directing the
operation of living cells. This knowledge has led to remarkable gains in the treatment of disease
and holds the promise of future medical breakthroughs. The industrial applications of this
knowledge are also breathtaking: it is now possible to engineer microorganisms to give them new
and beneficial characteristics.

Activity has been particularly intense in the area of biotechnology known as synthetic genomics.
Since the early 1980s, scientists have developed automated machines that can synthesize long
strands of DNA coding for genes and even entire microbial genomes. By piecing together large
fragments of genetic material synthesized in the laboratory, scientists have been able to assemble
infectious viruses, including the polio virus and the formerly extinct 1918 strain of the influenza
virus, which was responsible for the global pandemic that killed between 20 million and 40
million people. As DNA synthesis technology continues to advance at a rapid pace, it will soon
become feasible to synthesize nearly any virus whose DNA sequence has been decodedd such as
the smallpox virus, which was eradicated from nature in 19778 as well as artificial microbes that
do not exist in nature. This growing ability to engineer life at the molecular level carries with it the
risk of facilitating the development of new and more deadly biological weapons. The only way to
rule out the harmful use of advances in biotechnology would be to stifle their beneficial
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applications as welld and that is not a realistic option. Instead, the dual-use dilemma associated
with the revolution in biology must be managed on an ongoing basis. As long as rapid innovations

in biological science and the malevolent intentions of terrorists and proliferators continue on

trajectories thiare likely to intersect sooner or later, the risk that biological weaposs to
humanity must not be minimized or ignored.

€ The Commission further believes that terrorists are more likely to be able to obtain and use a
biological weapon than a nuclear weapon. The Commission believes that the U.S. government
needs to move more aggressively to limit the proliferation of biological weapons and reduce the
prospect of a bioterror attack.

Iran could develop biological weapons as a substitute for nuclear weapons or to
supplement them. It would be possible to do so under the guise of developing biological
defenses, medical research, or in small, dispersed cells which would be far harder to
detect than nuclear or chemical weapons facilities. The fact there is a Biological Weapons
Convention places virtually no limits on a determined proliferator. There are no
enforcement or inspection provisions.

Moreover, the costs of such an effort to a country already moving towards modern
biological research and production capabilities in its civil sector is likely to be no higher
than a single battalion of modern main battle tanks and is virtually certain to be lower
than the cost of a single squadron of fighter aircraft. It is doubtful that Iran faces a
massive financial burden in producing nuclear weapons i given the investments it has
already made in nuclear power, delivery systems, and dual use technology. The financial
burden of a biological weapons effort in military terms is negligible.

Some experts do argue that biological weapons have far less deterrent impact because it
is impossible to show their lethality until they are used, and there is no serious precedent
that has demonstrated that they can produce massive casualties. There are also questions
about | ry dorbdilé advanbed Bornmbs and warheads, or a survivable penetrator
that could distribute such weapons as a line source delivery system.

At the same time, unknowns produce fear as well as uncertainty. It is also possible to
demonstrate some of the effectiveness of such weapons by leaking data about human
testing against prisoners and conducting more open tests against livestock or crops. Much
would depend on whether Iran chose to use a mix of different agents to ensure the
effectiveness of an attack as well as complicate detection and treatment. Iran could also
effectively experiment in covert attacks to see which agents actually worked -- carrying
out tests on an enemy country

Alternatively covert tests and proof of effectiveness allow the potential use of covert
delivery with less risk of being identified as an attacker. Covert delivery can take
advantage of attacks that mix a variety of different agents, appear to be natural outbreaks
of human disease, or have an impact on agriculture similar to the constant spread of
diseases and pests across national boundaries.

There also is the possibility that Iran would escalate to highly lethal infectious agents in
response to any nuclear exchange or replace or supplement one. The restraints that exist
beforethiski nd of war could cease to have
conflict.

Once again, these are possibilities, not predictions. A nation committed to asymmetric

mu c h

pr
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warfare must, however, at least have studied all of these options and the decades of
unclassified literature that describe them in far more detail. It is also a grim reality that no
purely nuclear arms control regime can ever limit Iran0 $ or any other nations -- ability
to deploy truly lethal weapons of mass destruction.

The Optians for Dealing with Iranian Proliferation

This does not mean that other regional states and outside powers cannot contain and deter
Iran, or that diplomatic and arms control options do not have value. There are a wide
range of ways that outside states can reacttolrand s o pt i o0 n s, arermleeadyyin

play:

1 Diplomacy and dialogEfforts to persuade Iran to not proliferate by convincing Iran that it does
not face a sufficient threat to proliferate and cannot make major gains in power or security by
doing so.

1 Sanctions Controls and measures designed to put economic pressure on Iran, limit its access to
technology, and/or limit its access to arms.

9 IncentivesOptions that give Iran security guarantees, economic and trade advantages, and/or
Regime charg Efforts to change the regime and create one that will not proliferate.

1 Preventive or Preemptive StrikBgfore Iran has a Significant ForcMilitary options that would
destroy lranés ability to proliferate an

1 Continment creation of a mix of defensive and offensive measures that would both deny Iran the
ability to exploit its WMD capabilities and show that any effort to use such weapons to intimidate
or gain military advantage would be offset by the response.

1 Detarence Creation of military threats to Iran so great that no rational Iranian leader could see an
advantage from using weapons of mass destruction.

1 Defense A mix of measures like missile defense, air defense, counterterrorism, counter
smuggling/covert operations capability, civil defense, and passive defense that would both deter
Iran and protect against any use it made of its WMD capabilities.

Diplomacyand Dialog

Diplomacy and dialog have not succeeded so far, but this does not mean they will fail in
the future. They can also provide important options even if they do not prove able to
keep Iran from moving to the break out stage and beyond. Diplomacy and dialog may
still persuade Iran to limit the threat or provocation posed by the way in which it
proliferates, or help create a climate where the risk of miscalculation and conflict are
sharply reduced even if Iran moves ahead in developing and building nuclear weapons.

The way in which outside powers approach the diplomacy and dialog will, however, be
critical. Purely negative efforts have already failed. Basing engagement and negotiation
on offers that include i n c e nt tawotsdas welt as sénctions or fistickso is likely to
be critical. The record to date shows that threatening, sanctioning, or even attacking Iran
IS not going to produce any of the desired changes in Iranian behavior. It is more likely to
lead to broader direct or proxy conflicts, Iranian overreaction and extremism, and help
hard-liners in Iran discredit more moderate elements on the ground of disloyalty.

The United Stateshas been a key factor in pushing

and creating unilateral and UN sanctions. It has differed with its allies over both the need

of

d/ or

whi c

depl

fo
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for negotiations, and they way they should be approached. The US did. However, move

away from charges that | duang theWattes yeaps afrthe o f t he
Bush administration, however, and gave low real world priority to efforts at regime

change.

Senior U.S. officials did repeatedly make it clear that the US would not take military
options off the table. At the same time, they stressed that the United States has no
immediate interest in military intervention inside Iran and is actively pursuing diplomatic
options with its European allies and within the context of the UN Security Council. The
United States also showed that was willing to engage in dialogue with Iran and did so --
albeit at arms length 7 and at least considered setting up a US interests section in Iran.

In contrast, the collective actions of the Six T the US, UK, France, Germany, Russia,
China i and work of the UN and IAEA -- have offered at least some chance of success.
Evolving a mix of diplomatic pressures, sanctions, incentives, and UN inspections and
reports in a step-by-step response to Iranian nuclear noncompliance has sometimes
seemed to produce a positive impact. The question is whether key members of the
Security Council will have the courage to take more decisive action if Iran does not
eventually respond. The previous chapters strongly indicate that the going may also
tougher for some years to come. Iran is simply too close to being able to build a nuclear
device and may well conclude that Europe, Russia, China, and other key elements of the
UN are now prepared to live its possession of nuclear weapons.

Diplomacy and dialog will serve little purpose if all they do is produce more meetings,
reports, and ineffective sanctions. The problem is whether it is possible to find the right

international balance of pressure and incentives that could gr adual |y change
behavior. This means simultaneously offering Iran more security as an incentive not to
proliferate while not offeringitnew iwi ndows of opportuni smo. Thi

nations involved, not just the United States, to move toward a new degree of realism.
Europe needs to understand that dialogue and negotiation are only means to an end, not
ends in themselves. All carrots and no sticks can be just as dangerous and ineffective as
all sticks and no carrots.

It is also important to note that diplomacy and dialog will still have great value if they
restrain Iran, rather than totally prevent it from having a nuclear and/or biological
capability. Breakout capabilities, bombs in the basements, and tests that prove limited
capability present serious problems but 7 as the following analysis shows -- they are
likely to have very different impact on any arms race from actual deployment of a nuclear
or biologically armed force.

The same is true of arms control measures. No one can ignore the fact that 100%

verification is better than 100% trust. In the real world, however, no agreement is perfect.

There are always ways to cheat or bypass an agreement, or to use arms control as a

met hodr of bfiwat her means. At the same ti me,
than show lIran have not armed its aircraft and missiles with active on-line nuclear or

biological weapons would still have some value, and there is a wide range of alternative

agreements and inspection regimes in between. Dialog and diplomacy should not sell

options like the nuclear non-proliferation treaty (NNPT) and IAEA short simply because

they cannot be perfect.
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Sanctions and Economic Vulnerabilt

Sanctions can have value, but there already is convincing historical evidence that they
have severe limits. The US and UN already have tried a wide range of sanctions. The
impact of international sanctions on trade financing in Iran is difficult to gauge

Because the United States does not trade significantly with Iran now, it must depend on

ot her countries to reduce trade with Il ran
December 2005, Presi dent Bush remarlked, i We
sanctioned ourselves® out of influence with |
There is considerable debate on the extent t
to U.S. pressure to limit economic engagement with Iran. According to one Asian

di pl omat i n InowrrsanctiofisTisia @dugesoppdrtunaytfar Ghina, former

Soviet republics ‘"and regional countries. O

Since 2006, European Union countries, including France, GermanyBréath, have
curtailed export credits to companies doing business irf I@srmany des not actively
dissuade companies from doing business in Iran, but it is conducting extra scrutiny of
export authorizations requests and evaluating the financial risks of doing business with
Iran more closely

The problem is that it is far from clear that such sanctions can change the attitudes or
actions of the Iranian government and Iranian public attitudes toward acquiring nuclear
technology. The Iranian nuclear research program does not depend on the ability of the
Iranian President to visit Paris, and Iran has already reached the point where it can
probably sustain a nuclear weapons effort with its own capabilities and those it can
smuggle in ways UN sanctions cannot prevent.

Food imports and agricultural sanctions, for example, do not seem practical. It would be

difficult for the United States, its allies, and members of the UN to justify the use of
sanctions or attacks against orampgris--axsepect of
possibly certain carefully selected dual-use technologies and fertilizers that can be used in

the production of WMD.

Political sanctions seem unlikely to do more than send vague signals of disapproval. The

UN has already acted to restrict Iranian officials, including President Mahmoud Ahmadi-

Nejad, as well as other top officials and clerics, from traveling outside Iran. It has also

acted to target l rands nucl ear industry, i n
sanctions have the advantage that they do little harm to the general population, and they

send a message to the Iranian government and the world that the world does not approve

of Il rands n Beyone that, howeeer they hase. little impact or coercive

effect.

More drastic sanctions targeting specific parts of the industrial sector might be a different
story, particularly in the middle of a global financial crisis. Iran has a relatively weak and
badly managed, statist economy that is vulnerable to sanctions. It has spent much of its
budget on poorly run state industries and investments, and some 20% of Iran's total
annual GDP is spent on a complex mix of subsidies. Its stock market suffered a serious
crash in late 2008.*" It admitted that it suffered from 30% inflation and more than 10%
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unemployment in 2008, and the real figures could be substantially higher (The CIA
describesune mpl oyment d% fAdouble digit.o

The Energy Information Agency of the Department of Energy described Irand s -gfolvale
economic crisis economy as follows:*?

Despite higher oil revenues, Iranian budget deficits remain a chronic problem, in part due to large-
scale state subsidies on foodstuffs and gasoline. Thus, the country's parliament (the Majlis)
decided in January 2005 to freeze domestic prices for gasoline and other fuels at 2003 levels. In
March 2006, parliament reduced the government's gasoline subsidy allocation for FY [fiscal year]
2006/07 to $2.5 billion, compared with a request of $4 billion and costs of over $4 billion for
imports last year. As of July 2006, the Iranian government is still debating how to handle gasoline
subsidies. NIOC has said it has used nearly its entire $2.5 billion budget for gasoline imports, but
legislators have stated their opposition to providing the additional $3.5 billion necessary to pay for
i mports through the end of the fiscal year, in Ma

Anot her problem for Il ran is the |l ack of job opp¢
growing population. Unemployment in Iran is around 11 percent, but is significantly higher among

young people. Iran is attempting to diversify its economy by investing some of its oil revenues in

other areas, including petrochemicals production. In 2004, non-oil exports rose by a reported 9

percent. Iran also is hoping to attract billions of dollars worth of foreign investment to the country

through creating a more favorable investment climate by reducing restrictions and duties on

imports and creating free-trade zones. However, there has not been a great deal of progress in this

area. Foreign investors appear to be cautious about Iran, due to uncertainties regarding its future

direction under new | eadership, as well as the on
nuclearpr ogr am [ é]

During 2005, Iran produced about 4.24 million bbl/d of total liquids. Of this, 3.94 million bbl/d is

crude oil, roughly 5 percent of world crude production. Iran's current sustainable crude oil

production capacity is estimated at 3.8 million bbl/d, which is around 310,000 bbl/d below Iran's

latest (July 1, 2005) OPEC [Organization of the Petroleum Exporting Countries] production quota

of 4.110 million bbl/d. €éThrough the first half o
at 3.75 million bbl/d. Iran's domestic oil consumption, 1.5 million bbl/d in 2005, is increasing

rapidly as the economy and population grow. Iran subsidizes the price of oil products heavily,

which contributes to rising domestic consumption.

Iran's existing oilfields have a natural decline rate estimated at 8 percent onshore and 10 percent
per year offshore. The fields are in need of upgrading, modernization, and enhanced oil recovery
(EOR) efforts such as gas reinjection. Current recovery rates are just 24-27 percent, compared to a
world average of 35 percent. Iran also needs to increase its search for new oil, with only a few
exploration wells being drilled in 2005.

With sufficient investment, Iran could increase its crude oil production capacity significantly. The
country produced 6 million bbl/d of crude oil in 1974 but has not come close to recovering to that
level since the 1978/79 Iranian revolution. Still, Iran has ambitious plans to increase oil production
to more than 5 million bbl/d by 2010, and 5.8 million bbl/d by 2015. The country will require
billions of dollars in foreign investment to accomplish this.™

The problem with several economic sanctions, however, is that many could do more to

hur t | r aandbrsdamage tbemlbbel economy,t han f orce I ranbds | eac
their behavior.

PetroleumExport Sanctions

Iran is heavily dependent on oil export revenues. | r a n 0 s rt ;everues iackegsed
from $32 billion in 2004, to $45.6 billion in 2005, to $54 billion in 2006, to $57 billion in
2007, and to $79 billion in 2008 (between January and November).*® While the global
economic crisis means these will be lower in 2008, and could be much lower in 2009, this
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will not reduce Iran6 s d e p e n d e n louerather shrink akpysaurtef, national
income that accounts for some 80-85% of government revenues. In December 2008, it
was selling oil at prices below $40 a barrel when it needed $90 a barrel to avoid pushing
its budget into deficit.” Figures 8.2 and 8.3 illustrate the trend in oil export revenues for
the OPEC, more importantlylrand6 s oi | export revenues.

Figure 8.2: OPEC Net Oil Export Revenues
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Source: Adapted from EIA OPEC Qil Revenues Fact Sheet, available
http://www.eia.doe.gov/cabs/OPEC_Revenues/Factsheet.html

at:
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Figure 8.3: Iran Net Oil Export Revenues 19782008
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Source: Adapted from EIA PEC Qil Revenues Fact Sheet, available at:

http://www.eia.doe.gov/cabs/OPEC_Revenues/Factsheet.html

Although Iran is still a major oil exporter, it badly needs outside investment and
technology to modernize its petroleum sector and maintain and expand its oil and gas
production. Even sanctions that slow down outside investment and technology transfer

have already proven capable of putting continuous pressure on the Iranian economy and
leadership.

According to the Iran Transactions Regulations, administered by the U.S. Department of
Treasuryods Office o®OFAG,dArS.garsgns maprmotglieedthsor Cont r o |
indirectly trade, finance, or facilitate any goods, services or technology going to or

from Iran, including goods, services or technology that would benefit the Iranian oil

industry. U.S. persons are also prohibited from entering into or approving any contract

that includes the supervision, management or financing of the development of petroleum

resources located in Iran.'®

l rands economy, particularly it sasordi@nsport a
on i mports of refined products. Since 1982,
have surged due to the fact that its refineries were damaged by the Iran-lrag War, the

mismanagement of these refineries, and the lack of foreign investment in its refinery

sector. According to the International Ener g
For example, only 13 percent of the refinery output is gasoline--which is estimated to be

half of what European refineries produce.™ Iran plans to ease its dependence on product

imports by expanding its refinery capabilities, but this will remain an important

vulnerability in the near to mid future.?’ Figure 8.4 gives a list of Iran refinery projects

and how much they are projected to produce in an effort towards easinglran6 s r el i ance o0
gasoline imports.


http://www.treas.gov/offices/enforcement/ofac/programs/iran/iran.shtml
http://www.treas.gov/offices/enforcement/ofac/programs/iran/iran.shtml
http://www.treas.gov/offices/enforcement/ofac/programs/iran/iran.shtml
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Figure 8.4: Iran Refinery Projects through 2012

IRAN REFINERY PROJECTS {through 2012)

Additional
Production
Capacity
Refinery Project Type Online | {thousand bbl/d)| Notes
heawy crude
Bandar Abbas [Upgrade & Expansion| 2012 300 processing
Bushehr Mew Refinery TBED 170
Abadan Upgrade 2009 140
gasaline
Abadan Mew Refinery 2012 80 production
Arak Expansion 2009 80
Bandar Azsaluyeh Mew Fefinery 16D 80
Bandar Abbas Expansion 2009 60
gasaline
Tehran Expansion 2012 al) production
gasoline
Tabriz Expansion 2012 25 production
Total New Refinery Capacity: 985
Source: PFC Energy, Global Insioht
Table and sourcing also available through the EbdAs Alran, Country

http://www.eia.doe.gov/emeu/cabs/Iran/Oil.html

The U.S. Energy Information Agency (EIA) estimates that Iran has 136 billion barrels of
proven oil reserves, approxi mately 10
extracted from 27 onshore and 13 onshore oil fields. The majority of crude oil
production is concentrated in the southwestern Khuzestan region in the proximity of the
Iragi border.?® Iran produces approximately 4 million barrels of oil a dayd 5 percent of
global output--and exports about 2.5 million barrels. Iran's oil export revenues represent
around 80-90 percent of total export earnings and 40-50 percent of the government
budget. It estimates that strong oil
revenues and helped Iran's economic situation. It estimates that Iran's real gross domestic
product increased by around 6.1 percent in 2005, but that inflation officially has reached
16 percent per year and unofficial estimates put inflation as high as 40-50 percent. It also
estimates that

Virtually al/l out side sources agree t
to one source, the average Iranian oil production fell by 200,000 BD between 2002 and

Anal ysi s

percer

prices

hat [

2006*Reportedly, Ilranés oil output capacity h;:

declines in oil field reserves have broadly been offset by investments of Western
companies that resulted in higher productivity.*’
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Much depends on how the international economic crisis that began in late 2008 plays out

over time. Iran may face far more serious economic problems and importing countries

may be less willing to invest and less concerned with future energy supplies. In a worst

case, Iran will face much more serious internal economic problems over time and have

less leverage in world energy markets. These events cannot be predicted, nor can their

i mpact on I randés mil it ar yraétions. thensostthascenar ch f or
be said is that in the near term, Iran will be far less wealthy and it repeatedly lobbied

OPEC members to decrease output dramatically, while at the same time continuing to

assert that Iran could survive, and would continue on a nuclear path even on oil prices

that drop to $5 per barrel. %8

At the same time, most mid and long-term projections still indicate that growing global

demand will put increasing pressure on supply, and sustained sanctions on lIranian

production and exports willhave a maj or i mpact on the worl
economy as well aclaimed thatlbmoéd sanctio@ ragainstalrananerg s t

ino | on g ebeforefthe mternatmialefidancial crisis reduced at least short term

damand because of fear that rising oil prices and supply constraints would have a

negative impact on global economic growth.”® These fears have scarcely ended.

Sanctions on energy resources remain politically difficult, and key potential partners in

sanction like the European Union (EU) still support projects like constructing a multi-

billion-dollar gas pipeline partly be fed by Iranian gas.*

Product Sanctions

Sanctions on Iranés imports of product and &
be a different story (as would precision attacks that temporarily halted all refinery

output). Declining production and increasing demand raise growing doubts as to whether

Iran can reduce its reliance on imports of refined petroleum products at anything like the

schedule it desires. In 2006 Iran imported an estimated 0.192 MMBD of oil equivalent of

gasoline (40 percent of its domestic consumption).

|l rands depende n ciacreased stegdidy $n@0105 amd 006. Irarpdoes rnots
have sufficient refining capacity to meets its domestic gasoline and other light fuel needs.
Therefore Iran imports gasoline from India, Turkmenistan, Azerbaijan, the Netherlands,
France, Singapore, and the United Arab Emirates. Iran also imports from large,
multinational wholesalers such as BP, Shell, Total, Vitol, LUKoil, and several Chinese
companies Iran is the second biggest gasoline importer in the world after the United
States. Iran imported an estimated 0.170 MMBD of gasoline (41 percent of its domestic
consu3r121ption) in 2005 and 0.192 MMBD (43 percent of its domestic consumption) in
2006.

These trends are likely to continue. The Iranian parliament did vote to ration gasoline in
March 2007, starting in May 2007. Il ran
immediately after the rationing scheme was adopted. Iranian gasoline imports for August

2007 dropped 14 percent, although an additional $1.5 billion was requested by the Iranian

Oil Ministry to increase gasoline imports through March 2008.

(@))
(0)]
(@]

The International Energy Agency (IEA) reported that as of December 2008 Iranian
domestic gasoline consumption would continue to rapidly increase over the next due to
the fact that Iran allows advance purchase of gasoline at a subsidized rate.*®* The
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combination of rationing, price hikes, increased refining capacity, as well as compressed

natural gas (CNG) production, will reduce Iranian gasoline import demand by an

estimated 30,000 bbl/d in the next three years according to FACTS Global Energy.** For

example, Iran paid an estimated $2.8 billion for its gas imports in 2004, about $5 billion

in 2008, rising to about $8 billion in 2007.% Iran had to import 60 percent of the refined

gasoline that it used in 2006. | r and6s el ectricity dxacannd i s pr
annually through 2015.%°

The Iranian government set aside $2.5 billion for oil imports in its 2006-2007 budgets,
but it is not clear if this sum was to cover all refined products.®” Other experts estimate
that the cost of importing refined products was as high as $6 billion or even $10 billion in
2005.% This total seems to have included jet fuels, diesel, residual oil, kerosene, and
other products. While Iran is heavily subsidizing gasoline with funds from the reserve
fund for oil revenues, it must import an increasing share of refined gasoline that it has to
buy at world market prices. It is difficult to estimate foregone revenues, but guesses range
from $10 billion to $50 billion per year. Further, it is believed that gasoline worth a total
of $1 billion is getting smuggled out of Iran every year.*® Indicators show that in 2006
gasoline subsidies are believed to have increased by 30 percent as compared to the year
before.

Before the global financial crisis and major reduction in its export income, lIran planned
to spend $16 billion between 2003 and 2030 to expand its refinery capacity from 1.5
MMBD in 2004 to 1.7 MMBD in 2010, 2.2 MMBD in 2020, and 2.6 MMBD in 2030.
The director of the state-run Iranian refinery company allegedly revised these goals in
early 2007, saying that refinery capacity was to increase from 1.6 MMBD to 2.6 MMBD
in 2006. According to the director, this capacity expansion requires investment of $16
billion, $4 billion of which is already secured. Given that only a quarter of the necessary
funds now seems to be available, and reaching the stated objective will depend on the
application of modern technology, it appears doubtful that Iran can meet its goal.

Freezing of foreign investme n t and technology transfer for
therefore, be a productive target for internationally imposed sanctions.® Iran might get

around some of the impact of such sanctions through unofficial deals and smuggling, but

the price for gasoline and refined products is a sensitive issue because price hikes

regularly upset the Iranian population, and, on the other hand, they are likely to lead to

higher inflation rates, a long-standing and pervading problem for the Iranian economy.

Thelranian parl i ament ds decision to ration gasol
increase gas prices. Subsidized Iranian gasoline sells for 9 cents per liter at the pump,

while a liter of imported gasoline costs about 40 cents a liter.**

Financial Sanctions

The U.S. Department of Treasury has repeatedly employed targeted financial measures
against Iran in an attempt to isolate Iran from the international financial and commercial

system in an effort to promote policy change in Iran regarding its nucleaiapragrd

purported terroMfhe United States also hopes that fi
resources for its nuclear program and its alleged support for terrorist organizations.

In his April 17, 2008 congressional testimonthe Deputy Assistant Secretargf the
Treasuryfor Terrorist Financing and Financial Crimé3aniel Glaser, st at ed t hat , n
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utilizes the international financial system as a vehicle to fund these terrorist
organizations... the Iranian regime operates as the céain&kr of terrorism, spending
hundreds of millions of &ollars each year to

Several major Iranian banks are under U.S. and U.N. sanctions. A few examples of recent
sanctions against Iranian banks follow:*

1 Under E.O.13224he Treasury hadesignated several Iranian entities for supporting terro@m.
October 25, 2007, the Treasury designated Bank Saderat, a major Iranisowstatiefinancial
institution, for terrorism suppoff.

1 On January 9, 2007, the Treasury sanctioned Bank Sepathearmajor Iranian financial
enterprise, under E.O. 13382 “for assisting with |

1 U.N. Security Council Resolution 1747 named Bank Sepah and Bank Sepah International as
financial institutions involved in financing nuclear or ballistiessile activities'®

I On October 25, 2007, under E.O. 13382, the Treasury Department sanctioned Bank Melli and
Bank Mellat, other major Iranian financial institutes, as WMD proliferators or suppdrtehsne
2008, the European Union also decided to sand&ank Melli?’

1 Inasignal to Arab countries, the United States sanctioned the Bahraini Future Bank B.S.C. in
March 2008 wunder E. O. 13382 for reportedly assist
contending that Future Bank B.S.C. is controlledi®yembargoed Bank Meff.

The United States and some European countries also continue to assert that certain
Iranian banks and their branches continue in their attempts to circumvent international
financial sanctions in order to engage in proliferation-related activity and terrorist
financing. Iranian government officials have denied these claims.*

Most of the financial assets Iran has in the West belong to the government or the ruling
elite of Iran. The combination of freezing assets held in Western banks and travel
restrictions might have a limited impact on the general population and serious impact on
| r arulidglites.

While U.S. capital markets have been closed to the Iranian government since the
Revolution, but since Iran has maintained alternative sources. Some large European
banks have reduced businesses with sanctioned Iranian bodiesanyEuropean banks
that have curtailed business with Iran are leaving offices openminimal basis in case
there is a change in the international climate towardsfran.

Iran relies on loans particularly from European and Asian banks to finance domestic
projects in its energy sector™ For exampl e, I r a n-makingsebtarsp b ui | di n
are growing faster than Iranian domestic financial institutions.

These industries have relied on European banks for investment loans. Some European
banks stopped doing business with Tehran, but many other banks continue to finance
projects in Iran including major European banks such as HSBC, BNP Paribas, Deutsche
Bank, Commerzbank, Standard Chartered, and Royal Bank of Scotland. Observers have
argued that targeting loans from European banks could have a major impact on the
Iranian economy, particularly since the Iranian capital market is still small and key
industries in Iran cannot survive without investment loans from the outside.

As Iranian businesses experience setbacks in obtaining trade financing from international
banking partners, they may turn to lesser known banks or to other banking partners not
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susceptible to international pressure, but potentially raising the cost of business. In

particular, the Islamic Republic has turned toward banks in Gulf Cooperation Council

(GCC) countries. Bahrain, Qatar, and Dubai in UAE are viewed as especially critical in
propping up franés economy.

Another option would be to freeze Iranian assets in European and Asian banks. There are

no reliabl e esti mat eugencpdeposhsares It is) hogvdver, bafeands ha
to assume that it is a large amount given the recent surge in oil prices. Some estimates put

it at $36 billion in 2005, $60 billion in 2006, and $64.46 billion in foreign exchange

reserves in 2007.%*

Thelraningover nment al so began to react foll owin
the UNSC. I n January 2006, the governor of |
started transferring its assets out of European banks. It is unclear where the funds have

been moved, but there are indications and an initial admission that they may have been

transferred to Southeast Asia.>> Other reports indicate that Iranian government figures

moved money from European financial institutions to Dubai, Hong Kong, Malaysia,

Beirut, and Singapore. Iranian officials were quoted as saying that as high as $8 billion

was moved out of Europe.®®

A still further option would be to restrict Western investment in lIran. It already is
comparatively low, but it provides some key technology transfers to Iran. According to
one source, the Iranian Management and Planning Organization permitted foreign
investments worth $27.4 billion between 2000 and 2005, or $4.6 billion on average per
year, but only $8.2 billion were carried out®” Given that several international
organizations estimate the actual amount of foreign investments as between $300 to 700
million, this would equal a $50 to $117 million average inflow of foreign investment per
year.

Sanctions can reach beyond European financial institutions to include Asian banks and
international nongovernmental organizations such as the World Bank and the
International Monetary Fund. This would drain another key source of financial support to
the Iranian government. For example, in May 2005, the World Bank approved a $344-
million loan to Iran to support the Caspian provinces in managing scarce water resources,
$200 million for rebuilding following the Bam earthquake in October 2004, and $359
million in loans to the Government of Iran in order to improve housing, sanitation, and
access to clean water in Ahwaz and Shiraz. *® These loans, however, are focused toward
humanitarian projects, but that does not mean that they could not be delayed to force Iran
back to the bargaining table.

As sanctions take their toll omany Iranian businesses and individutiley havealso

come torely moreon hawalamony transfers. These uaa informal trusbased money
transfer system that exists in the Middle Eastl ather Muslim countriesHawala
transactions are based on an honor system, with no promissory instruments exchanged
between the parties and no records of the transactions. Some analysts consalealthe
system as particularly susceptible to terrdrigincial transactions.

The use ohawalatransfersby Iranianshasreportedlyincreasedince the imposition of
U.S. and U.N. financial sanctions on Irdnjs considered by manydnians as a more
costeffective way to transfer money in light of the added expenses incurred through
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working through the formal financial system in light of the sanctions. According to a

l rani an merchant, Al f we wantstehitwonld@sE nd mone
a small fortune, so we move money to dealers and they send the money through Dubai to
China. 0 Whil e s o méawalaskows that Irarhisable to buecessfidlye o f
circumvent international sanctions, others suggest that theased use dfawalais a

sign of the sanctions6é effectiveness i N ma
transactions®

The US and some European nations continue to place a variety of the sanction packages

targeted at the areas listed above and continue to freeze assets of suspect entities that are

reported to have connections to some aspect of Irand suclear and missile development

programs. Amid the pressure posed by these sanctions | r an & s nucl ear and
programs continue to progress. This is in part due to the fact that many Iranian entities

involved in these programs have been able to go around these barriers and thus continue

to receive considerable outside aid.*°

Incentives

The P5+1 have provided incentives as well as sanctions. On 31 May 2006 the

administration offered a multilateral incentive package through the UN to join the nuclear

talks with Iran if Iran first suspends its uranium enrichment. Such talks would center on a

package of incentives and possible sanctions @ formally agreed to on 1 June 2006 & by

a newly formed group of negotiating nations, the so-c al | ed APer manent Fi v
(P5+1: United States, Russia, China, France, Britain, and Germany). EU representative

Javier Solana formally presented the P5+1 offer to Iran on 6 June 2006.%

Theincentivesn the package included

1 Negotiations on an Eltan trade agreements and acceptance of iném the World Trade
Organization.

1 Easing of U.S. sanctions to petrsales to Iran of commercialrcraft or aircraft parts.

Sale to Iran of a lightvater nuclear reactor and guarantees of nudledr(including a five year
buffer stock of fuel), and possible sales lafht-water research reactors for medicine and
agricdture applications.

T An fienergy partnershi po bet wdrano modemireitaalidndt he EU,
gas sector and to build export pipelines.

1 Support for a regional security forum for the Persian Gulf, supgbort for the objective of a
WMD free zone for the Middle East.

1 The possibility of eventually allowing Iran to resume uraniemichment if it complies with all
outstanding IAEA requiremengnd can prove that its nuclear program is purely peaceful.

The practical question is whether incentives will work any better than sanctions. The
answer may well be no -- at least in persuading Iran not to move to the fibomb in the
basemento or breakout stage. There may have been a time window following the US-led
invasion of Irag, and the fall of Saddam Hussein, where Iran felt weak enough to respond
to a mix of sanctions and incentives. The course of the fighting in Afghanistan and Iraq,
however, has empowered Iran and made the US seem weaker.

As was illustrated by statements made by ranking Iranian decision-makers in Chapters 2
and 7, it simply is not clear that Iran will feel it faces enough risks to accept any feasible
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incentives, and some Iranian leaders may feel that their bargaining position will actually
improve over time if Iran does proliferate.

Regime change

The Bush Administration made a largely cosmetic effort to encourage regime change in

Iran as a result of pressure from the US Congress. The Administra t i docuom this

option became apparent after the September
described I ran as part of an fAaxis of evilo
President Busho6s s e20 amaly 2005aed igState af the Unidnd r e s s o
messages of February 2, 2005, and January 31, 2006, suggested a clear preference for a

change of regime by stating, in the latter speech,t hat A . . . our nation hoj
the closest of friends with a freeanddemocr ati c Il ran. o0 I ndicati ol
option include increased publiccr i ti ci sm of the regi meds humal
the funding of Iranian prodemocracy activists.®®

N

However, the Administration shifted away from this option in 2006, as a strategy
employing multilateral sanctions and diplomacy took priority, in part because European
countries and other partners in the effort to pursue diplomatic options believed that.
efforts a}mregime change harmed diplomacy without offering any significant hope of
success..

Legislation in the 109™ Congress did reflect the continuing preference some Members
had for regime change in Iran. The Congress authorized funding for democracy
promotion, among other provisions. In the 109x Congress, H.R. 282 passed the House on
April 26, 2006, by a vote of 397-21. A companion, S. 333, was introduced in the
Senate.®

The Bush Administration supported the democracy-promotion sections of these bills.
Major provisions were included in H.R. 6198, which was introduced on September 27,
2006, passed by both chambers, and signed September 30, 2006 (P.L. 109-293). Entitled
the Iran Freedom Support Act, it authorizes funds (no specific dollar amount) for Iran
democracy promotion and modifies the Iran Sanctions Act.®

Many experts feel, however, that Iranian opposition groups are so weak, and US efforts
have such limited impact, that U.S.-led efforts at regime change through democracy
promotion and other means will never succeed without some form of -U.S. military
action. Providing overt or covert support to anti-regime organizations, in the view of such
experts, would not make them more viable or attractive to Iranians. The regime
purportedly also conducts extensive regime surveillance of democracy activists or other
internal dissidents.®’

It is unclear that any Gulf power, any European state, Russia, or China feel direct outside
efforts at regime change will succeed or is willing to support such efforts. The outside
movements that do exist are also weak and sometimes as much of a problem as the
current Iranian regime. While there is a long list of such groups outside Iran, most are
largely ineffective political and propaganda voices with little impact inside Iran.®® The
remnants of the movement led by the son of the Shah of Iran, for example, seem totally in
effective.
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The one possible exception is a terrorist group 1 the Mujahadeen-e-Khalgq (MEK); aka
People's Mujahedin of Iran (PMOI) i which has been discussed in previous chapters.®®
Many of its claims regarding action in lIran, however, either exaggerate its actions or
cannot be verified. The MEK forces that Saddam Hussein set up have been disarmed and
under guard by US forces since 2003, and Iraq has made it clear that it will not tolerate
the continued existence of these forces once it takes over from US forces in 2009.”

Iran is deeply divided, but that does not mean the United States or any other outside

power wi | | be any mor e successlines by encooragiegx pl oi t i r
regime change from the outside than it was in Irag. What the outside states can do is find
subtl er ways to encourage Iranbés moder ates a

Exchanges, second track meetings and dialog, visits and scholarships, and all of the other

ways of improving contacts that show lIranians that other nations Iran to succeed in its

political and economic development, and will deal with on peaceful terms are key steps.

Backing human rights movements, providing transparency to Iranians to the nature of the

l rani an regimedbs actions, and r etherestatdésed| y an
wants good relations are additional steps.

Only Iranians in Iran can accomplish real regime change, but outside powers can do far
more with positive rather than negative influence.

Preventive and Preemptive Strikeand Strikes Before Iran
has aSignificant Force

It is clear that the United States and Israel have at least examined preventive and/or
preventive attack options. Israel and the United States do differ over the timing and level
of risk posed by Iran's nuclear efforts. The United States sees a mature or serious Iranian
nuclear threat as coming well after 2010. Israel claims to see it as coming as early as
2009--although much of this may be Israeli hype designed to push the United States into
diplomatic action, and military action if that fails.

Official U.S. policy is to leave all options on the table and to emphasize diplomatic

activity through the EU3 (France, Germany, and Great Britain) and the UN. The U.S.

estimates of timelines for Iran's nuclear and missile efforts also leave at least several

years in which to build an international consensus behind sanctions and diplomatic

pressure, and a consensus behind military options if diplomacy fails. The United States

woul d al so have t he potenti al advantage 0
improving its targeting and strike options, and being able to strike targets in which Iran

had invested much larger assets. The fact Iran can exploit time as a weapon in which to

proliferate does not mean that the United States cannot exploit time as a weapon with

which to strike Iran.

Israel, on the other hand, sees Iran as an existential threat. A single strike on Tel Aviv
and/or Haifa would raise major questions about Israel's future existence.

The Problem of Targeting

There are no risk-free military options for Israel, the United States, or neighboring states.
Tehran's known nuclear research facilities are dispersed around the country, generally
large, and have constant new construction. There are at least six major complexes in
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l rands pubitleast 18 majoosgspea facilitieg and more facilities are under
construction.

Unclassified satellite photos show over 100 buildings in the major complexes, and many
more in lesser areas.” Key facilities, including facilities for centrifuge manufacturer, are
at relatively distant points from the Gulf and particularly from Israel in locations like
Mashad. There is no way to know the level of knowledge the Israeli or U.S. intelligence
community has, or the quality of their targeting data. Work by Frank Barnaby and Global
Security have identified the following confirmed and potential nuclear centers, many of
which are also potential major target complexes:’?

As discussed in Chapter 7 Iran has numerous facilities associated with its various nuclear
programs and activities. Some of these sites are still suspected sites, and the details of the
true activities taking place at these sites are still speculative and cannot be confirmed due
to Ilrands | ack of transparency and full coop

The lack of knowledge about site locations is further exacerbated by the lack of
knowledge about the types of activities that take place at known facilities. In creating
target decks it is important to knowhow destruction of a particular target would affect or

A

cripple T e h r a n 0 progmms ant fatarerefforts. Without this information the overall
effectiveness of targeting Irands known and

Based on numerous open sources -- including (but not limited to) reporting by the IAEA,

ISIS, FAS, Gl obal Security.org, NTI, the Univers
and multiple media outlets -- it is possible to put together the following list of declared

and suspected key nuclear facilities in Iran has been compiled:”

1 Jabr Ibn Hayan Multipurpose Laboratory (JHL):

o0 Radioisotope R&D and Uranium Conversion. At least a laboratory-scale capability to
convert uranium. Iran stated that in 1991, they received 1000kg of UF6, 400kg of UF4,
and 400kg of UO2. This material was being held, and likely remains, at the JHL. Iran
further stated that some of the imported UO2 was used to test uranium purification and
conversion processes. In 2000, Iran converted almost all of the UF4 that it had obtained
in 1991 to uranium metal. Subsequently, Iran stored the conversion equipment at that
facility and began refurbishing it to create a dedicated metal reprocessing laboratory. JHL
is a primary training facility for nuclear science and technology. The staff at JHL is
involved in all aspects of Iran's research and development program. It comprises a
nuclear spectrometry laboratory, nuclear production fuel facility, conversion laboratory,
an instrumental analysis laboratory, and a health physics section.

1 Suspected Rudan Conversion Facility at Fasa:

o This facility is thought to be the site of a uranium hexafluoride gas conversion plant, or
some other form of nuclear research center. Indications of the existence of this facility
(wherever it might be located) included Russian press reports of a shipment of uranium
hexafluoride gas from China to Iran in late 1994, as well as purchases of hydrogen
fluoride from Germany and attempts to buy fluorification equipment from Britain. U.S.
officials asserted that in the mid-1990s, China built a uranium hexafluoride conversion
plant in Rudan as part of a secret nuclear cooperation agreement signed in 1991. The
agreement came as the result of a two-day Chinese visit of Iran's nuclear facilities in July
1991. According to media reports, in late 1994, China delivered equipment for the plant
to Iran. The last list of declared Iranian nuclear facilities, published in 2004, did not
include any additional uranium conversion facilities. IAEA reports as of July 2008 had
not mentioned a facility near Fasa or referred to as Rudan.
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1

1

[Esfahan] Isfahan Nuclear Technology Center (INTC); Isfahan Uranium Conversion
Facility (UCF); Isfahan Fuel Manufacturing Plant (FMP); Isfahan Fuel Element Cladding
Plant; Isfahan Nuclear Fuel Research and Production Center (NFRPC)tsfahan Nuclear
Waste StorageFacility:

(0]

Large scale multipurpose facility: R&D, Uranium Conversion, Nuclear Waste Storage,
etc. Some sources assess Isfahan to be the primary location of the Iranian nuclear
weapons program.

The NFRPC was founded in 1974 for scientific and technical support of country's
comprehensive nuclear power plant program. It is involved in various aspects of fuel
analysis and research. The Metallurgical Engineering and Fuel Department at the center
operates the Fuel Fabrication Laboratory (FFL) and is involved in "experimental
production of fuel for WWER reactors.” NFRPC may be the future location of the fuel
manufacturing plant (FMP). Construction at the site of INTC may have included a
hexafluoride plant that was built with Chinese assistance, as part of nuclear cooperation
deal, which was later cancelled under US pressure.

Located at the University of Isfahan, The Isfahan INTC is one of Iran's largest nuclear
research complexes. In 1975, France signed an agreement to build the facility and train
personnel to operate the Bushehr reactor. Isfahan is a multi-purpose research center. It
operates two research reactors, a critical assembly and a sub-critical assembly. It also
operates a hexafluride conversion facility, fuel production plant, a zirconium cladding
plant, and other facilities and laboratories. The INTC may also operate a laboratory scale
heavy water production facility on its premises.

The Isfahan UFC was constructed to facilitate the conversion of yellowcake into uranium
oxide, uranium hexafluoride, and uranium metal at the INTC. In July 2003, Iran revealed
to the IAEA that it had obtained the designs for the UCF from abroad, and that this
information was sufficient to complete a more detailed design of the facility and
manufacture conversion equipment indigenously. The facility was planned with the
intention of supplying UO2 as fuel to the 40MW Heavy Water Reactor under
construction at Arak and to meet the needs of UF6 for the Natanz enrichment facility.
IAEA chief Mohamed ElBaradei confirmed Iranian statements that it had resumed
uranium conversion at Isfahan in 2005.

Waste from the "testing of processes envisioned for UCF, isotope production experiments
at TRR, and the use of pellets for testing chemical processes for the MIX facility" is said
to have been transferred to storage facilities at Isfahan.

Natanz Enrichment Facility (FEP & PFEP):

0

The Natanz facility is believed to be the third stage in the three stages of Iran's centrifuge
enrichment program. The program is believed to have begun in 1985 on the AEOI's
premises in Tehran, before moving to the second stage at the Kalaye Electric Company,
also in Tehran, in 1997. In 2002, assembly activities were moved to Natanz.

The Natanz Enrichment Plant comprises at least three main areas: an above-ground area,
three large underground structures, and one large building standing alone. The above-
ground area consists of six large buildings. Two of these are twin 2,500 meter halls. The
function of the above-ground buildings is to assemble gas centrifuges. The underground
structures are primarily centrifuge halls. The first two buildings each measure 190 meters
by 170 meters, with a surface area of approximately 32,000 square meters. The third
structure is smaller, with a gross ground area of approximately 7,700 square meters. It is
intended to provide support and administrative services to the two larger structures.

The Natanz Enrichment Plant is a large facility holding a Pilot Fuel Enrichment Plant
(PFEP) and commercial Fuel Enrichment Plant (FEP). The PFEP is a test facility located
at Natanz before industrial scale enrichment takes place at the FEP, Iran's main uranium
enrichment facility. The PFEP, when completed, will hold 1,000 centrifuges. The
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Director General of the IAEA visited the facility in February 2003 and observed over 100
(as many as 160) centrifuges already installed. The PFEP was originally scheduled to be
completed and begin operation in June 2003. On 25 June 2003, Iran introduced UF6 into
a centrifuge for single machine testing and subsequently on 19 August 2003, began
testing a small ten-machine cascade with UF6. At the time, both tests were conducted
with safeguards measures in place. Questions remain as to how the Iranians tested their
centrifuges.

1 Suspected Additional Enrichment Sites at ashkar-Abad and Ramandeh:

0 On 27 May 2003, the People's Mojedin Organization (MKO) revealed that two additional
secret uranium enrichment facilities were being constructed by the Iranian government.
The first is at Lashkar-Abad Pilot Uranium Laser Enrichment Plant (dismantled?), which
is close to Hashtgerd, and the second is at Ramandeh. The MKO asserted that
construction at both facilities is complete and there may already be "a number” of
centrifuges installed there. The MKO also stated that the additional facilities are
"complimentary” to the larger Natanz site, and may support the larger facility or even
take over for Natanz if it were destroyed.

1 Khondab Water Production Plant; Arak Heavy Water Reacta (IR -40):

0 The 40-megawatt heavy-water reactor (in detailed design phase) is under construction in
Khondab, near Arak. Hot cell facility for production of radioisotopes (in preliminary
design stage). According to the May 2003 NSG Plenary notes, the production capacity
for this plant is approximately 100 tons per year. Heavy Water Production Plant (HWPP)
(under construction; not subject to Safeguards Agreement). There are claims there is also
a secret nuclear facility located at the Qatran Workshop near the Qara-Chai River in the
Khondaub/Khondab region, in Central Iran, 150 miles south of Tehran.

1 Bushehr Nuclear Power Generators:

0 Bushehr is nearing completion and expected to come online sometime in early 2009. It is
similar to the technical configuration of Unit Four at Russia's Balakovskaya plant in
Balakovo.

1 Tehran Nuclear Research Center (TNRC)Tehran Research Reactor (TRR) IR-0001);
Laboratory Scale Milling Facility; Kalaye Electric, Sharif University of Technology (SUT);
Atomic Energy of Iran; Molybdenum, lodine, and Xenon Radioisotope Production Facility
(M1 X Facility):

0 The Tehran Nuclear Research Center (TNRC) is located at the University of Tehran. The
center was constructed in the early 1960s and became operational in 1965. The
University of Tehran originally oversaw the center, but in 1974 it was transferred to its
present management, the AEOI. The TNRC is composed of the following: Reactor
Research and Operation Department; Radioisotopes Research and Production
Department; Nuclear Physics Department; Theoretical Physics and Mathematics
Departments; Analytical Chemistry Department; Engineering Department; Solid State
Physics Section; Health Physics Department; Electronics Department; and the Chemistry
& Physics Department. Iran may have separated gram quantities of plutonium from spent
fuel at a laboratory at the TNRC. In 1988, an Iranian nuclear engineer stated that he took
part in experiments at the TNRC in which he and his colleagues cold-tested a plutonium
extraction laboratory, but did not reprocess any plutonium. Akbar Etemad, former head
of the AEQI, also confirmed that experiments were performed on a laboratory scale
related to the reprocessing of spent fuel. The TNRC operates several hot cells that were
supplied by the United States in 1967. These provide a basic capability for separating
plutonium from spent fuel, but do not constitute a dedicated program by themselves.
However, there are other facilities at the TNRC such as a radiation measurements
laboratory, chemistry laboratory and radioisotope production unit that may contribute to a
reprocessing capability. In the 1990s, the TNRC radiochemistry section conducted some
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Gorgan

"laboratory scale experiments,” presumably at this laboratory, to produce UF4 from
depleted UO2 that was imported by Iran in 1997.

The TNRC is also on the site of the Tehran Research Reactor (TRR). In 1967, this US-
made 5MWst pool-type light water research reactor went critical. Intelligence analysts
believe that the TNRC is the location of Iran's secret nuclear program, including
plutonium reprocessing, laser enrichment, and weapons design efforts. It is capable of
producing up to 600 grams of plutonium annually. The facility remains in operation.

The Kalaye Electronic Company comprises several facilities, one of which is a workshop
where open sources have reported on the possible conduct of enrichment activities. When
questioned about the reports, the Iranian authorities acknowledged that the workshop was
used for the production of centrifuge components, but stated that no nuclear material had
been used in the operation of this workshop or the assembly of centrifuges, either at the
Kalaye Electric Company or at any other location in Iran. During later visits, IAEA
officials noted that much construction had taken place since the previous visit in March
2003.

In its February 2005 declaration to the IAEA, Iran informed the Agency that it had
prepared a small amount of UO2 for use in pellets to test the chemical processes of the
MIX facility. The material was used to fabricate targets, irradiate it at the Tehran
Research Reactor (TRR), and separate it in a lead-shielded cell at a laboratory in the MIX
facility to obtain the resulting 1-131 isotope. Analysts are concerned that other activities
may have occurred during these experiments at this site.

SUT is one of the largest engineering schools in Iran. There are approximately 8,000
students supported by 300 full-time faculty and 430 adjunct staff. SUT was established in
1966 under the name of Aryarmehr University of Technology. Western intelligence once
believed that Sharif University was at the center of research in uranium enrichment and
spent fuel reprocessing. The status of these activities is unknown.

al-Kabir Center:

Possible nuclear weapon production: In the early 1990s, the media reported that there was
a secret nuclear research facility at Gorgan in north-central Iran. According to one report,
scientists from Iran, Ukraine, Russia, and Kazakstan were working at the Gorgan al-
Kabir Center to develop nuclear weapons. These reports have never been substantiated.

Weapons develoment facility at Chalus:

(o]

Chalus had been reported as the location of an underground nuclear weapons
development facility located inside a mountain south of this coastal town. The facility
had been variously reported as being staffed by experts from Russia, China and North
Korea. The reports came in 1995 from Iranian exiles living in Europe. In March 2002 the
claims resurfaced in a report by the Middle East Intelligence Bulletirt was described as
an alleged underground nuclear weapons development facility built in the Alborz
Mountains. Iranian authorities reportedly told their citizens that the facility was an
electricity generation plant operated by Canadians.

Moallem Kaleyah:

(0]

The Iranian Revolutionary Guard Corps (IRGC) reportedly operates a gas centrifuge
uranium enrichment plant and suspected nuclear weaponization research site. In 1987,
Iran acquired equipment from French, German, and Italian companies to construct and
outfit the facility. Some sources report that the facility was for weaponization. Other
sources state that Moallem Kaleyah may be used for laser enrichment. In 1992, IAEA
inspectors visited the site and found only a small training center under construction.
Some believe that the inspectors were taken to the wrong location, away from the real
site.

Saghand Uranium Mine:
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1

o Saghand Uranium mine is located 200 kilometers (125 miles) from Yazd, and is
approximately 350 meters (1,160 feet) deep. The Saghand uranium mine is divided into
two distinct deposits, Saghand 1 which is approximately 16m below the surface and
encompasses an area 200 by 300 meters, and Saghand 2 which is approximately 70m
below the surface. Identified reserves for Saghand 1 are estimated at 1,927 tonnes of
Uranium and for Saghand 2 at 1,367 tonnes of Uranium. Undiscovered reserves for the
Saghand mine are estimated at 7,500 tonnes of uranium.

Talmesi and Meskani Uranium Mines

0 These mines contain approximately 200 tons of EAR-II uranium. They are among the
oldest known ore deposits in Iran. However, they have only been systematically exploited
since 1935. The mines have experienced intermittent operations since then and were
closed in 1968 after copper mining operations were shut down. Upon discovering
uranium at the sites in the 1990s, the AEOI began operating the mines to exploit the
deposits.

Bonab Atomic Research Center:

o0 In 1989, Iran began the first phase of development on Bonabd atomic energy research
center in northwest Iran, but it did not become operational until 1995. The center
conducts research on nuclear technology for agricultural applications. In July 1997,
IAEA Director General Hans Blix visited Bonab and found that all was in order.
However, there have been allegations that not all activities at Bonab that has been
declared to the IAEA.

Ardakan Pilot Yellow Cake Production Facility and Uranium Ore Processing Plant:

0 The large-scale yellowcake preparation at a site known as Ardekan Nuclear Fuel Unit
will be able to process between 100 to 200 tons of ore annually. Iran may have received
assistance in developing the plant from various countries.

Yazd Radiation Processing Center (YRPC)Benefication and Hydrometallurgical Center
(BHRC):

0 The YRPC is one of the newest industrial complexes of Iran. It is engaged in geophysical
research to analyze the mineral deposits surrounding the city. The AEOI expects this
center to play an important role in supporting the medical and polymer industries. The
YRPC is equipped with a Rhodotron TT200 accelerator, made by IBA, Belgium, with
outputs of 5 and 10MeV beam lines and a maximum power of 100KW. The YRPC was
organized to apply radiation research in the field of applied radiation chemistry. The
facility provides buildings for accelerator equipment, administration offices, and
laboratory equipment.

0 AEOI personnel working at the BHRC examine the mineralogy, mineral processing,
beneficiation, preparation and leaching of uranium ores to determine the best method for
mining and recovery of uranium in Yazd. The BHRC also operates research labs and
engineering facilities.

Karaj Agricu ltural and Medical Research Center(30MeV Cyclotron) (1 Millamp Calutron):

o On 11 May 1991, the AEOI began operating this research center. It comprises the
Departments of Nuclear Agriculture, lon Beam Applications, Materials Engineering,
Nuclear Electronics, Nuclear Medicine, and Health Physics. It also operates a 30MeV
cyclotron accelerator, a one milliamp calutron, and secondary standard dosimetry
laboratory. The C30 is a fixed-field, fixed-frequency, variable-energy dual-proton beam
cyclotron. In 1991, Belgium's lon Beam Applications supplied C30 to Iran. C30 produces
"Single Photon-Emission Tomography (SPECT)" and "Positron Emission Tomography
(PET)" isotopes.

Azad University Plasma Physics Research Center at Damarand:
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0 The research center conducts research to examine plasma activities. It houses a HT-6B
Tokamak nuclear fusion research reactor. In 1993, China's Institute of Plasma Physics
agreed to transfer the Tokamak to Azad University. Under the agreement two teams of
Chinese scientists and engineers assisted Iran to install the reactor.

1 Engineering Research Center for the Constructions Crusade (Jihad Sazandegi) at Tabriz:
o Engineering defense research, possible CBRN weaponization research facility.
1 Gchine:

o Uranium mine in the south of Iran, near Bandar Abbas, with co-located mill. Low but
variable grade uranium ore found in near-surface deposits will be open-pit mined and
processed. Global Security indicates that the estimated production design capacity is 21
tons of uranium per year. Iran has stated that, as of July 2004, mining operations had
started and the mill had been hot tested, during which testing a quantity of about 40 to 50
kilograms of yellowcake was produced.

1 Karazj:
0 Radioactive Waste Storage (under construction, but partially operating).
1 Koloduz:

o0 possible nuclear-related facility located about 14 kilometers west of Tehran; the plant is
reportedly concealed within a large military complex. National Imagery and Mapping
Agencyb6s (NI MA' s) only rendering obthis this nam
facility is also transliterated as Kolahdouz, Kolahdooz, or Kolahdoz.

1 Darkhovin, also variously referred to as Ahvaz, Darkhouin, Esteghlal, and Karun

0 Located on the Karun River south of the city of Ahvaz. A facility at this location is
reportedly under the control of the Islamic Revolution Guard Corps and is said to be
suspected of being an underground nuclear weapons facility of unspecified nature.

1 Tabas

0 Reported as a possible site of a nuclear reactor of North Korean origin. This is probably
an unfounded speculation.

1 Anarak:

0 Waste storage site (waste to be transferred to JHL).

This list is partial and uncertain. There are no reliable unclassified data on the number
and function of sites related to Irand s nucl eaand epimatesgvarg from
organization to organization in their assessments. Some key sites are underground or
spread out in complexes with many buildings and in areas will peaceful or non-nuclear
functions. Others are be unknown or cannot be characterized reliably and in detail. IAEA
inspections have identified at least 18 sites, but others argue that there might be more
than 70. A great deal of the equipment other than major centrifuge facilities is also easy
to move or relocate. Iran may already be playing a shell game with key research facilities
and equipment, constantly changing the targeting pattern.

Tehran has had a quarter of a century to learn from the experience of Israel's attack on
Irag in 1981. Iran may have built redundant sites, underground facilities, and constructed
a high level of protection around its known nuclear research centers. Others have argued
that Iranian nuclear sites may have been deliberately built near populated areas or in
facilities with many other Al egitimateo pur g
confronted with the problem of collateral damage or being charged with having hit an
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Ai nnocent target. o The pysuggesteddhatsangofileapst er s h ay
research, development, and production activities are almost certainly modular and can be
rapidly moved to new sites, including tunnels, caves, and other hardened facilities.

U.S. and Israeli officials have publicly identified key nuclear research sites that may have

been placed underground to shield them against airborne assaults. For example, the

United States identified the Parchin military complex, located south of Tehran, as a
Aprobabl ed | ocati on research. ihiscsite @lane haswsneagyp oni z at i
sections, hundreds of bunkers, and several tunnels. It is also a site that is being used to

manufacture conventional armaments and Iranian missiles. This is one possible site that

could be attacked, but even the evidence linking this to military nuclear weapons

manufacturing was ambiguous. The site has civilian and conventional military use. The

| AEAOG s initial assessment was t hat t he S i
manufacturing, but most agree that there was not definitive proof.

It is equally important to note that Iran had increased its protection of sites against
possible U.S. or Israel air strikes. It has been reported that the IRGC launched a program
to protect major nuclear facilities. The program was recommended by the Nuclear
Control Center of Iran and endorsed by lIran's Supreme Leader, Ali Khamenei. The
program's mission was to build a defense infrastructure for Iran's nuclear research
facilities.

This program, reportedly coordinated with North Korea, is to build underground halls and

tunnels at the cost of Ahundreds of million
and Natanz are high on the list of the program to protect. The Isfahan facility, which

reached fully operational status in February 2006, is most likely the primary source for

converting yellowcake into UF6. The logistic defense infrastructure would include

natural barriers (tunnels into mountains and cliffs), manufactured barricades (concrete

ceilings and multiple floors), and camouflage activities around key sites. The

construction, a joint venture between Iranian and North Korean companies, was

estimated to finish by June 1, 2006.

Israeli Options

A number of Israeli officers, officials, and experts have said that Israel must not permit

the Iranians to acquire nuclear capabilities, regardless of Tehran's motivations. Some

have called for preemptive strikes by Israel. Ephraim Inbar, the President of the Jaffee

Cent@er for Str at e g i-defens§ twe chustea jn a praxemptive A For S
mode€. 0

Senior U.S. officials have warned about this capability. Vice President Richard Cheney
suggested on Januar y 20, 2005, AGi ven the fact t hat
objective is the destruction of Israel, the Israelis might well decide to act first, and let the

rest of the world worry about €l eaning up th

General Moshe Ya'alon, the Israeli Chief of Staff, was quoted as saying in August 2004

that Iran must not be permitted to acquire nuclear weapons. He added that Israel must not

rely on the rest of the world to stop Iran from going nuclear because he said a nuclear

Ira n woul d change the Mi ddI e East wher e i Mo
extr@me. o



Cordesman and Seitz: Iranian Weapons of Mass Destruction 1/21/09 Page 32

Israeli military officials were quoted in press reports in January 2006 as saying that the
Israel Defense Forces (IDF) got the order to get ready for a military strike against Iranian
nuclear sites by March 2006.”” It is unclear what type of military strikes Israel may
chose, if it decides to respond preemptively. Some have argued that Israel may declare its

nuclear weapons and establish deterrence through i mu t u a | | dgstruetisn® While d

the impact of an Israeli declaration remains uncertain, it might have limited impact on
Israel's strategic posture in the region, since most states factor Israel's nuclear weapons
into their strategic thinking.

Possible Methods of IsrdieAttack

Some experts argue that Israel does not have viable military optionst o de al

capabilities to make nuclear weapons, much less deal with a deployed force once Iran is
able to disperse its warheads and missiles. They argue it does not have U.S. targeting
capability and simply cannot generate and sustain the necessary number of attack sorties.
Some argue that Israel might do little more than drive Iranian activity further
underground, provoke even more Iranian activity, make it impossible for diplomatic and
UN pressure to work, and make Israel into a real, rather than a proxy or secondary, target.

In April 2005, it was reported that a senior Israeli Air Force (IAF) officer dismissed plans
to strike Ilranés nucdoasaskyrand foaconmplexibathi iretesms
of executing the mission as well as in long-term consequences, although he did not rule
out the feasibility of military action against Iran. The officer further said that the most
critical targets were concentrated near Tehran and 150 kilometers to the south of the city.
He also noted that Iran possesses only 20 ballistic missile launchers, which should not
present insurmountable difficulties when planning attacks.’

There is no doubt that such a strike would face problems. Israel does not have
conventional ballistic missiles or land-/sea-based cruise missiles suited for such a
mission. The shortest flight routes would be around 1,500-1,700 kilometers through
Jordan and lIrag, 1,900-2,100 kilometers through Saudi Arabia, and 2,600-2,800
kilometers in a loop through Turkey.

There have been reports that Israel approached the United States in order to obtain
permission for overflying Iraq in case of a contingency.”® Another report has stated that
Israeli forces have obtained U.S. permission to establish a military base in Iraq near the
Iranian border. None of these reports seem accurate or founded on more than speculation.

There are many other problems in launching such a strike. Even if Israel had the attack
capabilities needed for the destruction of the all elements of the Iranian nuclear program,
it is uncertain whether Israel has the kind of intelligence needed to be certain that all the
necessary elements of the program were traced and destroyed fully. Israel has good
photographic coverage of Iran with the Ofeq series of reconnaissance satellites, but being
so distant from Iran, one can assume that other kinds of intelligence coverage are rather
partial and weak.

Retired Brigadier General Shlomo Brom has argued that Israel's capabilities may not be
enough to inflict enough damage on Iran's nuclear program:®

€ any lIsraeli attack on an Iranian nuclear target would be a very complex operation in which a
relatively large number of attack aircraft and support aircraft (interceptors, ECM [electronic

wi t h | r

because
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countermeasures] aircraft, refuelers, and rescue aircraft) would participate. The conclusion is that
Israel could attack only a few Iranian targets and not as part of a sustainable operation over time,
but as a one time surprise operation.

All that said, this does not mean that Israel and the United States cannot target and strike
much or most of Iran's capabilities. One great danger in open-sourced analysis is that it is
not targeting intelligence and cannot provide a meaningful picture of what the United
States or other potential attackers know at the classified level. It is also dangerous, if not
irresponsible, for analysts with no empirical training and experience in targeting and
modern weapons effects to make sweeping judgments about strike options. They simply
lack basic professional competence and even minimal credibility.

Israel could launch and refuel two to three full squadrons of 36 to 54 combat aircraft for a
single set of strikes with refueling. It could use either its best F-15s (28 F-15C/D, 25 F-
151 Ra'am) or part of its 126 F-16CDs and 23 F-161 Sufas. It has at least three specially
configured squadrons with conformal fuel tanks specially designed for extended range
use. It could add fighter escorts, but refueling and increased warning and detection would
be major problems.

For the purposes of guessing how Israel might attack, its primary aircraft would probably
be the F-lgll, although again this is guesswork. Global Security has excellent reporting on
the F-151:

The key aspects are that B 0 e 15k (ptdike Eafld eatereche r
service with the | DF/ Heyl HadAvir (1l sraeldi
F-151 Radam ( TH5Ebtdike Edgle is thehgmundFattack variant of the F-15 air
superiority fighter, capable of attacking targets day or night, and in all weather conditions.

The two seat F-151, known as the Thunder in Israel, incorporates new and unique weapons,
avionics, electronic warfare, and communications capabilities that make it one of the most
advanced F-15s. Israel finalized its decision to purchase 25 F-15Is in November 1995. The F-15I,
like the U.S. Air Force's F-15E Strike Eagle, is a dual-role fighter that combines long-range
interdiction with the Eagle's air superiority capabilities. All aircraft are to be configured with
either the F100-PW-229 or F110-GE-129 engines by direct commercial sale; Night Vision Goggle
compatible cockpits; an Elbit display and sight helmet (DASH) system; conformal fuel tanks; and
the capability to employ the AIM-120, AIM-7, AIM-9, and a wide variety of air-to-surface
munitions.

Though externally the Rabéam | ooks similar
there are some differences, mainly in the electronic countermeasures gear and the exhaust nozzles.
The Radam has a counterbalance on t-R@EWWSTr t

(Electronic Warfare Warning System) antenna

AN/ALQ-135B band 3 antennas, one mounted vertically (starboard side) and one horizontally
(port side). These are located on the end of the tail booms. They are distinguished by their chiseled
ends, unlike the original AN/ALQ-135 antenna, which is round and located on the port tail boom
of USAF Eagles.

'y McDogc
Air Fc

to it

vert
f oun

The Rabdam utilizes extra chaff/flare dispensers

Unli ke USAF Eagl es, the Radam still use
afterburner cans. The U.S. Air Force removed them because of cost and nozzle maintenance,
though curiously, USAF F-16s still have their actuator covers installed. Israeli Strike Eagles and
some USAF Eagles based in Europe use CFT air scoops. These scoops provide extra cooling to
the engines.

The 25 F-15Is operational since 1999 [and the 100 F-161s] were procured first and foremost to
deal with the Iranian threat. In August 2003 the Israeli Air Force demonstrated the strategic

engine

S

c
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capability to strike far-off targets such as Iran [which is 1,300 kilometers away], by flying three F-
15 jets to Poland 1,600 nautical miles away. After they celebrated that country's air force's 85th
birthdg%/, on their return trip, the 1AF warplanes staged a fly-past over the Auschwitz death

camp.

Israeli aircraft would probably need to carry close to their maximum payloads to achieve
the necessary level of damage against most targets suspected of WMD activity, although
any given structure could be destroyed with one to three weapons. (This would include
the main Bushehr reactor enclosure, but its real-world potential value to an Iranian
nuclear program is limited compared to more dispersed and/or hardened targets.) At least
limited refueling would be required, and backup refueling and recovery would be an
issue.

They key weapon to be used against hard targets and underground sites like Natanz might
be the GBU-28, although the United States may have quietly given Israel much more
sophisticated systems or Israel may have developed its own, including a nuclear armed
variant.

The GBU-28 is carried by the F-151. It is a "5,000-pound™ laser-guided bomb with a
4,400-pound earth-penetrating warhead that can be upgraded by the IAF to use electro-
optical or global positioning system (GPS) targeting. It is a vintage weapon dating back
to the early 1990s, and the IAF is reported to have bought at least 100. It has been
steadily upgraded since 1991, and the USAF ordered an improved version in 1996. It
looks like a long steel tube with rear fins and a forward guidance module. It can glide
some three to seven miles depending on the height of delivery. It is 153 inches long x
14.5 inches in diameter.®®

Multiple strikes on the dispersed buildings and entries in a number of facilities would be
necessary to ensure adequate damage without restrikes--which may not be feasible for
Israel given the limits to its sortie generation capability over even Iranian soft targets. As
for hardened and underground targets, the IAF's mix of standoff precision-guided
missiles--such as Harpoon or Popeye T would not have the required lethality with
conventional warheads, and Israel's use of even small nuclear warheads would cause
obvious problems.

Israel may have specially designed or adapted weapons for such strikes, Some reports
state that it and bought 500 GBU-28, 5,000 Ib laser-guided bombs from the United States
in February 2005. These weapons are armed with BLU-113 penetrators and are
someti mes cal | e dheyfwbraufimskreshed intowsesviceeduriag.the Gulf
War in 1991, and use a penetrating warhead. The bombs are modified Army artillery
tubes, weigh 4,637 pounds, and contain 630 pounds of high explosives. The Federation of
American Scientists reports that they are fitted with GBU-27 LGB guidance kits, are 14.5
inches in diameter, and are almost 19 feet long. The operator illuminates a target with a
laser d&signator and then the munition guides to a spot of laser energy reflected from the
target.

Experts speculated whether the purchase was a power projection move or whether Israel
was, in fact, planning to use these conventional bombs against Iranian nuclear sites.
These speculations were further exacerbated when Israeli Chief of Staff Lieutenant
General Dan Halutz was asked how far Israel would go to stop Iran's nuclear program; he



Cordesman and Seitz: Iranian Weapons of Mass Destruction 1/21/09 Page 35

sai d0O fiRj D &Aceotdiagrtessonie reports, The IAF took early delivery on
some of these weapons during its war with the Hezbollah in 2006.%°

The hard-target bombs it has acquired from the United States are, however, not systems
designed to kill underground facilities. They could damage entrances, but not the
facilities. What is not known is whether Israel has its own ordnance or has secretly
acquired the more sophisticated systems described later.

Israel also has considerable precision strike capability and is reported to have bought
1,000 GBU-39 small diameter, precision guided bombs from the United States in
September 2008.%” These weapons have pop out wings and a maximum range of up to
110 kilometers from very high altitudes and an accuracy of less than two meters. They
can be launched from outside the range of most Iranian surface-to-air missiles, have
considerable hard target kill capability, and can be used against surface targets in densely
populated areas with minimal risk of collateral damage, and can be used to extend range
by reducing payload or to increase the load a given aircraft can carry 7 allowing multiple
strikes to ensure target damage or strikes at larger numbers of aim points per aircraft.®®

The IAF would have problems in penetrating through Arab air space unless it could stage
through Turkey, and would also have problems in refueling--its 5 KC-130H and 5 B-707
tankers are slow and vulnerable and would need escorts--and its ordinary B-707 Airborne
Early Warning (AEW), electronic intelligence (ELINT), and electronic warfare aircraft
are also slow fliers, although the new G-550 Shaved ELINT aircraft is a fast flier and the
IAF has some long-range unmanned aerial vehicles (UAVS) that could support its
aircraft, before, during, and after such missions.

Thesebi g manned fAslow fliersd would have seri
in Arab and Iranian air space. Israel has, however, specially configured some of its F-15s

and F-16s with targeting, EW, SAM-suppression aids, and ELINT for this kind of

mission. The full details of such capabilities are unknown.

Repeated strikes would be a problem because Israel could probably get away with going
through Jordan and then through Saudi Arabia/Gulf or Irag once, but any repeated effort
would be too politically dangerous for Arab governments to easily tolerate. Israel has also
had problems with its intelligence satellites, and its battle damage assessment and time-
urgent retargeting capabilities for precision strikes with a target mix as complex as Iran's
could be a major problem.

Much would depend on | u-sabhge WAV wapabiltties eeallc ed | sr a
are and whether Israel could get access to U.S. intelligence and IS&R capabilities for

both its initial targeting and restrikes, but confirming the actual nature of damage,

carrying out restrikes, and sending a clear signal that Israel can repeat its strikes if Iran

rebuilds or creates new facilities would be a problem. Israel has kept the details of such

programs classified, along with those of its long-range cruise missile and ballistic missile

booster developments. Enough has leaked into the press, however, to indicate that the

IDF has made very substantial progress in developing the long-range UAVs it would

need for such missions.

The radars in the countries involved would probably detect all IAF and U.S. missions
relatively quickly, and very low-altitude penetration profiles would lead to serious range-
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payload problems. The countries overflown would be confronted with the need to either
react or have limited credibility in claiming surprise. An overflight of Iraq would be seen
in the region as having to have had a U. S.

Iran would almost certainly see Jordanian, Turkish, and/or Saudi tolerance of such an
IAF strike as a hostile act. It might well claim a U.S. green light in any case in an effort
to mobilize hostile Arab and Muslim (and possibly world) reactions.

Many have compared current Israeli military options with Iran to that of the 1981 attack

against Iraq's Osiraq reactor and have noted the conditions are very different. For

example, Peter Brookes, a military expert and senior fellow at the Heritage Foundation,

has argued that Israel has several options including satellite-guided Joint Direct Attack

Munition (JDAM) bombs, cruise missiles on submarines, and Special Operation Forces.

He, however, argued that attacking |l ranian
given the nature of the Iranian nuclear facilities and the strategic balance in the region.

Covert action demands different kinds of operational capabilities and intelligence. There
IS no indication that Israel has capabilities of covert operations in Iran. The recent
information about the development of the Iranian program indicated that it reached a
status of being independent of external assistance. Moreover, the assistance Iran got was
mostly from Pakistan, another place that is not a traditional area of operations for the
Israeli Secret Services, like Europe or South America. It seems that there is no real
potential for covert Israeli operations against the Iranian nuclear program.

Reports have surfaced, however, about more drastic Israeli strike options. One report,

dating from early 2007, states that Israel has created plans to strike Iran with nuclear
bunker-buster bombs. This would apparently be used if the United States fails to
neutralize Ilranés nucl ear facilities. The
enrichment facility in Natanz, the uranium conversion in Isfahan, and the heavy-water

reactor in Arak.” Other, possibly longer term, options include deploying Israeli

submarines in the Gulf or Gulf of Oman, which could respond to lower-level Iranian
attacks on Israel by attacking | ranéas oil
cruise missiles to preempt or retaliate to an Iranian nuclear strike on Israel.

Iranian Defense against Israeli (and U.S.) Strikes

Iran would find it difficult to defend against U.S. forces using cruise missiles, stealth
aircraft, standoff precision weapons, and equipped with a mix of vastly superior air
combat assets and the IS&R assets necessary to strike and restrike Iranian targets in near
real time. Iran might be able to incept Israeli fighters, Iran has "quantity,” but the
previous chapters have shown that its air defenses have little "quality.” It has assigned
some 12,000-15,000 men in its air force to land-based air-defense functions, including at
least 8,000 regulars and 4,000 IRGC personnel. It is not possible to distinguish clearly
between the major air-defense weapons holdings of the regular air force and of the IRGC,
but the air force appeared to operate most major surface-to-air missile systems.

Although Iran has made some progress in improving and updating its land-based air-
defense missiles, sensors, and electronic warfare capability--and has learned much from
Iraq's efforts to defeat U.S. enforcement of the "no-fly zones" from 1992-2003--its
defenses are outdated and poorly integrated. All of its major systems are based on

r
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technology that is now more than 35 years old, and all are vulnerable to U.S. use of active
and passive countermeasures.

Iran's land-based air-defense forces are too widely spaced to provide more than limited
air defense for key bases and facilities, and many lack the missile launcher strength to be
fully effective. This is particularly true of Iran's SA-5 sites, which provide long-range,
medium-to-high altitude coverage of key coastal installations. Too few launchers are
scattered over too wide an area to prevent relatively rapid suppression. Iran also lacks the
low-altitude radar coverage, overall radar net, command and control assets, sensors,
resistance to sophisticated jamming and electronic countermeasures, and systems
integration capability necessary to create an effective air-defense net.

Iran has, however, bought the advanced TOR-M short range missile from Russia and can
use this for point defense of key facilities T although Israel and the US have standoff
weapons that can launch from outside its range. Iran also claimed on December 22, 2008
that it had bought the far more advanced long-range Russian S-300 surface-to-air missile
system from Russia. Russia had previously denied such a sale, but if Russia did sell the
S-300, it would offer a fully modern surface-to-air missile, limited ballistic and cruise
missile defense capability, much better electronic warfare capability, and a much better
sensor and battle management system. Much would depend delivery numbers and
schedules, the exact variant of the S-300, and whether Russian also sold a modern
C41/BM, radar system to go with. It would also take some time for proper training of
personnel to operate these systems, as well as to fully integrate them into the overall
Iranian defense network. At a minimum, however, the S-300 would make a major
difference.”® Recent statements and reporting by Iranian and Israeli officials suggest that
such a sale has taken place and that Iran has received the S-300 system from Russia.

Most Iranian squadrons can perform both air-defense and attack missions, regardless of

their principal mission--a |l t hough t hi s d o é4(airmefense) anpSu-l vy

24 (stri ke/ at tlésovkre, howevei, dessgned ab dua-cadalde aiferaft,
and the Iranian Air Force has not been able to use its Phoenix air-to-air missiles since the
early 1980s. Iran has claimed that it is modernizing its F-14s by equipping them with
Improved Hawk missiles adapted to the air-to-air role, but it is far from clear that this is
the case or that such adaptations can have more than limited effectiveness. In practice,
this means that Iran might well use the F-14s in nuclear strike missions. They are capable
of long-range, high-payload missions and would require minimal adaptation to carry and
release a nuclear weapon.®*

Iran’s air forces are only marginally better able to survive in air-to-air combat than Irag's
were before 2003. Its land-based air defenses must operate largely in the point defense
mode, and Iran lacks the battle management systems and data links are not fast and
effective enough to allow it to take maximum advantage of the overlapping coverage of
some of its missile systems--a problem further complicated by the problems in trying to
net different systems supplied by Britain, China, Russia, and the United States. Iran's
missiles and sensors are most effective at high-to-medium altitudes against aircraft with
limited penetrating and jamming capability.

t
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Iranian Retaliation Against Israel

For all the reasons outlined earlier in this chapter, however, Iran has other capabilities to
strike back against Israel. In fact, it has threatened retaliation if attacked by Israel. Iranian
Foreign Minister Manouchehr Mottaki was quoted as saying that an attack by Israel or

the United States would have A s ever e consequence, 0 and

thre

retaliate fAby all/l meanso at its disposal

Zionist regime is in a condition to engage in such a dangerous venture and they know
how severe the possible Iranianr e s ponse wi | | be to its
say that the Zionist regime, if they

Iran has several options in responding to an Israeli attack:

9 Multiple launches of Shahab-3 including the possibility of CBR warheads against Tel Aviv, Israeli
military and civilian centers, and Israeli suspected nuclear weapons sites.

9 Using proxy groups such Hezbollah or Hamas to attack Israel proper with suicide bombings,
covert CBR attacks, and missile attacks from southern Lebanon and Syria.

91 Covert attacks against Israeli interests by its intelligence and IRGC assets. This could include low-
level bombings against Israeli embassies, Jewish centers, and other Israeli assets outside and
inside Israel.

In addition, most Israeli military options would have to include an air strike that involved
overflights of Arab territory that might seriously complicate Israel's fragile relations with
Jordan and may provoke Saudi Arabia to respond. An lIsraeli strike against Iranian
nuclear facilities may also strengthen the Iranian regime's stance to move toward nuclear
capabilities and drive many neighboring states to support Iran's bid for nuclear weapons.
In addition, it could lead to further escalation of the Iraqi insurgency and increase the
threat of asymmetric attacks against American interests and allies in the region.

On the other hand, Israeli officials have expressed the concern that if Iran acquires
nuclear weapons and the means to deliver them, this could spark further proliferation in
the region. This would spread WMD capabilities around the Middle East and greatly
increase the threat of CBRN attacks against Israel and the entire region. Waiting also has
its penalties.

U.S. Options Against Iran

A power as large as the United States would have far greater capabilities than Israel. It
could strike on a scale that could destroy all highly suspect possible targets as well as
confirmed targets. For Iran, this would present the problem that playing a shell game is
dangerous when the opponent can strike at all the shells.

The United States also could strike at a wide range of critical Iranian military facilities,
including its missile production facilities. Most are soft targets and would be extremely
costly to Iran. Even if many of Iran's nuclear facilities did survive U.S. strikes, Iran
would be faced with either complying with the EU3 and UN terms or taking much
broader military losses--losses its aging and limited forces can ill afford.

Possible U.S. Strike Methods

The United States has a wide range of attack assets it could use, including cruise missiles,
standoff precision-guided weapons, and stealth aircraft. Military operations against Iran's

possib
attack,
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nuclear, missile, and other WMD facilities and forces would still be challenging,
however, even for the United States. Iran would find it difficult to defend against U.S.
forces using cruise missiles, stealth aircraft, standoff precision weapons, and equipped
with a mix of vastly superior air combat assets and the IS&R assets necessary to strike
and restrike Iranian targets in near real time.

For example, each U.S. B-2A Spirit stealth bomber could carry eight 4,500-pound
enhanced BLU-28 satellite-guided bunker busting bombs--potentially enough to take out
one hardened Iranian site per sortie. Such bombers could operate flying from Al Udeid
air base in Qatar, Diego Garcia in the Indian Ocean, RAF Fairford in Gloucestershire,
United Kingdom, and Whiteman USAF Base in Missouri.

There seems to be a follow-on version of the 2,000-pound BLU-109, with an advanced
unitary penetrator that can go twice as deep as the original BLU-109. Newest
development is the 5,000-pound BLU-122, which is supposed to be operational in 2007.
Further, there is the Massive Ordnance Penetrator (MOP), weighing almost 30,000
pounds, carrying 5,300 pounds of explosives. According to some estimates optimum
penetrating distance is up to 200 feet. A possible alternative is directed energy and high-
power microwave (HPM) testing phase.

The JDAM GBU-31 version has a nominal range of 15 kilometers with a CEP of 13
meters in the GPS-aided Inertial Navigation System (INS) modes of operation and 30
meters in the INS-only modes of operation.

More advanced systems that have been publicly discussed in the unclassified literature
include the BLU-116 Advanced Unitary Penetrator, the GBU-24 C/B (USAF), or the
GBU-24 D/B (U.S. Navy), which has about three times the penetration capability of the
BLU-109. The United States is investing in weapons that are supposed to destroy targets
that are buried under more than 20 meters of dirt and concrete.

It is not clear whether the United States has deployed the AGM-130C with an advanced
earth penetrating/hard-target kill system. The AGM-130 Surface Attack Guided Munition
was developed to be integrated into the F-15E, so that the F-15E could carry two such
missiles, one on each inboard store station. The AGM-130 is a retargetable, precision-
guided standoff weapon using inertial navigation aided by GPS satellites and has a 15-40-
nautical mile range.

The United States also has a number of other new systems that are known to be in the
developmental stage and can probably deploy systems capable of roughly twice the depth
of penetration with twice the effectiveness of the systems known from its attacks on Irag
in 1991. The nature and characteristics of such systems are classified, but the newest
development in the BLU-series that has been open reported is the 5,000-pound BLU-122,
which is supposed to be operational in 2007.

Further, there is the Massive Ordnance Penetrator (MOP), weighing almost 30,000
pounds and able to carry 5,300 pounds of explosives. According to some estimates the
optimum penetrating distance for the MOP is up to 200 feet. Possible future alternatives
to these weapons include directed-energy and high-power microwave (HPM) weapons,
none of which are currently beyond the testing phase.
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Northrop-Grumman announced in July 2007 that it had begun integrating a new 30,000-
pound-class "penetrator bomb™ for use by the B-2. In 2008, it was reported that Air Force
ordnance handlers at Whiteman Air Force Base, Mo., had loaded a dummy version of the
20.5-foot long Massive Ordnance Penetrator, or MOP, into a mocked-up duplicate of the

stealth bomber 6s we ap o nThe Al Bosce wasmepofed to leemb e r

checking in the test was whethertheB-2 6 s e xi st i ng wesadeqguate, and
if the bomb fit in the bomb bay. The combined weight of the two MOPs was said to be
20,000 pounds -- more than the published 40,000-pound maximum payload the B-2 is
listed as carrying. However, the B-2 was believed to be able to carry the 60,000-pound
payload of two conventional MOP weapons. Reports indicate that the Air Force had
asked the Congress for nearly $88 million in development funds for the MOP in fiscal
FY2008. %

It is not clear whether any combination of such weapons could destroy all of Iran's most
hardened underground sites, although it seems likely that the BLU-28 could do serious
damage at a minimum and might well collapse enough of them to make them unusable.
Much depends on the accuracy of reports that Iran has undertaken a massive tunneling
project with some 10,000 square meters of underground halls and tunnels branching off
for hundreds of meters from each hall.

Iran is reported to be drawing on North Korean expertise and to have created a separate
corporation (Shahid Rajaei Company) for such tunneling and hardening efforts under the
IRGC, with extensive activity already under way in Natanz and Isfahan. The facilities are
said to make extensive use of blast-proof doors, extensive divider walls, hardened
ceilings, 20-centimeter-thick concrete walls, and double concrete ceilings with earth
filled between layers to defeat earth penetrates. Such passive defenses could have a major
impact, but reports of such activity are often premature, exaggerated, or report far higher
construction standards than are actually executed.

At the same time, the B-2A, other bombers, and US land and carrier-based attack aircraft
T some with stealth-like features -- could be used to deliver large numbers of precision-
guided 250- and 500-pound bombs against dispersed surface targets or a mix of light and
heavy precision-guided weapons. Submarines and surface ships could deliver cruise
missiles for such strikes, and conventional strike aircraft and bombers could deliver
standoff weapons against most suspect Iranian facilities without suffering a high risk of
serious attrition. The challenge would be to properly determine what targets and aim
points were actually valuable, not to inflict high levels of damage.

One analyst projects that strikes against some 400 targets would be necessary to
dismantle the program. According to other reports, the U.S. Department of Defense is
considering both conventional and nuclear weapons to use against reinforced
underground targets and would strike
production facilities, and cr eat e-defanse
system. This could easily require 800-1,200 sorties and cruise missile strikes.

One expert (Lieutenant General Thomas Mclnerny, the former retired Assistant Vice
Chief of the USAF) speculates that this could require an initial strike force of 75 stealth
aircraft, including B-2s, F-117s, and F-22s; and 250 non-stealth aircraft, including F-15s,
F-16s, B-52s, and B-1s, It might include three carrier task forces with 120 F-18s, and
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large numbers of cruise missiles, supported by a large array of intelligence platforms,
support aircraft, and UAVs.**

More generally, the United States could cripple Iran's economy by striking at major
domestic gas production and distribution facilities, refineries, and electric power
generations. There are no rules that would preclude the United States from immediate
restrikes or restrikes over time. If the United States chose to strike at the necessary level
of intensity, it could use conventional weapons to cripple Iran's ability to function as a
nation in a matter of days with attacks limited to several hundred aim points.

Possible U.S. War Plans: Attacking. Delaying, and Waiting Out

If the U.S. does choose to respond militarily, it has several major types of military and
strategic options. These options are summarized in Figure 8.5. Each of these options
might have many of the following broad characteristics, although it should be stressed
that these are only rough outlines of U.S. options and are purely speculative and
illustrative points.

They are more warnings than recommendations, and they are not based on any inside
knowledge of actual U.S. war plans and calculations. Those who argue strongly for and
against such options should note, however, that there are many different ways in which
the United States could act. There are no rules or certainties that say such attacks either
could not succeed or that they would.

It is also important to point out that the US cannot clearly separate its actions from those

of Israel. Alliance never means identity of interest, and this is particularly true given the
currently weak nature o f |l srael s political situati on,
overreact, and the danger the United States could suddenly be pressured to finish what

Israeli forces start. Either a U.S. attack is necessary in the U.S. national interest, or the

United States should clearly oppose Israeli action. Israel is simply too weak a power, and

too divisive in terms of regional politics, to be either a useful alternative or a proxy.
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Figure 8.5. U.S. Strike Options against Iran

Demonstrative, Coercive, or Detarent Strikes

1.

Conduct a few cruise missile or stealth strikes simply as a demonstration or warning of the
seriousness of U.S. intentions if Iran does not comply with the terms of the EU3 or UN.

Hit at least one high-value target recognized by the IAEA and EU3 to show credibility to Iran,
minimize international criticism.

Might strike at new sites and activities to show Iran cannot secretly proceed with, or expand its
efforts, by ignoring the UN or EU3.

Could carrier base; would not need territory of Gulf ally.
International reaction would be a problem regardless of the level of U.S. action.

Might trigger Iranian counteraction in Iraq, Afghanistan, and dealing with Hezbollah.

Limited U.S. Attacks:

1.

10.

11.

12.

13.

14,
15.

A limited strike would probably take 16-20 cruise missile and strike sorties. (Total sorties in the
Gulf and the area would probably have to total 100 or more including escorts, enablers, and
refuelers.)

Might be able to combine B-2s and carrier-based aircraft and sea-launched cruise missiles. Might
well need land base(s) in the Gulf for staging, refueling, and recovery.

Goal would be at least 2-3 of the most costly and major facilities critically damaged or destroyed.

Hit at high-value targets recognized by the IAEA and EU3 to show credibility to Iran, minimize
international criticism.

Might strike at new sites and activities to show Iran cannot secretly proceed with, or expand its
efforts, by ignoring the UN or EU3.

Might slow down Iran if used stealth aircraft to strike at hard and underground targets, but impact
over time would probably still be more demonstrative than crippling.

Hitting hard and underground targets could easily require multiple strikes during mission and
follow-on restrikes to be effective.

Battle damage would be a significant problem, particularly for large buildings and underground
facilities.

Size and effectiveness would depend very heavily on the quality of U.S. intelligence, and
suitability of given ordnance, as well as the time the United States sought to inflict a given effect.

Iran's technology base would survive; the same would be true of much of the equipment even in
facilities hit with strikes. Little impact, if any, on pool of scientists and experts.

Iranian response in terms of proliferation could vary sharply and unpredictably: deter and delay
versus mobilize and provoke.

Likely to produce cosmetic Iranian change in behavior at best. Would probably make Iran disperse
program even more and drive it to deep underground facilities. Might provoke to implement
(more) active biological warfare program.

Any oil embargo likely to be demonstrative.
Would probably trigger Iranian counteraction in Iraq, Afghanistan, and dealing with Hezbollah.

International reaction could be a serious problem; United States might well face same level of
political problems as if it had launched a comprehensive strike on Iranian facilities.
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Major U.S. Attacks on Iranian CBRN and Major Missile Targets:

1. Period of attacks could extend from three to ten days with 200-600 cruise missiles and strike
sorties; would have to be at least a matching number of escorts, enablers, and refuelers.

2. Hitall suspect facilities for nuclear, missile, BW, and related C4IBM.
3. Knock out key surface-to-air missile sites and radars for future freedom of action

4, Would need to combine B-2s, carrier-based aircraft, and sea-launched cruise missiles and use land
base(s) in Gulf for staging, refueling, and recovery.

5. Threaten to strike extensively at Iranian capabilities for asymmetric warfare and to threaten tanker
traffic, facilities in the Gulf, and neighboring states.

6. Would take at least seven to ten days to fully execute and validate.

7. Goal would be at least 70-80 percent of the most costly and major facilities critically damaged or
destroyed.

8. Hitatall high value targets recognized by the IAEA and EU3 to show credibility to Iran, minimize
international criticism, but also possible sites as well.

9. Strike at all known new sites and activities to show Iran cannot secretly proceed with, or expand
its efforts, unless hold back some targets as hostages to the future.

10. Impact over time would probably be crippling, but Iran might still covertly assemble some nuclear
device and could not halt Iranian biological weapons effort.

11. Hitting hard and underground targets could easily require multiple strikes during mission and
follow-on restrikes to be effective.

12. Battle damage would be a significant problem, particularly for large buildings and underground
facilities.

13. Size and effectiveness would depend very heavily on the quality of U.S. intelligence and
suitability of given ordnance, as well as the time the United States sought to inflict a given effect.

14. Much of Iran's technology base would still survive; the same would be true of many equipment
items, even in facilities hit with strikes. Some impact, if any, on pool of scientists and experts.

15. Iranian response in terms of proliferation could vary sharply and unpredictably: deter and delay
versus mobilize and provoke.

16. A truly serious strike may be enough of a deterrent to change Iranian behavior, particularly if
coupled to the threat of follow-on strikes in the future. It still, however, could as easily produce
only a cosmetic Iranian change in behavior at best. Iran might still disperse its program even more
and shift to multiple, small, deep underground facilities.

17. Might well provoke Iran to implement (more) active biological warfare program.
18. An oil embargo might be serious.

19. Iranian government could probably not prevent some elements in Iranian forces and intelligence
from seeking to use Irag, Afghanistan, support of terrorism, and Hezbollah to hit back at the
United States and its allies if it tried; it probably would not try.

20. International reaction would be a serious problem, but the United States might well face the same
level of political problems as if it had launched a small strike on Iranian facilities.

Major U.S. Attacks on Military and Related Civilian Targets:
1. Would take 1,000-2,500 cruise missiles and strike sorties

2. Hit al |l suspect facilities for nucleambasmidossil e,
targets including universities and dual-use facilities.
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10.

11.

12.

13.

14.

15.

16.
17.
18.

19.

Either strike extensively at Iranian capabilities for asymmetric warfare and to threaten tanker
traffic, facilities in the Gulf, and neighboring states or threaten to do so if Iran should deploy for
such action.

Would require a major portion of total U.S. global assets. Need to combine B-2s, other bombers,
and carrier-based aircraft and sea-launched cruise missiles. Would need land base(s) in the Gulf
for staging, refueling, and recovery. Staging out of Diego Garcia would be highly desirable.

Would probably take several weeks to two months to fully execute and validate.

Goal would be 70-80-percent-plus of the most costly and major CBRN, missile, and other delivery
systems, key conventional air and naval strike assets, and major military production facilities
critically damaged or destroyed.

Hit at all high-value targets recognized by the IAEA and EU3 to show credibility to Iran,
minimize international criticism, but also possible sites as well.

Strike at all known new sites and activities to show Iran cannot secretly proceed with, or expand
its efforts, unless hold back some targets as hostages to the future.

Hitting hard and underground targets could easily require multiple strikes during mission and
follow-on restrikes to be effective.

Impact over time would probably be crippling, but Iran might still covertly assemble some nuclear
device and could not halt Iranian biological weapons effort.

Battle damage would be a significant problem, particularly for large buildings and underground
facilities.

Size and effectiveness would depend very heavily on the quality of U.S. intelligence and
suitability of given ordnance, as well as the time the United States sought to inflict a given effect.

Much of Iran's technology base would still survive; the same would be true of many equipment
items, even in facilities hit with strikes. Some impact, if any, on pool of scientists and experts.

Iranian response in terms of proliferation could vary sharply and unpredictably: deter and delay
versus mobilize and provoke.

Such a series of strikes might be enough of a deterrent to change Iranian behavior, particularly if
coupled to the threat of follow-on strikes in the future. It still, however, could as easily produce
only a cosmetic Iranian change in behavior at best. Iran might still disperse its program even more,
and shift to multiple, small, deep underground facilities.

Might well provoke Iran to implement (more) active biological warfare program.
An oil embargo might be serious.

Iranian government could probably not prevent some elements in Iranian forces and intelligence
from seeking to use Irag, Afghanistan, support of terrorism, and Hezbollah to hit back at the
United States and its allies if it tried; it probably would not try.

International reaction would be a serious problem, and far greater than strikes that could be clearly
associated with Iran's efforts to proliferate.

Delay and Then Strike:

1.

4.

The United States could execute any of the above options and wait until after Iran provided proof

it was proliferating. Such a fismoking guno

and international tolerance or consensus
Iran will have committed major resources and created much higher value targets

The counter-risk is an unanticipated Iranian breakout: some form of Iranian launch on warning,
l aunch under attack, or survivable fAride

Iranian dispersal and sheltering may be much better.
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5. Iran might have biological weapons as a counter.
6. Allied and regional reactions would be uncertain. Time tends to breed tolerance of proliferation.
Ride Out Iranian Proliferation:

1. Announce or quietly demonstrate U.S. nuclear targeting of Iran's military and CBRN facilities and
cities.

2. Tacitly sighghtt&. SorApgseaall nuclear retaliation

3. Deploy anti-ballistic and cruise missile defenses, and sell to Gulf and neighboring states.

e

Signal U.S. conventional option to cripple Iran by destroying its power generation, gas, and
refinery facilities.

Provide U.S. guarantees of extended deterrence to Gulf States.
Tacitly accept Saudi acquisition of nuclear weapons.
Maintain preventive/preemptive option at constant combat readiness. Act without warning.

Encourage Israel to openly declare its strike options as a deterrent.

© © N o O

Announce doctrine that any Iranian use of biological weapons will lead to nuclear retaliation
against Iran.

| r afinid® sutd option is one that many commentators need to consider in more depth,
particul ar | y capital investmert is &insited,lits @ogréms are not fully
mature, the United States cannot be sure of destroying a target mix Iran cannot replace,
and the United States does not have broad international support for its attacks. Unless the
United States does find evidence of an imminent Iranian threat--which at this point might
well require Iran to find some outside source of nuclear weapons or weapons-grade
material--the United States may well simply choose to wait. Patience is not always a
virtue, but it has never been labeled a mortal sin.

Furthermore, these options do deteriorate with time. The more Iran disperses its facilities
and forces, and make them redundant, the larger the attack the US much launch and the

greater the risk of at least partial failu r e . Il rands air defenses

modern fighters and a system like the S-300. The risk Iran has some form of covert
weapons storage, or an early form of launch of warning or launch under attack also grows
with time, as does the fact that once it has fissile material, the key component in a nuclear
weapon might well survive any US strike.

Iranian Retaliation against U.S. Strikes

The United States would have political problems in exercising such its military options,
particularly if they require extended restrikes and coverage of Iran over time. Turkey and
the Southern Gulf states would be reluctant to provide bases and facilities. Britain,
France, Germany, Russia and China are not prepared to support such strikes at this point,
although they might if Iran tests or provides more evidence that it is moving forward. The
UN would probably oppose such actions, as would most US allies.

U.S. military options also are not risk-free. As is the case with Israeli attacks on Iran,
Tehran has several retaliatory options:

91 Retaliate against U.S. forces in Irag and Afghanistan overtly using Shahab-3 missiles armed with
CBR warheads.

Wi
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1 Use proxy groups including al-Zargawi and Sadr in Iraq to intensify the insurgency and escalate
the attacks against U.S. forces and Iraqi Security Forces.

Turn the Shi'ite majority in Iraq against the U.S. presence.

Attack the U.S. homeland with suicide bombs by proxy groups or deliver CBR weapons to Al
Qabdida to use against the United States.

1 Use its asymmetric capabilities to attack U.S. interests in the region, including soft targets, e.g.,
embassies, commercial centers, and American citizens.

1 Attack U.S. naval forces stationed in the Gulf with anti-ship missiles, asymmetric warfare, and
mines.

1  Attack Israel with missile attacks possibly with CBR warheads.

Retaliate against energy targets in the Gulf and temporarily shut off the flow of oil from the Strait
of Hormuz.

91 Stop all of its oil and gas shipments to increase the price of oil and inflict damage on the global
and U.S. economies.

Iran has close relations with many Iraqi Shi'ites, particularly Shi'ite political parties and
militias. While the consequences of U.S. military attacks against Iran remain unclear, the
Shi'ite majority in Iragq can (1) ask the United States forces to leave Iraq, (2) instigate
Shi'ite militia groups to directly attack U.S. forces, and/or (3) turn the new Iraqi security
and military forces against U.S. forces in Iraqg.

As has been described in earlier chapters, Iran has extensive forces suited to asymmetric
warfare. It could not close the Strait of Hormuz, or halt tanker traffic, but it could
threaten and disrupt it and create a high-risk premium and potential panic in oil markets.
Iran could potentially destabilize part of Afghanistan and use Hezbollah and Syria to
threaten Israel.

Iran can also use its IRGC asymmetric warfare assets to attack U.S. interests in the
region. Iranian officials do not hide the fact that they would use asymmetric attacks
against U.S. interests. For example, a Brigadier General in the IRGC and the commander

of the HALovers o f Ma r t yRezad Jaafari, Breatenedi bSO n, 0

interests with suicide operations if the United States were to attack Iran:®

Now that America is after gaining allies against the righteous Islamic Republic and wants to attack
our sanctities, members of the martyrdom-seeking garrisons across the world have been put on
alert so that if the Islamic Republic of Iran receives the smallest threat, the American and Israeli
strategic interests will be burnt down everywhere.

The only tool against the enemy that we have with which we can become victorious are
martyrdom-seeking operations and, God willing, our possession of faithful, brave, trained and
zealous persons will give U.S. the upper hand in the battlefield...

Upon receiving their orders, our martyrdom-seeking forces will be uncontrollable and a guerrilla
war may go on in various places for years

America and any other power cannot win in the unbalanced war against us.

Iran could seektocreat e an all i ance with extremi
their hostility to Shi'ites. It can seek to exploit Arab and Muslim anger against U.S. ties to
Israel and the invasion of Iraq on a global level, and European and other concerns that the
United States might be repeating its miscalculation of the threat posed by Irag and
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striking without adequate cause. Unless Iran is far more egregious in its noncompliance,
or the United States can find a definitive smoking gun to prove Iran is proliferating, Iran
would be certain to have some success in such efforts.

Iran's energy resources are another potential weapon. Shutting off exports would deeply
hurt Iran but would also have an impact on global markets.*® As Iraq found, energy deals
can also sharply weaken support for even diplomatic options, and Russia and China
might well oppose any kind of U.S. military strike, regardless of the level of justification
the United States could advance at the time.

Containment: Reacting to the Factran Becomes a Seous
Nuclear Power

Iran already faces a kind of containment. The US and Israel have a nuclear monopoly. A
combination of US, British, French, and Gulf forces can decisively defeat Irand6 s f o
either conventional or asymmetric warfare, although scarcely without cost. The Gulf
States, Israel, and the US have limited missile defenses and Iran does not even have
effective fighter and surface-to-air missile capability. War with Iran is scarcely desirable,
but Iran cannot escalate to the point where it wins any conflict unless its opponents fail to
organize and fail to fight back. It also would lose any attempt to out escalate its
opponents decisively and at vastly greater cost.

The situation will change strikingly if Iran goes from developing nuclear weapons and
long-range missiles to deploying an effective nuclear strike capability. At this point in
time, there is no way to be certain what such a force would look like or how capable it
would be, but certainly the political-psychological impact would be enormous.

As has been discussed earlier, there are many different ways in which Iran can
proliferate, deploy nuclear-armed or other chemical, biological, radiological, and nuclear
(CBRN) weapons, and use them to deter, intimidate, and strike against other nations. All
have only one thing in common: they are all provocative and dangerous to any nation
Iran may choose to try to intimidate and target.

At the same time, Iranian nuclear weapons and missiles are provocative and will almost
certainly be dangerous to Iran. Iran has no monopoly on escalation. It almost certainly
will provoke nuclear deterrence in kind, and this means creating a nuclear warfighting
capability to strike at Iran at least as devastating as the damage Iran could do to any
neighboring state, including Israel. Deterrence will be accompanied by defense, and this
means are broader arms race in the region.

|l randsalaceadynwsare | eading | rands sou
missile defenses and modern combat aircraft, and pushing them into clear relations with
the US. They are probably leading Israel to develop nuclear forces than can ride out any
Iranian attack and destroy Irané cities and population. They may lead other neighboring
states to seek their own nuclear missile forces, and they may well lead the US to
deployed nuclear-armed submarines or other nuclear forces targeted on Iran.

Deterrenceand Nuclear Warfighting

Deterrence almost certainly means nuclear targeting of Iran by Israel, the US, and
possibly neighboring countries. Even Iranian ambiguity will probably lead Israel and the
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United States--and possibly India, Pakistan, and Russiad to develop nuclear options to
deter or retaliate against Iran. Israeli and/or U.S. restraint in striking Iran does not have to
stop at the first convincing Iranian threat to use nuclear or highly lethal biological
weapons, but it could do so.

Such targeting is almost certain to begin with countervalue options di r ect ed at I r e
cities and population, rather than counterv al ue targets directed aga
forces. Iran already has mobile missile forces, and these will become steadily easier to

disperse once their numbers and range increase, Iran acquires quick reaction liquid fuel or

solid fuel missiles, lIran ac qui res mor e nucl ear war heads, a
command and control systems improve. Iran also has the options of launch on warning,

launch under attack, and covert sea basing on surface ships. Some form of counterforce

strike may still be possible, but it seems likely that Iran will face retaliatory threats and

deterrents thatare largelyfici t y bustingo in character.

Israeli Deterrence

There already are reports that Israel is developing a sea-based launch capability and that
its submarines will be able to launch nuclear armed cruise missiles. It already has
intelligence satellites with the capability to support nuclear targeting of Iran, and it may
have much longer-range missiles than much of the literature indicates. Israel seems to
have developed large boosters in the late 1980s, it has experience with satellite launches,
and it may have developed or deployed missiles that can reach any target in Iran.”’

If Israel has not already done so, it certainly has the capability to develop and deploy
such weapons in a few years, and the nuclear stockpile to target every major city in Iran
with multiple ground bursts. Iran faces a future where any existential attack on Israel
would almost certainly lead to an existential attack on Iran, and Israel might well have the
advantage, at least for the first decade of any nuclear-armed missile arms race. Israel
probably has thermonuclear weapons while Iran may be limited to much lower yield
fission or early boosted weapons.

Ground bursts on Israeli cities would almost certainly affect the Palestinians and

Jerusalem. Ground burst on Iranian cities would have fall out that was be largely

dissipated in Iran or affected weak border states like Afghanistan. In practice, Israel will
virtually have to find some waytodemon st r ate to I ran that It cat
will not have to demonstrate intent. An Iranian nuclear strike on Israel might not destroy

Israel, but Israel could not ride out such attacks and would have every reason to launch a

pattern of retaliation that would destroy most of lran6s popul ati on and it
recover within any foreseeable amount of time.

US Deterrence

The United States cannot leave a power vacuum in the Gulf. It is easy to talk about
Awi t hdr awheé Guldis not Vietoam. Its location and global dependence on Gulf
energy exports will make it a critical U.S. strategic interest indefinitely into the future.
This means United States cannot ignore the unique security role that only it can perform
in the region. Russiacan stilli nf |l uence some of Il rands neighb
still can play a unique role in working with Turkey, Afghanistan, Pakistan, and Iraqg.
Seeking regional action to both give Iran incentives for good behavior and clear
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collective deterrents to opportunism is going to be just as critical as broader international
action.

The United States is also the only power other than Israel that can deter and defend

against a serious Iranian military threat in the near to midterm. This deterrence can take a

largely conventional form until Iran requires significant nuclear forces. The US can

maintain a high degree of deterrence-related warfighting capability by keeping it
preventive and preemptive military options t
constantly up-to-date, work with its allies to prepare, and maintain the necessary

capabilities and strength to secure the Gulf.

Turkey and Pakistan are strongly enough to deter Iranian conventional and asymmetric
attacks, but Irag, Afghanistan, and the southern Gulf States are not. The United States
needs to maintain the kind of military presence in the Gulf that makes it clear to Iran that
it cannot take military action without the fear or reality of an American response. The
United States must play a critical role in deterrence and containment.

The United States needs to work with the Southern Gulf states to maintain the
conventional military options that can ensure that Iran cannot block the flow of Gulf oil
for more than a few days or weeks, be ready for limited action against any low-level
Iranian adventures, be able to act quickly enough to prevent clashes from becoming war,
and build up its regional allies. In the right political and strategic context, military
containment and deterrence are both carrots and sticks. They deter without threatening,
and they make diplomatic and economic incentives more attractive.

Once Iran has significant nuclear capabilities, however the US may have to deploy

nuclear armed forces targeted on Iran. The United States should not leave the southern

Gulf States, Turkey, and Israel vulnerablet o I r ani an attack without I
any actual Iranian strike would be suicidal.

In fact, the United States should strongly consider making extended deterrence an option
that covers the entire Middle East, including Israel, and do so in ways that leave Iran in
no doubt as to the prospect of U.S. retaliation. Hopefully, Iran will never choose to really
play the nuclear card. If it does, it must be certain that if it does play the game, the
consequences will be suicidal. It must know long in advance that it will lose in ways from
which it can never recover.

Regional Deterrence

As for regional options, Pakistan and India already have nuclear weapons. Other powers
may follow. Even Iranian nuclear ambiguity may prove to be enough to trigger Saudi,
Egyptian, and Turkish efforts to become nuclear powers and actual deployment of
nuclear armed Iranian forces would provide a much stronger incentive for such action.
Saudi Arabia has already said that it has examined nuclear options and rejected them, but
this is no certainty and much depends on Iranian action.

Regional powers might show restraint if the United States provided the same form of
extended deterrence it once provided to Germany during the Cold War. But, any form of
broad regional nuclear arms race would be a nightmare for all concerned. The end result
would be a far more threatening mix of CBRN capabilities in the Gulf region and region..
It would extend the near certainty of an Israeli-lranian nuclear arms race to one where
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Israel and its Arab neighbors would have consider targeting and deterring each other, and
raise the potential the threat of nuclear alliances and polarization between Sunni and
Shi 6ite states.

Deferse

l rands neighbor s, E u riropprtant optionis for ddfeSse. Braeld
has already developed and deployed missile defenses and has long possessed advanced
air defense capabilities. Most Southern Gulf states have or are acquiring advanced
surface-to-air missile systems like the Patriot, and many seem likely to buy the US-made
Patriot PAC-3 or Theatre High-Altitude Area Defence (THAAD) missile defense systems
over time. The US is acquiring the ability to project naval forces with Standard SM-2 or
SM-3 missile defense, and the PAC-3 and THAAD. Russia already offers the S-300
surface-to-air missile system in configurations with significant missile defense
capabilities, and is developing the S-400 with substantially more advanced air and
ballistic missile defense capabilities.

This would allow any power in the region to create a significant mix of anti-air, anti-
ballistic missile, and anti-cruise missile capabilities over the next decade. These
capabilities could be reinforced by US power projection capabilities, and by the provision
of US intelligence and warning data. The US can detect Iranian ballistic missile launches,
and has already agreed to provide real time warning to some regional powers.

It should be stressed, however, that defenses are always relative and are as subject to
arms races as offensive systems. Iran will probably be able to deploy decoys and
warheads with limited maneuver o r Aspiral o capabiliti
nuclear-armed missile force. Iran could launch saturation attacks using both short and
longer-range missiles against Gulf and other neighboring states. Larger and more
powerful missiles can be used to launch mixes of multiple warheads and decoys and to
increase closing velocities in ways that reduce the area coverage and probability of
intercept of missile defenses. Iran can develop mixes of ballistic and cruise missiles to
create more complicated patterns of attack.

Iran will have enough aircraft, UAVs, UCAVs, drones, and decoys to potentially saturate
local air defenses i particularly if the Southern Gulf states and Iraq do not develop truly
integrated air defense systems. It can attack coastal targets by having a ship or even small
vessel move into the area or a port. This is a critical potential threat and deterrent if it
involves a critical oil loading facility or water desalination plant, or port city. There are
also reports that Iran has already experimented with Scud launches from commercial
ships. Effective air and missile defenses could alsoincreas e | ranédés wi |l
covert or proxy nuclear and biological attacks.

It should be stressed that whatever defenses are deployed, much will depend on the
overall architecture of the entire air-missile-naval-counterinfiltration systems that
defending nations deploy, and the level of integration or interoperability involved.
Simply buying ballistic missile defense fire units, for example, will at best involve
uncertain point defense capabilities and might well simply mean acquiring expensive and
ineffective Atoys. o

es

srael

by t

ngnes
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Creating wide area air and missile defenses that include the right mix of overall fire unit

deployment and locations, wide area interceptors, warning, and battle management

systems is a very different story. This will be particularly true if missile defenses are

integrated with air defense systems, and are integrated or truly interoperable with

neighboring and US missile and air defense systems.| r andés options for sat:
and Aend runso wil |l be much more | imited.

It is also important to note that civil and passive defenses, and a mix of sensors and
reporting systems that can quickly detect and characterize the nature of a nuclear and
biological attack also offer important defensive options. Even a limited fall out shelter
program could sharply reduce the casualties from an Iranian attack on most of the regions
large, spread out, cities. Redundant and/or netted water facilities, energy export facilities,
port facilities, and power grids could also reduce the impact of an Iranian attack T as
could stockpiling components to replace or partially substitute for critical infrastructure
nodes and facilities.

The problem with all of these options, however, is that they are likely to reduce i not
eliminate 7 the horrifying consequences of any nuclear or biological attack or exchange.
They also can provoke a dual in which Iran seeks to increase its attack options in size and
capability to match each increase in defense capability.

The Only Way to Win is Not Play

The danger in any analysis of this kind is that it may be viewed as alarmist or as crying
wolfatatimewhenlran0 s acti ons are uncertain, and many
in the future 1 if they materialize at all. Once again, it must be stressed that this agialy

deals with possibilitie$ not probabilitiesi and is not a predictionThe paths described

here, however, are ones that other nations have already taken. Their logic is scarcely

inevitable, but it is a historical reality.

These paths also are easiest to avoid when they have not yet been taken, or when the risk
they pose can be avoided or mitigated by dialog, diplomacy, and even limited forms of
arms control like transparency, inspection, and confidence building measures. It is also
important to look beyond the next stage in proliferation and consider the mid and long
term course it may take. The wolf may not be at the door or near the flock, but wolves do
exist.

It is also important for Iran, Israel, and any other nuclear power to fully understand that
actions produce reactions. Nuclear and biological weapons virtually force some form of
response in kind. They also are not status symbols or tools that somehow guarantee
security simply because their use can be so devastating. History does have long periods
of peace and mutual deterrence; it also has periods of sudden and untended escalation to
nearly total war.

Iran needs to serious consider where its actions will take Iran if it does succeed in
proliferating. It only acquires significant leverage over its neighbors or the US if they do
not respond. If they do, they can out spend, out deploy, and out kill any capabilities Iran
can create. They al so can respond i n kind to Il r a
capabilities, and Iran only gains a tenuous advantage i if any i in using asymmetric
attacks in conjunction with nuclear capabilities if it does not face a nuclear threat in
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response. Proliferation may offer Iran a more convincing deterrent to outright invasion,
but this risk has always been more a matter of war scares and rhetoric than a reality, and
it also involves a nuclear threat that is so risky that it may be seen as a bluff that can be
called.

During the Cold War,aUSmoviec al | ed ®8oWarraGasmreed a point that
potential proliferators need to carefully consider, as do all who consider military options

centered around such risks.?® The movie highlighted the fact that any US-Soviet nuclear

exchange had to be so costly to both sides that there was no way either side could gain an

advantage. Iran might well wish to consider a line of dialog from the movie: ist r ange
gameséthe only way to win is not to play. o
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AAA
AEOI
APC
AVLIS
BHRC
BNPP
BW
CAIC
CBRN
CBW
CEP
CIA
CSL
CSP
Ccw
CwC
CwWD
DG
DHS
DIA
DIV
EBW
EIA
EMP
ERI
FEP
FMP
FSU
GA
GB
GLONAS

Appendix A: Key Acronyms
- Anti-Aircraft Artillery
- Atomic Energy Organization of Iran
-Armored Personnel Carrier
- Atomic Vapor Laser Isotope Separation
- Benefcation and Hydrometallurgical Center
- Bushehr Nuclear Power Plant
- Biological Weapons/Warfare
- Chengdu Aircraft Industrial Corporation
- Chemical, Biological, Radiological, and Nuclear warheads
- Chemical and Biological Weapons
- Circular Error Probable
- U.S. Central Intelligence Agency
- Comprehensive Separation Laboratory
- Conference of States Parties
- Chemical Weapons/Warfare
- Chemical Weapons Convention
- Chemical Demilitarization Conference
- Director General
- U.S. Department of Homeland Security
- U.S. Defense Intelligence Agency
- Design Information Verification
- Exploding Bridgewire
- U.S. Energy Information Agency
- Electromagnetic Pulse
- Education Research Institute
- Fuel Enrichment Plant
- Fuel Manufacturing Plant
- Former Soviet Union
- Tabun (Chemical nerve agent)
- Sarin (Chemical nerve agent)
- Global Navigation Satellite System
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GPS - Global Positioning System

IAEA - International Atomic Energy Agency

IAF - Iranian Air Force

IAIO - Iranian Aerospace Industries Organization

IAP - Institute of Applied Physics

IED - Improvised Explosive Devise

1SS - International Institute for Strategic Studies

I0C - Initial Operating Capability

IR-40 - Iran Nuclear Research

IRBM - Intermediate Range Ballistic Missile

IRGC - Islamic Revolutionary Guards Corps

IRGCAF - Iranian Revolution Guards Corps Air Force
IS&R - Intelligence, surveillance, and reconnaissance
Isp - Specific Impulse

JHL - Jabr Ibn Hayan Multipurpose Laboratory

Kof - Kilogram-force

KM - Kimia Maadan Company

LOW - Launch-on-warning

LRICBM - Limited Range Intercontinental Ballistic Missile
LSL - Laser Spectroscopy Laboratory

LUA - Launch-under attack

MEK - Mujahedeen-e-Khalqg

MIX - Molybdenum, lodine, Xenon Radioisotope Production Facility Reactor
MLIS - Molecular Isotope Separation

MOIS -lrands Ministry of Intelligence
MRBM - Medium Range Ballistic Missile

MTRC - Missile Technology Control Regime

NATO - North Atlantic Treaty Organization

NBC - Nuclear Biological Chemical

NCRI - National Council of Resistance of Iran

NGO - Nongovernmental organization

NIOC - National Iranian Oil Company

NNPT - Nuclear Non-Proliferation Treaty

and
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NPT
NTI
OB
ODNI
OPCW
PFEP
PHRC
PIT
PLC
PPE
PRC
R&D
SHIG
SLBM
SNSC
SRBM
SUT
SWu
TEL
TERCOM
TNRC
TRR
UAV
UCAV
UCF
uo2
UF4
UF6
WHO
WME
WMM
WMP
YRPC

- Non Proliferation Treaty

- Nuclear Threat Initiative

- Order of Battle

- U.S. Office of the Director of National Intelligence
- Organization for the Prohibition of Chemical Weapons
- Pilot Fuel Enrichment Plant

- Physics Research Center

- Physical Inventory Taking

- Programmable Logic Control

- Personal Protective Equipment

- Peoples Republic of China

- Research and Development

- Shahid Hemat Industrial Group

- Submarine Launched Ballistic Missile
-l rands Supreme National
- Short Range Ballistic Missile

- Sharif University of Technology

- Separative Work Units

- Transporter-Erector-Launcher

- Terrain Contour Matching

- Tehran Nuclear Research Center
- Tehran Research Reactor

- Unmanned Aerial Vehicles

- Unmanned Combat Aerial Vehicles

- Uranium Conversion Facility

- Uranium Dioxide

- Uranium Tetrafluoride

- Uranium Hexafluoride

- World Health Organization

- Weapons of Mass Expenditure

- Weapons of Mass Media

- Weapons of Mass Panic

- Yazd Radiation Processing Center
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ZKA - German Customs Office of Criminal Investigations
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effort hadbeen made to avoidafiyvhow t oo | evel of accuracy.
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