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The following report is a rough initial draft section of a full report on Homeland
Defense being prepared as part of the CSIS Homeland Defense project. It is a
rough working draft, and reflects solely the views of the author and not of the
CSIS team working on the project. It is being circulated for comment and
reaction and will be substantially modified and updated before being included in
thefinal report.
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Executive Summary

There is a wide spectrum of potential threats to the American homeland that do not
involve the threat of overt attacks by states using long-range missiles or conventional military
forces. Such threats include covert attacks by state actors, state use of proxies, independent
terrorist and extremist attacks by foreign groups or individuals, and independent terrorist and
extremist attacks by residents of the US. These threats are currently limited in scope and
frequency. No pattern of actual attacks on US territory has yet emerged that provides a clear
basis for predicting how serious any given form of attack will be in the future, what means of

attack will be used, or how lethal new forms of attack will beif they are successful.

As aresult, there is a major ongoing debate over the seriousness of the threat and how the
US government should react. A GAO report on terrorism summarizes the various views within

the US government regarding these uncertainties as follows:"

...there are three schools of thought on the terrorist threat: (1) some believe the threat and likelihood of
terrorist attack is very low and does not pose a serious risk ; (2) others believe the threat and likelihood of
terrorist attack is high and could serioudly disrupt the U.S. national and economic security; and (3) still
others believe assessments of the threat and vulnerability to terrorist attack need to be accompanied by risk
assessments to rationally guide the allocation of resources and attention. The expert further stated that such
risk assessments would include analyses of vulnerability and susceptibility to terrorist attack and the
severity of potential damage. According to U.S. intelligence agencies, conventional explosives continue to
be the weapon of choice for terrorists. Although the probability of their use may increase over time,
chemical and biological materias are less likely terrorist weapons because they are more difficult to
weaponize and the results are unpredictable. Agency officials also noted that terrorist’s use of nuclear
weaponsis the least likely scenario, although the consequences could be disastrous.

It is difficult to predict how these threats will evolve in the future. Potential attackers
have good reason to fear American military power, and most are unlikely to launch such attacks
without considering the risks. At the same time, America s very strengths create an incentive to
attack it using asymmetric forms of warfare. The US homeland is vulnerable. Waging
asymmetric warfare against the US offers both the greatest chance of success and the least risk of
retaliation, and some key technologies are evolving in ways that aid the attacker. For example,
biological warfare and information warfare will inevitably make the potential threat from both

foreign and domestic attackers more serious over time.

It is equally difficult to predict whether attackers will emerge with both the capability and
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willingness to use weapons of mass destruction. It is not difficult to predict that such attacks are
possible. Attacks involving very large amounts of high explosives or chemical, biological,
radiological, and nuclear (CBRN) attacks have long been technically feasible, and the
“globalization” of chemical and biological technologies and production facilities its making
some weapons easier to develop or acquire. Nuclear proliferation continues and the levels of
control over weapons, fissile material, and radioactive materia are uncertain. Attacks using such
weapons can involve a wide range of different levels of casualties, but they can involve attacks
that could kill well over 10,000 to 100,000 Americans, with economic, physical, psychological,
and political effects that are radicaly different from any covert, terrorist, or extremist attacks that
have occurred to date.

These risks help explain why the US has steadily refined its policy toward terrorism and
the risk of such attacks since Vice President's Task Force on Terrorism issued a report in 1985
which highlighted the need for improved, centralized interagency coordination of the significant
federal assets to respond to terrorist incidents. The US response to potential threats from covert
attacks by state actors, their proxies, or independent extremists and terrorists has changed even

more since the mid-1990s.

The National Defense Authorization Act for Fiscal Year 1994, Public Law No.103-160,
Section 1703 (50 USC 1522) mandated the coordination and integration of all Department of
Defense chemical and biological (CB) defense programs. As part of this coordination and
integration, the Secretary of Defense was directed to submit an assessment and a description of
plans to improve readiness to survive, fight and win in a nuclear, biological and chemica (NBC)

contaminated environment..

The bombing of the federal building in Oklahoma City led to the issuance of Presidential
Decision Directive 39 (PDD-39) in June 1995. PDD-39 built on the previous directive and
contained three key elements of a nationa strategy for combating terrorism: (1) reduce
vulnerabilities to terrorist attacks and prevent and deter terrorist acts before they occur; (2)
respond to terrorist acts that do occur-crisis management-and apprehend and punish terrorists;
and (3) manage the consequences of terrorist acts, including restoring capabilities to protect
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public health and safety and essential government services and providing emergency relief. This
directive aso further elaborates on agencies roles and responsibilities and some specific

measures to be taken regarding each element of the strategy.’

These policies have since been further developed by two key Presidential Decision
Directives, PDD-62 and PDD-63, which were issued in 1998. PDD-62 reaffirmed the basic
principles of PDD-39, but clarified and reinforced the specific missions of the US agencies
charged with defeating and defending against terrorism, and created a new and more systematic
federal approach to fighting the emerging threat posed by weapons of mass destruction (WMD).
This includes programs to deter terrorist incidents involving chemical, biological, radiological,
and nuclear weapons, and to manage the consequences if such incidents should occur. PDD-63
called for a national effort to assure the security of critical infrastructure. It covers both critical
infrastructure protection and cyber crime, and the security of both government and private sector
infrastructure to ensure national security, national economic security, and public health and
safety.

New legidation has also shaped US policy. “The Defense Against Weapons of Mass
Destruction Act,” contained in the National Defense Authorization Act for Fiscal Year 1997
(title X1V of P.L. 104-201, Sept. 23, 1996), established the Nunn-Lugar-Domenici Domestic
Preparedness Program. This act made the Department of Defense the lead federal agency for
implementing the program, and is to work in cooperation with the FBI, the Department of
Energy, the Environmental Protection Agency, the Department of Health and Human Services,
and the Federal Emergency Management Agency.” Equally important, major new funds have
been spent on federal programs to deal with these threats, and federal spending increases by at
least 43% between FY 1998 and FY 2001.

At the same time, there is no way for federal, state, and local governments to predict what
attackers will actually take the risk of launching attacks on the US, or to predict the kind of event
or crisis that could suddenly change their willingness to use any given means and level of attack.
There are no clear boundaries that separate one form of attack from another, or that allow the US

government to predict where and how it will have to attack to defend against an attack or to
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respond to one.

While it is tempting governments to plan for the kind of cleanly defined single incident
with which governments can best cope, there is no reason to assume that an attacker must follow
such rules. Multiple attacks can greatly complicate defense and response and use different means
of attack. A single attack can use a variety of weapons ranging from a mix of biological agentsto
amix of chemical and information warfare. One attacker can piggyback on the attack of another,
and attacks on the US homeland can be linked to attacks on Americans overseas or our alies.
The very threat of an attack can be used to try to deter the US from attacking or exercising its
diplomatic or military power or to try to force a domestic political agenda on federa, state, or
local governments.

Equally important, Homeland defense must respond to a constantly changing threat.
Many of the actions necessary to defend the American homeland will take years — sometimes
well over a decade — to fully implement. In many cases, research and development is required,
and the end result must then be transformed intro deployed and effective capabilities at the
federal, state, and local level. Such action can only be cost-effective, however, if it has a

reasonable life cycle or period of effectiveness.

As a result, the US must take decisions now that shape programs that will affect its
capabilities as much as a quarter of a century in the future. It must do so knowing that it cannot
predict what new threats will or will not emerge, and that. grave uncertainties exist regarding the
emergence of new methods of attack and defense, and the balance of technology between them.
The world can evolve in radically different directions, and is almost certain to do so. The level of
foreign threats can vary sharply by region, and the level of domestic threats can change
strikingly. Santayana s warning that those who cannot remember the past are condemned to
repeat it is as valid as ever, but those who ignore the uncertainty of future change may well face
far more serious problems.

These uncertainties have polarized part of the debate over the threat posed by weapons of
mass destruction and attacks producing mass casualties. There are those who believe
passionately that such attacks on the US homeland are inevitable. There are those who believe
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the threat is unreal, and its an exaggeration that has grown out the search for new threats
following the end of the Cold War. There are debates over how the threat should be categorized
and prioritized, what response measures are needed if any, and what kinds of attack are most
likely. So far, these debates have provided many insights as to what may happen, but no basis for

resolving the many uncertainties involved.

Commission Recommendations

Three maor commissions have released reports with recommendations applying to
federal counterterrorism efforts in 1999 and 2000. The Advisory Panel to Assess Domestic
Response Capabilities, also known as the Gilmore Commission, released its first report,
“Assessing the Threat,” on December 15, 1999. The National Defense Authorization Act for
Fiscal Year 1999 created the Gilmore Commission. The Act directed the Gilmore Commission
to assess federal domestic preparedness programs, including training for local responders,
coordination and funding, and local equipment deficiencies, and to release three annual reports.

The Commission gave eight recommendations on domestic preparedness in its first report.

The National Commission on Terrorism, also known as the Bremer Commission,
released its report, “Countering the Changing Threat of International Terrorism,” in June 2000.
The 1999 Foreign Operations, Export Financing, and Related Programs Act established the
Bremer Commission and directed the Commission to review federal counterterrorism policies
regarding the prevention and punishment of international terrorism against the United States.
The Commission excluded domestic terrorism and consequence management from the scope of
its study. The Commission had a wide variety of recommendations ranging from intelligence to
domestic preparedness.

Comparison of Major Recommendations

The U.S. Commission on National Security/21st Century, aso known as the Hart-
Rudman Commission, was mandated to examine and propose changes to the nationa security
strategy to prepare for the 21st Century. The Hart-Rudman Commission released its strategy
report, “Seeking a National Strategy: A Concert for Preserving Security and Promoting
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Freedom,” on April 15, 2000. Though the Hart-Rudman Commission gave broad strategic
recommendations, some apply to federal counterterrorism efforts. Since the each commission
had a different area of focus, no identical recommendation came from all three commissions.
However, there areas where the recommendation of two of the three commissions match. Many
recommendations from the Gilmore Commission and the Hart-Rudman Commission coincide

with the Bremer Commission because the Bremer Commission had the widest scope on terrorism

Evaluating Major Recommendations

The previous analysis validates many of these recommendations, athough it raises
important questions about others.

Gilmore and Bremer Commissions: Executive Coordination and M anagement

The Gilmore Commission had similar recommendations to the Bremer Commission in
four areas. executive coordination, congressional coordination, information collection and
dissemination, and authority roles. For executive coordination, both commissions recognize that
the federal agencies are uncoordinated in regards to counterterrorism. To aleviate this problem,
the Gilmore Commission supports the concept of the NDPO:

...the Federal bureaucratic structure is massive and complex. In various forums, state and local officials
consistently express frustration in understanding where or how to enter this bureaucratic maze to obtain
information, assistance, funding and support. In addition, Federal programs, especially those involving
grants for funding or other resources, may be overly complicated, time consuming, and repetitive.

In recent months, the Federal Bureau of Investigation, pursuant to its “lead-agency” role (specified in the
related Presidential Decision Directives) for crisis management for terrorism involving weapons of mass
destruction, was directed by the Attorney General of the United States to organize, within its own
resources, a National Domestic Preparedness Office (NDPO). The ostensible purpose of the NDPO is to
serve as afocal point and “clearinghouse” for related preparedness information and for directing state and
local entities to the appropriate agency of the Federal government for obtaining additional information,
assistance, and support. There has been discussion about the issue of whether the FBI is the appropriate
location or whether the NDPO structure and approach is the most effective way to address the complexities
of the Federal organization and programs designed to enhance domestic response capabilities. The Panel is
convinced that the concept behind the NDPO is sound, and notes with interest that the Congress has
recently authorized and appropriated funds ($6 million) for the operation of the NDPO. While that
authority will give the NDPO some wherewithal to operate and to hire persons from outside the FBI, the
Panel has seen no specific direction to other Federal agencies to provide personnel or other resources to the
NDPO, to assist in a concerted, well-coordinated effort.

The Bremer Commission takes a more direct approach to solving the coordination
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problem and recommends that the national counterterrorism coordinator participate in OMB

budget decisions:

The United States does not have a single counterterrorism budget. Instead, counterterrorism programs exist
in the individual budgets of 45 departments and agencies of the Federal Government. The Nationa
Coordinator for Security, Infrastructure, and Counterterrorism (currently a member of the President's staff)
is responsible for ensuring that the counterterrorism programs in these departments and agencies meet the
President’'s overall counterterrorism objectives. To discharge this responsibility, the National Coordinator
established a process to set priorities, develop counterterrorism initiatives and review their funding in
agency budgets. This process is an efficient means of balancing counterterrorism program requirements
against other agency priorities, but it has a significant drawback. The National Coordinator has no role in
the critical step when the Office of Management and Budget (OMB) decides what agency programs will be
funded and at what levels. This decision is conveyed to the agencies when budget revisions are passed back
to the agencies (called passbacks).

The Commission believes that whoever coordinates the national counterterrorism effort on behalf of the
President should also have the authority to ensure that the President's counterterrorism objectives are
reflected in agency budgets. That means the coordinator should participate with OMB in the passback of
counterterrorism budget submissions, as well as in the final phase of the budget process when agencies
appeal OMB's decisions

Gilmore and Bremer Commissions. Congressional Oversight

The Gilmore and Bremer Commissions also agreed that congressiona coordination and
oversight of counterterrorism programs needed improvement. The Gilmore Commission
recommended an ad hoc Joint Specia or Select Committee to coordinate congressional

involvement in counterterrorism:

In much the same way that the complexity of the Federal bureaucratic structure is an obstacle—from a state
and local perspective—to the provision of effective and efficient Federal assistance, it appears that the
Congress has made most of its decisions for authority and funding to address domestic preparedness and
response issues with little or no coordination. The various committees of the Congress continue to provide
authority and money within the confines of each committee's jurisdiction over one or a limited number of
Federal agencies and programs. The Panel recommends, therefore, that the Congress consider forming an
ad hoc Joint Specia or Select Committee, composed of representatives of the various committees with
oversight and funding responsihilities for these issues, and give such an entity the authority to make
determinations that will result in more coherent efforts at the Federal level.

The Bremer Commission did not go as far as to recommend a joint committee but did
suggest joint hearings as a first step towards congressional coordination:

...Congress should develop mechanisms for coordinated review of the President's counterterrorism policy
and budget, rather than having each of the many relevant committees moving in different directions without
regard to the overall strategy.

As a first step, the Commission urges Congress to consider holding joint hearings of two or more
committees on counterterrorism matters. In addition, to facilitate executive-legidative discussion of
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terrorism budget issues, the House and Senate Appropriations committees should each assign to senior staff
responsibility for cross-appropriations review of counterterrorism programs.

Finally, the Commission notes the importance of bipartisanship both in Congress and in the executive
branch when considering counterterrorism policy and funding issues.

Both the Gilmore and Bremer Commissions highlighted the need for improved
information collection and dissemination between counterterrorism officials. The Gilmore
Commission cited the Los Angeles area and New England as possible models information
sharing and suggests additional security clearances for state and local officials:

State and local officials express the need for more “intelligence”, and for better information sharing among
entities at all levels on potential terrorist threats. While the Panel is acutely aware of the need to protect
classified national security information, and the sources and methods by which it may have been obtained,
the Panel believes that more can and must be done to provide timely information—up, down, and laterally,
a al levels of government—to those who need the information to provide effective deterrence,
interdiction, protection, or response to potential threats. This may entail granting security clearances to
additional officials at the state and local level. And as noted, the FBI report on Project Megiddo, and the
briefings of its findings to state and local officials, is salutary.

The Panel is also aware of effortsin the Los Angeles area, in connection with the operational area terrorism
working group (TWG) composed of LA county and municipal agencies, and the ared' s terrorism early
warning (TEW) group; and of the multi-jurisdictional effort in New England aimed at collective
information sharing of terrorist and other criminal threats. Those initiatives, as well as others that have been
formed under the auspices of the FBI program to establish joint terrorism task forces, could be models for
other regional programs, and for Federal interface with state and local jurisdictions, to improve and
facilitate information sharing.

The Pand is convinced that efforts in this area must be based on the use of the most modern information
technology available.

Gilmore and Bremer Commissions: I ntelligence Gathering and Sharing

The Bremer Commission provides a series of specific recommendations to improve
intelligence gathering and sharing. The Commission received much criticism for recommending
the CIA recruitment of terrorist informants even if they have been involved in human rights
violations. However, the Commission said that the CIA had been creating an “overly risk

averse” environment and needed to send a clear message that recruiting terrorists is a good thing.

There seems good reason to endorse this conclusion. The use of suspect informants is the
source of most civil law enforcement activity and much of the collection of human intelligence
collection. If law enforcement and intelligence agencies were denied access to such sources on
legal or humanitarian grounds, this would cripple their activities and produce immense additional
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human suffering. Terrorists are not usually criminals, and often have strong ideological motives.
They are harder to track and subvert, and they are potentially far more dangerous. In the case of
terrorists associated with the risk of CBRN attacks on the use, the threat is so great that it can
literally be catastrophic. The Bremer Commission’s recommendation is common sense, opposing

it meanstrying to live in afantasy world that makes no sense at all.

The Bremer Commission also concluded that the FBI has a “risk-averse culture” and
needed to clarify the guidelines for collecting information on possible international terrorists.
Among the other recommendations of the Bremer Commission was the relaxation of DOJ
scrutiny for approving electronic survelllance, the need for modern computer and
communications technology to keep up with terrorists, the need for more linguists, and the need
for the maximum dissemination of terrorist-related information as the law allows to relevant
officials. There seems to be considerable truth in these comments as well, but it is unclear that
the FBI has arisk averse culture as distinguished from DOJ, and part of the problem seems to be
the tacit assumption that the same procedures should be followed for al threats. There amost
certainly is a strong case for treating the risk of CBRN attacks differently from lower level
threats, and establishing review and authorization procedures to take more “risks’ in detecting
and preventing such attacks.

Gilmore and Bremer Commissions: Clarify Authority and Command
and Control - Giving the Department of Defense a Lead Role

The fourth and last area of agreement between the Gilmore and Bremer Commissions
was the need to clarify authority and command and control when a terrorist act occurs. The
Gilmore Commission believes that the issues of “who’'s in charge” and how command and
control is transferred from local responders to federal officials needs to be resolved. The
Gilmore Commission said:

Increasingly, the Panel and its supporting staff have heard the question raised, “When an incident occurs,
who's in charge? The Panel has initialy concluded that there is no single answer to the question—a
determination will likely have to be made on a case-by-case basis, taking into consideration, among other
factors, the nature of the incident; the perpetrator source; the actual or potential consequences immediately
and over time; and the then-current capabilities for effective response at various levels. In every actua
terrorist incident, non-Federal local responders will aways be in charge initially, unless of course the
incident occurs on a military or other Federal reservation which has its own response capability. Even in
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the latter case, an incident may be of such proportions that non-Federal responders may be just as engaged,
if not more so, as the Federal responders on the government enclave may be.

...When an actua incident is or becomes one that requires a major Federal response, to the point that a
Federal entity may have to “take command” of an operation, the issue of when and how an appropriate
“hand-off” from local to Federal authorities takes place continues to be a significant one for resolution—
sooner rather than later. While the Panel is aware that the issue is being addressed in inter-agency and inter-
governmental agreements, and is being included in a number of exercises, efforts by entities at al levels
must, in the opinion of the Panel, be accelerated to provide the necessary agreed-on templates for such
hand-offs to take place. Thisissue, especially any specific agreements that may be reached between Federal
and local officials, should aways be included in related training, exercises, and other appropriate forums, to
ensure that any such transition will be as smooth as possible in an actua operation.

The Bremer Commission made two related recommendations about authority and
command and control, one of which caused some controversy. The Commission recommended
the DOD create contingency plans to take assume the lead in the case of a terrorist act so
devastating that no other agency is capable of handling. The Commission said:

The Department of Defense's ability to command and control vast resources for dangerous, unstructured
situations is unmatched by any other department or agency. According to current plans, DoD involvement
is limited to supporting the agencies that are currently designated as having the lead in a terrorism crisis,
the FBI and the Federal Emergency Management Agency (FEMA). But, in extraordinary circumstances,
when a catastrophe is beyond the capabilities of local, state, and other federal agencies, or is directly related
to an armed conflict overseas, the President may want to designate DoD as a lead federal agency. This may
become a critical operational consideration in planning for future conflicts. Current plans and exercises do
not consider this possibility.

An expanded role for the DoD in a catastrophic terrorist attack will have policy and legal implications.
Other federal agencies, the states, and local communities will have major concerns. In preparing for such a
contingency, there will also be internal DoD issues on resources and possible conflicts with traditional
military contingency plans. These issues should be addressed beforehand.

Effective preparation also requires effective organization. The DoD is not optimally organized to respond
to the wide range of missions that would likely arise from the threat of a catastrophic terrorist attack. For
example, within DoD several offices, departments, Unified Commands, the Army, and the National Guard
have overlapping responsibilities to plan and execute operations in case of a catastrophic terrorist attack.
These operations will require an unprecedented degree of interagency coordination and communication in
order to be successful.

There are neither plans for the DoD to assume a lead agency role nor exercises rehearsing this capability.
Hence, these demanding tasks would have to be accomplished on an ad hoc basis by the military.

The recommendation was distorted by some to mean that the DOD should be the lead
agency in all cases of terrorist acts, an assertion the Commission has denied. The Commission
recognized that it is possible for aterrorist act to be so overwhelming that only the DOD would
be capable responding. The Commission also recommended clarification of the legal authority
of responders have in instances of catastrophic terrorism so no one hesitates or acts improperly.
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The Commission said:

The Constitution permits extraordinary measures in the face of extraordinary threats. To prevent or respond
to catastrophic terrorism, law enforcement and public health officials have the authority to conduct
investigations and implement measures that temporarily exceed measures applicable under non-emergency
conditions. These may include cordoning off of areas, vehicle searches, certain medical measures, and
sweep searches through areas believed to contain weapons or terrorists.

Determining whether a particular measure is reasonable requires balancing privacy and other rights against
the public interest in coping with a terrorist threat which may lead to massive casualties. Advance
preparation is the best way to deal successfully with a terrorist incident without jeopardizing individuas
Constitutional rights.

The Gilmore Commission is almost certainly correct in assuming that someone must be
in charge, but this could vary by type of attack and mid to high levels of attack will inevitably
directly involve the President and National Security Council. Creating a peacetime Czar or
Cabinet level officia isonly one step in resolving the problem of operational authority.

Similarly, the recommendations of the Bremer Commission seem valid when the attack
involves response to a nuclear attack or a biological attack of any significance. It is far less clear
that such a response is needed to high explosive or most chemical attacks. At the same time, it
will be vital to ensure that biological attacks are properly characterized and that medical science
shapes the response. This again illustrates the fact that extensive simulation is needed to
determine how best to assign not only lead responsibility in given types attacks, but how to
ensure that all proper expertise is given aproper role in leading the response.

Hart-Rudman and Bremer Commissions: Biological Pathogens, | nter national
Consensus against Terrorism, and Strengthening of Public Health Systems

The Bremer Commission also had some recommendations that were similar to those of
the Hart-Rudman Commission. The three common areas were: control of biological pathogens,
international consensus against terrorism, and strengthening of public health systems. As part of
a greater counterproliferation effort, the Hart-Rudman Commission recommended an
international ban on the creation, transfer, trade, and weaponization of biological pathogens as
well as programs to deal with existing stockpiles:

The United States should seek enhanced international cooperation to combat the growing proliferation of
weapons of mass destruction. This should include an effective and enforceable international ban on the
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creation, transfer, trade, and weaponization of biological pathogens, whether by states or non-state actors.
Also, when available and implemented with rigor, cooperative programs to deal with existing stockpiles of
nuclear, biological, and chemical weapons are cost-effective and politically attractive ways to reduce the
dangers of weapons and weapons material proliferation.

The Bremer Commission observed the US controls on the transfer of pathogens and
related equipment is nonexistent and recommended HHS to strengthen security and Congress to
create stricter controls of pathogens and related equipment:

The Secretary of Health and Human Services should strengthen physical security standards applicable to
the storage, creation, and transport of pathogens in research laboratories and other certified facilities in
order to protect against theft or diversion. These standards should be as rigorous as the physical protection
and security measures applicable to critical nuclear materials.

The Congress should:
- Make possession of designated critical pathogensillegal for anyone who is not properly certified.

- Control domestic sale and transfer of equipment critical to the development or use of biological agents
by certifying legitimate users of critical equipment and prohibiting sales of such equipment to non-
certified entities.

- Requiretagging of critical equipment to enable law enforcement to identify its location.

Hart-Rudman and Bremer Commissions. Strengthening the International
Consensus Against Terrorism and the International Convention for the
Suppression of the Financing of Terrorism:

The two commissions gave recommendations to strengthen the international consensus
against terrorism. The Hart-Rudman Commission gave a broad suggestion:

The United States should also strive to deepen the international normative consensus against terrorism and

state support of terrorism. It should work with others to strengthen cooperation among law enforcement

agencies, intelligence services, and military forces to foil terrorist plots and deny sanctuary to terrorists by
attacking their financial and logistical centers.

The Bremer Commission was more specific in deepening the international consensus
against terrorism by recommending the US ratify the International Convention for the

Suppression of the Financing of Terrorism:

In addition to domestic efforts, disrupting fundraising for terrorist groups requires international
cooperation. A new United Nations convention, the International Convention for the Suppression of the
Financing of Terrorism, provides a framework for improved cooperation. Each signing party is to enact
domestic legislation to criminalize fundraising for terrorism and provide for the seizure and forfeiture of
funds intended to support terrorism. The parties are to cooperate in the criminal investigation and
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prosecution of terrorism fundraising, and in extraditing suspects.

...The Congress should promptly ratify the International Convention for the Suppression of the Financing
of Terrorism and pass any legidlation necessary for full implementation.

The final common recommendation of the Bremer and Hart-Rudman Commissions was
the need to strengthen public health capabilities. The Hart-Rudman Commission gave a generd
recommendation to augment U.S. capabilities, while the Bremer Commission specifically
recommended an international surveillance program to monitor outbreaks and terrorist
experimentation with pathogens.

Different Recommendation Areas

The Hart-Rudman Commission only had one counterterrorism recommendation different
from the other commissions. The Commission said the US should have specialized forces

capable of dealing with threats and blackmail from terrorism and CBRN weapons.

Gilmore Commission: Threat Assessments

The Gilmore Commission focused on domestic preparedness and gave four additional
recommendations. One was on threat assessments. The Commission felt that not enough
attention was being given to higher-probability/lower-consequence threats and recommended

more study of those threats in addition to the lower-probability/higher-consequence threats:

The Panel has indicated its concern about a preoccupation with the “worst-case scenario,” and the
attendant assumption that any lesser incident can be addressed equally well by planning for the most
catastrophic threat—ignoring the fact that higher-probability/lower-consequence attacks might present
unique challenges of their own. As noted, this approach may not be the best means of setting budgetary
priorities and allocating resources. The Panel is convinced, therefore, that more attention should be directed
to assessments of the higher-probability, lower-consequence end of the potential terrorist threat spectrum—
not a the expense of, but in addition to, assessments and analyses of the higher-consequence threat
scenarios.

It is not really clear that this is the case in the field, and in much of the practical work
being done at the agency and state/local levels. Many of the planning sessions, meetings, and
simulations taking place outside the National Security area, do focus on “higher-
probability/lower-consequence attacks’ even when they describe them as higher level attacks.

This, however, illustrates the need to plan for a spectrum of levels and means of attack, and for
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neither higher-probability/lower-consequence attacks’ nor the worst case.

Gilmore Commission: National Strategy for Domestic Preparedness and
CBRN Terrorism Response

Another recommendation of the Gilmore Commission is the creation of a national
strategy for domestic preparedness and CBRN terrorism response. The Commission is aware
that the NDPO plans on developing a nationa strategy for domestic preparedness issues but
suggests that a true national strategy must be bottom up and have presidential direction:

Based on the Panel’s threat analysis, other relevant information that has come to its attention, and the
knowledge and experience of its own members, the Panel is convinced that a national strategy to address
the issues of domestic preparedness and response to terrorist incidents involving CBRN and other types of
weapons is urgently needed.

Combating terrorism is clearly a national issue, but the responsibility for the domestic response to a
terrorist CBRN incident is not necessarily—and will almost never be exclusively—a Federal one. For a
response to those incidents described as “higher probability, lower consequence,” the Federa role is
essentially one of providing support to state and local responders, fundamentally in reaction to a request for
assistance. It is at the local and state level where the task of the initial response and, in almost every case,
the primary responsibilities lie. It is only in the case of a catastrophic event—certainly possible, but of the
“lower probability, higher consequence”’ type—that major responsibilities will reside at the Federal level.
Federal involvement in an incident, which could include numerous civilian departments and agencies as
well as military entities, will be defined by the nature and severity of the incident. As an example, in any
case where an incident may be aterrorist act, the FBI will have an initial involvement in an investigation; if
the incident is determined to be terrorism, the FBI will assume aleading role. Nevertheless, the Federal role
will, in most cases, be supportive of state and local authorities, who traditionally have the fundamental
responsibility for responding.

At the same time, the Federal government can and must provide significant support and assistance, both in
preparation and in the event that such an incident actually occurs. There are considerable Federal resources
that can be brought to bear in the areas of planning, training, standards, research and development, and
equipment. Consequently, there needs to be a “Federal Government Strategy” component of the national
strategy one which clearly articulates Federa responsibilities, roles, and missions, and distinguishes those
from state and local ones. Federal funding, and the activities and programs of a number of Federal
agencies, to address domestic preparedness and response to such incidents, have increased dramatically in
recent years, especialy in the wake of the New York World Trade Center and Oklahoma City bombings,
and the Aum Shinrikyo attack in the Tokyo subway system. Despite good intentions, and recent
improvements in coordination and implementation, Federal programs addressing the issue appear, in many
cases, to be fragmented, overlapping, lacking focus, and uncoordinated. The Federa component of a
national strategy can help to reduce the redundancy, confusion, and fragmentation of current Federa
efforts.

Representatives of the National Domestic Preparedness Office (NDPO)(which will be discussed in more
detail below) have stated that the NDPO will develop a “national strategy” to address domestic
preparedness issues. Given the fact that the responsibility for the initial and, in large measure, continuing
response to any such incident will likely fall most heavily on the backs of state and local responders, the
Panel suggests that a true national strategy must have a “bottom-up” approach—that it be developed in
close consultation and collaboration with state and local officials, and the law enforcement and emergency
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response communities from across the country. This Panel can help to forge that collaboration. Moreover,
any such national strategy—despite its “bottom-up” structure—must have the direct leadership, guidance,
and imprimatur of the President. Only that way can a strategy have a truly national tenor; but more
importantly, it will contain a comprehensive, articulate expression by the nation’s chief executive of the
appropriateness of and distinctions between the Federal role and missions and those at state and local
levels.

By focusing on higher-probability/lower-consequence threats, while recognizing and addressing concerns
about lower-probability/higher-consequence events, a national strategy can lay the groundwork for
assessing and monitoring the threat, and for making adjustments to response strategies as required. As has
been argued elsewhere, too much of the Federal effort to date—even those programs that ostensibly are
designed to enhance state and local response capabilities—has been predicated on the tacit assumption that
preparing for the “worst case” will automatically encompass lesser threats. The foregoing analysis suggests
otherwise, because the nature and scale of the consequences can vary so widely. This needs to be
recognized and articulated at the national level.

The Panel is aware of the “Five-Year Interagency Counterterrorism and Technology Crime Plan”—recently
released (September 1999) by the Attorney Genera of the United States, under the auspices of Department
of Justice “lead agency” responsibility—as well as the interagency working group process dedicated to
“WMD preparedness’ within the National Security Council structure. Although significant steps in the
right direction, the five-year plan does not equate to a comprehensive, fully coordinated national strategy—
nor for that matter even the Federal government component of such a strategy—one with clear, concise,
and unambiguous leadership and direction from the President in consultation with all who share
responsibility for related Federal efforts.

The Panel also recommends that any such strategy include, within its purview, incidents involving more
conventional weapons—such as conventional high-explosive or fabricated weapons (e.g., the type used in
the Oklahoma City bombing)—that have the potential to cause significant casualties or physical damage; as
well as incidents involving CBRN devices that may not be capable of producing “mass casualties’” but that
can, nevertheless, produce considerable fear, panic, or other major disruptions to the infrastructure or
economy of the potential domestic target.

Considering the serious nature and potential consequences of any terrorist incident, the Panel is convinced
that comprehensive public education and information programs must be developed, programs that will
provide straight-forward, timely information and advice both prior to any terrorist incident and in the
immediate aftermath of any attack. The national strategy should lay the groundwork for those programs.

In al frankness, this recommendation has only tenuous logic. It is certainly true that most
of the burden of responding to low level attacks and response will fall on local and state officials,
but it is not clear that they need a national strategy as much as flexible national assistance than
can supplement their activity when needed. Providing a flexible federal capability to deal with
bottom up demand is certainly necessary, but it is uncertain that this is a strategy in any normal
sense of the term. Conversely, federal response is most needed to deal with mid and high level
attacks, even if these are not the most probable near-term contingency.

This issue does, however, raise the broader issue of clearly distinguishing between risks
where state and local authorities must have primary responsibility and the kind of CBRN attacks
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that the federal government must deal with. One problem with much of the current approach to
counterterrorism is that it assumes that levels of threat that federal, state, and local authorities
have deal with for years deserve the same special attention as new and much more serious threats
to the American homeland. There seems no reason that this should be the case.

Gilmore Commission: Standardization of Legal Terms

The fina two recommendations by the Gilmore Commission deal with standardization.
The Commission recommended codification of terms and definitions related to terrorism. The
Commission cited the different definition of weapons of mass destruction by the Nunn-Lugar-
Domenici Act and 18 U.S.C, Section 23323, the definition of terrorism by the FBI and DOD, and
the absence of a definition for mass casualties. There may well be a need for such action, but not
at the cost of creating legislative inflexibility. Such legidation should also explicitly recognize
the threats posed by proliferation and state actors, and not simply “terrorism” If necessary, it
should make it clear that there are radically different levels and means of attacks and specify

what differences — if any — are needed in the US response.

Gilmore Commission: National Standardsfor Equipment

The Commission recommended the creation of national standards for equipment used by
responders to a terrorist incident. The Commission recognized that different response entities
may have incompatible equipment that would greatly diminish responder capabilities. The
Commission is aware of DOJ s efforts through the Nationa Institute of Justice to develop a list
of equipment that meets certain standards, but the Commission suggested that more research and
development was needed to develop effective standards for compatibility and inter-operability:

The Panel will devote significant attention during its current fiscal year activities to standards, especially
for training and equipment. Given the likelihood that multiple jurisdictions in one or more states, as well as
agencies of the Federal government, will be involved in any serious terrorist incident, it will be critical that
every responder in a particular emergency function be trained to the same standard. The types of equipment
used by response entities—detection devices, personal protective equipment, and communications
equipment—must be compatible and inter-operable. The Panel commends the efforts being undertaken by
the Interagency Board (IAB) for Equipment Standardization and InterOperability—composed of
representatives of various Federal, state, and local entities, as well as some nongovernmental professional
organizations—in its attempt to develop a national “standardized equipment list,” to provide responders at
all levels with aresource with which to make better-informed decisions about the selection and acquisition
of equipment. Such efforts are a positive step toward ensuring better compatibility and inter-operability of
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equipment among potential responders.

Local responders continue to express frustration at the vast array of devices and equipment available from
industry that may have application for domestic preparedness for terrorist attacks. At the same time, some
have expressed displeasure at the fact that certain items, previously purchased by local responders, do not
measure up to the claims of manufacturers.

In order to develop and maintain operationally effective standards for equipment compatibility and inter-
operability, the Panel has determined that more research and development is required to meet loca
responder needs. Given the significant costs associated with sophisticated equipment, such as certain
chemical and biological detection devices, emphasis should be placed on the development of multi-purpose
pieces of equipment, which can be used not only in the terrorism context, but which will also have
application in other fields, such as the detection of naturally transmitted infectious diseases.

To help to reassure responders that the equipment that is being used is in fact capable of doing what it is
designed to do, it is likely that an ambitious program of independent testing and evaluation will have to be
undertaken. The Panel recognizes that any such program will likely have to be conducted—because of its
national implications—under Federal sponsorship; and will require the addition or reallocation of
significant resources. For reasons that are self-evident, local responders are insisting that testing be done
with “live” agents.

The Pandl is aware of a project being undertaken by the National Institute of Justice (NIJ), an agency the
U.S. Department of Justice’s Office of Justice Programs, which is ultimately designed to be a “consumer
report” catalogue of available equipment that meets certain listed standards.

The problem with this recommendation is that it assumes that federal, state, and local
authorities aready know the effects of CBRN attacks, what to stockpile to respond to them,
where to put the stockpiles, and when and how to distribute them. This may be true in case of
lower levels of attack, athough it is brutally clear in meeting after meeting that local and state
officials, and elements of federal agencies, see such stockpiles as one more way of getting more
federal money to solve long-standing problems or provide new capabilities that have little to do
with terrorism. Thereisarea risk of creating anew federal entitlements program.

The problem is very different in dealing with more lethal levels of CBRN attacks. It is
not clear that federal, state, and local authorities know what to buy, where to put it, or how to
ensure it can get to the user. There are certainly some cases where the need is obvious, but in
many cases — particularly in the event of biological and nuclear attacks, far more work needs to

be done on requirements planning.

Bremer Commission: Treatment of Former and Future States of Concern

The Bremer Commission focused on what could be improved to combat international
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terrorism. The Commission’s remaining recommendations were mainly related to designation of
state sponsors and foreign terrorist organizations and to national counterterrorism efforts. For
designations, the Commission recommended that the US keep Iran and Syria on the list of state

SPONSOrs.

Iran remains the most active state supporter of terrorism. Despite the election of reformist President
Khatami in 1997, the Iranian Revolutionary Guard Corps and Ministry of Intelligence and Security have
continued to be involved in the planning and execution of terrorist acts. They aso provide funding,
training, weapons, logistical resources, and guidance to a variety of terrorist groups. In 1999, organizations
in Tehran increased support to terrorist groups opposed to the Middle East peace process, including
Lebanese Hizbollah and Palestinian rejectionist groups such as the Iamic Resistance Movement
(HAMAYS), the Palestine Idlamic Jihad (P1J), and the Popular Front for the Liberation of Palestine-Genera
Command (PFLP-GC). Iran continues to assassinate political dissidents at home and abroad. The Iranians
responsible for terrorism abroad are often also responsible for political oppression and violence against
reformers within Iran. So a firm stance against Iranian-sponsored terrorism abroad could assist the
reformers.

There are indications of Iranian involvement in the 1996 Khobar Towers bombing in Saudi Arabia, in
which 19 U.S. citizens were killed and more than 500 were injured. In October 1999, President Clinton
officially requested cooperation from Iran in the investigation. Thus far, Iran has not responded.

International pressure in the Pan Am 103 case ultimately succeeded in getting some degree of cooperation
from Libya. The U.S. Government has not sought similar multilateral action to bring pressure on Iran to
cooperate in the Khobar Towers bombing investigation.

The Syrian Government still provides terrorists with safehaven, allows them to operate over a dozen
terrorist training camps in the Syrian-controlled Bekaa Valley in Lebanon, and permits the Iranian
Government to resupply these camps. Since its designation as a state sponsor of terrorism, Syria has
expelled a few terrorist groups from Damascus, such as the Japanese Red Army, but these groups aready
were of marginal value to Syrian foreign policy. Meanwhile, Damascus continues to support terrorist
groups opposed to the peace process. Although Syria recently made a show of "instructing” terrorists based
in Damascus not to engage in certain types of attacks, it did not expel the groups or cease supporting them.
This suggests Syria's determination to maintain rather than abandon terrorism.

The Bremer Commission also recommended that the US designate Afghanistan at a state
sponsor and consider designating Pakistan or Greece as countries “not cooperating fully with
U.S. antiterrorism efforts.” On Pakistan, the Commission said:

Pakistan has cooperated on counterterrorism at times, but not consistently. In 1995, for example, Pakistan
arrested and extradited to the United States Ramzi Ahmed Y ousef, who masterminded the World Trade
Center bombing in 1993. In December 1999, Pakistan's cooperation was vital in warding off terrorist
attacks planned for the millennium. Even so, Pakistan provides safehaven, transit, and moral, political, and
diplomatic support to several groups engaged in terrorism including Harakat ul-Mujahidin (HUM), which
has been designated by the United States as a Foreign Terrorist Organization(FTO). HUM is responsible
for kidnapping and murdering tourists in Indian-controlled Kashmir. Moreover, as part of its support for
Usama bin Ladin, HUM has threatened to kill U.S. citizens.

The Commission suggested that countries designated “Not Cooperating Fully” should not
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be eligible for the Department of State’s Visa Waiver Program. For non-state sponsored terrorist
organizations, the Commission recommended more frequent updating and inclusion of groups
into the Secretary of State’'s designation of Foreign Terrorist Organization. The Commission
also recommended that Congress review of Foreign Terrorist Organization statute to determine if

changes need to be made.

Bremer Commission: Targeting Terrorist Financial Resour ces

For national counterterrorism efforts, the Commission recommended that the US target
terrorist financial resources. The Commission suggested the creation of a joint task force of al
relevant agencies that combat terrorist fundraising to develop and implement a plan to disrupt
terrorist financial activities. The Commission also suggested that the Office of Foreign Assets
Control in the Department of Treasury created a unit dedicated to enforcing economic sanctions

against terrorist organizations. The Commission said:

Rather than relying heavily on the FTO process, the U.S. Government should take a broader approach to
cutting off the flow of financial support for terrorism from within the United States. Anyone providing
funds to terrorist organizations or activities should be investigated with the full vigor of the law and, where
possible, prosecuted under relevant statutes, including those covering money laundering, conspiracy, tax or
fraud violations. In such cases, assets may a so be made subject to civil and criminal forfeiture.

In addition, the Department of the Treasury could use its Office of Foreign Assets Control (OFAC) more
effectively. OFAC administers and enforces economic sanctions. For example, any U.S. financia
institution holding funds belonging to aterrorist organization or one of its agents must report those assets to
OFAC. Under OFAC's regulations, the transfer of such assets can be blocked. OFAC's capabilities and
expertise are underutilized in part because of resource constraints.

Other government agencies, such as the Internal Revenue Service and Customs, also possess information
and authority that could be used to thwart terrorist fundraising. For instance, the IRS has information on
nongovernmental organizations that may be collecting donations to support terrorism, and Customs has
data on large currency transactions. But there is no single entity that tracks and analyzes al the data
available to the various agencies on terrorist fundraising in the United States.

These recommendation make excellent sense, provided that they are carried out under
sufficient review to ensure that the selection of groups and individuals to be monitored does not
become an abuse of civil liberties, or lead to surveillance of groups that are politically

undesirable or who criticize the US without posing a threat of violence.
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Bremer Commission: Monitoring Foreign Students

The Bremer Commission proposed that the federal government create a monitoring
system of foreign students to ensure none are exploiting the US educational system for terrorist
purposes. The Commission said:

While the problems of controlling America's borders are far broader than just keeping out terrorists, the
Commission found this an area of specia concern. For example, thousands of people from countries
officially designated as state sponsors of terrorism currently study in the United States. This is not
objectionable in itself as the vast majority of these students contribute to Americas diversity while here and
return home with no adverse impact on U.S. national security. However, experience has shown the
importance of monitoring the status of foreign students. Seven years ago, investigators discovered that one
of the terrorists involved in bombing the World Trade Center had entered the United States on a student
visa, dropped out, and remained illegally. Today, there is still no mechanism for ensuring the same thing
won't happen again.

One program holds promise as a means of addressing the issue. The Coordinated Interagency Partnership
Regulating International Students (CIPRIS), a regiona pilot program mandated by the 1996 Illega
Immigration Reform and Immigrant Responsibility Act (IIR/IRA) collects and makes readily available
useful and current information about foreign student visa holders in the United States. For example,
CIPRIS would record a foreign student's change in major from English literature to nuclear physics. The
CIPRIS pilot program was implemented in 20 southern universities and is being considered for nationwide
implementation after an opportunity for notice and comment. The Commission believes that CIPRIS could
become a model for a nationwide program monitoring the status of foreign students.

This proposal drew much criticism from civil liberties organizations that claimed the
monitoring would infringe on civil liberties and constitutional rights. In balance, however, the
Bremer Commission seems correct. Studying in the US is not a right. Student visas are granted
only to legitimate students for a specific course of study. Tracking students to the point of
ensuring that they (a) meet the terms of their visa, and (b) there is some record of their course of

study is little more than common sense.

Bremer Commission: Liability Insurance

The Bremer Commission recommended that the FBI and CIA reimburse their agents for
the full cost of personal liability insurance so that agents could be more aggressive in combating
terrorism and not fear lawsuits for officially sanctioned activities. Providing such insurance
seems valid and providing it would not affect adequate supervision or discipline or the right to
sue and seek legal redress with all of the attendant public scrutiny.
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Bremer Commission: Realistic Exer cises

The Commission also recommended more federal preparedness exercises and more
funding for TOPOFF, the senior management exercise administered by the DOJ and FEMA.
The Commission said:

In addition to DoD exercises, arealistic interagency exercise program, with full participation by al relevant

federal agencies and their leaders, is essential for national preparedness to counter a catastrophic terrorist

attack. In June 1995, the President established an interagency counterterrorist Exercise Subgroup and

program which included preparation for a catastrophic terrorist attack. However, not all federal agencies
have participated in or budgeted for these exercises.

Additionally, in September 1998, Congress funded and mandated the Department of Justice and the Federal
Emergency Management Agency to conduct a counterterrorism and consequence management exercise,
called TOPOFF, involving relevant federal agencies and their senior leadership, with select state and local
governments participating, to evaluate the U.S. Government's preparedness for a catastrophic terrorist
incident. However, sufficient funding was not provided and there is no requirement to exercise on aregular
schedule.

The President should direct (1) the Exercise Subgroup, under the direction of the national coordinator for
counterterrorism, to exercise annualy the government's response to a catastrophic terrorism crisis,
including conseguence management; and (2) al relevant federal agencies to plan, budget and participate in
counterterrorism and consequence management exercises coordinated by the Exercise Subgroup and ensure
senior officer level participation, particularly in the annual exercises.

As has been noted earlier, it is far more important that federal, state, and local authorities
understand what they really need to do and how to do it than to establish new lines of authority,
fund the wrong program, and focus efficiently on the wrong set of contingencies and

requirements.

General Recommendations

The US faces real and growing potential threats from state actors, their proxies, or
independent extremists and terrorists. While US agencies and analysts have tendency to
exaggerate the immediate threat, or the threat posted by given actors, there are many potentially
hostile foreign and domestic sources of such threats, and some key threats like biological
weapons involve rapidly changing technologies that will pose a steadily growing threat to the

America homeland.

It is also clear from the proceeding analysis that the federal government is making major
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progress in many areas, and laying the groundwork for improved cooperation with states,
localities, the private sector, and the public. Indeed by the standards of many governments that
face far more clear threats than the US, the US has already made significant progress in
beginning to address these issues. In many cases, the US is already well ahead of its friends and

alies.

At the same time, there till seems to be much that can be done. Some detailed
recommendations have already been discussed in the analysis of the threat, and federal activities
and spending by agency, and the recommendations of various commissions. There are, however,

anumber of addition recommendations that could help refine and improve the US effort..

Planning for Both Higher-Probability, Lower-
Consequenceand L ow Probability/Catastrophic Events

The US must come firmly to grips with the fact it does not exist at the end of history and

has not forged a kinder and gentler world:

Unchecked vulnerability is an unacceptable danger for “ the world’'s only superpower.”
Nature may abhor a vacuum, but enemies do not, and the evolution of more effective
homeland defense is ailmost certainly essential to deterrence. At the same time, the very
term “homeland defense” can be misleading. There are no boundaries that separate US
counterproliferation and counterterrorist activity in defense of the American homeland
from defense of its alies, military forces, and citizens overseas.

Deterrence, counterproliferation, counterterrorism, and law enforcement must be closely
linked in dealing with these new threats, and it is clear that US must rethink many of its
current security concepts. Even the strongest advocates of homeland defense must
recognize that a better offense may often be more effective than improved defense.
Improving the offensive threat of retaliation overseas may often be the best way of
defending both US interests overseas and US territory. A given investment in
strengthening our allies may often be a better defense against proliferation and terrorism

than investing in domestic counterterrorism programs. Hard trade-offs may have to be
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made between investments in the intelligence needed to intimidate and deter foreign
states and terrorist groups, and the law enforcement capabilities needed to intercept

attackers once they enter the US.

The US cannot afford to rely on rethinking the offense as a substitute for improved
defense, anymore that it can use defense as a substitute for deterrence, offense, and
retaliation: The US cannot prepare itself for the new threats posed by asymmetric
warfare, foreign proliferation and terrorism, and domestic violence using new means like
chemical, biological, and information warfare without much stronger programs to prevent
such attacks in the US and to respond to them if they succeed. The world of the 21%
Century will not be a repetition of the mutual assured destruction of the Cold War.
Radical states, regimes acting under extreme pressure, terrorists, and American citizens
can turn threats like chemical, biological, and nuclear weapons into grim realities in ways
the US will never be able to deter with complete confidence.

The US must act now if it is to prepare for the future. Developing an effective program
means thinking at least 25 years into the future. It will take at least a decade for federal,
state, and local authorities to develop the organization they need to dea with these
threats. There are massive organizational problems that federal, state, and local
authorities must solve to cooperate efficiently. The role of the federal government must
be redefined in ways that are both compatible with a free society and which can preserve
one when it is under attack and when attacks are successful. It will take years of
exercises, tests, and training to determine what courses of action can be made to work
and are most effective. Investing in such a process of change means that it must be
flexible and modular enough to react to the fact no one can predict the nature of future
attacks, but any meaningful improvement in capability will be so expensive that it can

only bejustified if it can cope with uncertainty.

The US must decide whether it will begin now to fund effective defenses attacks on a
scale far different from any form of covert or serious attack than it has planned to deal

with since the end of its efforts to provide civil defense against nuclear attack. Marginal
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changes in federa, state, and local efforts, and in the relationships between federal, state,
and local agencies, can do much to cope with the threat posed by attacks using large
amounts of high explosives, chemical weapons, and low-lethality biological and
radiological attacks. While the level varies by state and locality, attacks involving 1,000
t010,000 do not require radical changes in response capabilities. Nuclear and high
lethality biological attacks can, however, easily produce casualties in excess of 10,000-
100,000 Americans. To date, most studies and exercises indicate that existing programs
and capabilities would not be adequate to deal with such attacks, and they would require
far more decisive federal action and intervention than is currently feasible. There are
those who argue strongly that no such threat currently exists and those who argue with
equal force that they are inevitable. The present reaction of the federal government seems
to be to try to improve near-term response capabilities to deal with lower levels of attack
while conducting research and development into the higher levels of attack, but the
policies involved remain unclear and the actions of federal agencies reflect very different

perceptions of these threats.

The US must take a new approach to research and development and technology: There
are many areas of new technologies which must be moved off the drawing board, tested,
deployed, and modified if the US is to have defensive tools that begin to match its
offensive capabilities. At the same time, the US needs careful net assessments of the
trends in the threat and how thse impact oon new approaches to defense and response.
Effective planning means that the US cannot afford to mix the myth of technology with
the reality. The past track record of US efforts to create and use new technologies in its
defense is one of amazing eventual success. At the same time, it is one of amost
universal evidence that even the best technologists cannot be trusted to create successful
and deployable tools with anything like the promised effectiveness at the promised cost

and time.

The development of such a complex approach to threat assessment, based on a frank
admission of the vast uncertainties involved, goes against the basic grain of the American

character, and forces far more demanding criteria for program justification than are normally
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required. The US cannot, however, deal effectively with threats posed by state actors, their

proxies, or independent extremists and terrorists unless it adopts such an approach.

Even if the US adopts such an approach, however, it will still have to concentrate its limited
resources on making marginal improvements in current capabilities to deal with current threats,
while adopting a research and development-driven approach to dealing with more serious and
emerging threats. As a result, any US program is likely to have marginal impact, and require
constant evolution for at least the next half decade.

Reacting to the Uncertain Nature of the Threat

There are many “true believers’ who fedl that a given threat will or will not materialize in
a given form. Given the inherently uncertain nature of predictions as to who will be a threat, the
means of attack they will use, and the effectiveness of the means of attack they use, it is amost
certain that some of these “true believers’ will prove to be right. The problem is that there is no
sufficient evidence to say which threats are most important, or to predict the means of attack and

level of effectiveness.

Federal programs are being forced to deal with an extremely broad spectrum of potential
threats that individually have low probability, but where there is high probability that some of
these threats will emerge as threats to the American homeland. As a result, each agency and
department tends to threat the threat in terms of its own mission and institutional bias, and this
problem cannot be resolved by central direction. Having the National Security Council, a
“terrorism” czar, or an interagency forum agree on a given threat or threats will not affect the

laws of probability. Uncertainty is simply uncertainty.

There is also an inherent danger in attempting to create a truly coherent program. When a
truly high degree of uncertainty exists regarding the need for specific forms of federal action,
enforcing a high degree of coherence from the center may actually interfere with the efficient
use of resources. In many cases, individual agencies will achieve a higher capability to deal
with uncertainty if they suboptimize around those marginal steps each can take to improve their
existing capabilities to deal with a wide range of threats. This is particularly true in a sharply
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resource-constrained environment where many potentially desirable actions will remain

unfunded until a much clear pattern of threats emerges.

Thisis particularly true because the threats at issue involve a wide spectrum of extremely
lethal biological weapons and nuclear weapons. Large amounts of high explosive, chemical
weapons, and less lethal biological weapons can produce truly tragic consequences. However,
the level of deterrence, defense, and response pales in terms of cost in comparison with the
ability to deter, defend, and respond to the kind of attacks that could involve casualties far in

excess of 10,000 Americans and billions of dollars worth of damage.

There are three further problems involved in such threat analyses that badly need to be
dealt with in further US efforts to plan and execute effective programs:

Most of the lethality and effects data for chemical, biological, radiological, and nuclear
weapons involve major uncertainties that badly need to be resolved, and the federal
government is just beginning to develop effective models and simulations of such effects.
Thereis no lack of effects data or models per se, simply an immense lack of credibility
and parametric modeling of uncertainty in a form that goes from dramatizing the
problem to being useful in developing specific lessons for federal, state, and loca
responses. These problems have also been compounded by a natural tendency to build
models to justify given policy recommendations or programs. To be blunt, agencies in
the federal government, FCRCs, contractors, and NGOs are far better at using analysis
to market given policies and programs than to perform analysis per se. There is a
striking lack of intellectual rigor and analytic integrity in many of today’s efforts that
must be remedied if the USisto prioritize federa actions and funding.

Programs shaped around today’s threats, or some prioritization based on current
assessments, will not solve any of the key problems in planning and programming.
Democracies do not suddenly develop solutions they can then keep secret from their
enemies. US programs take time to implement and must be publicly funded and

implemented in an open society. As a result, potential attackers can adopt new methods
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of attack and respond to any remaining gaps in US capability. This males it absolutely
essential to explicitly analyze the cost of defeating any given federal program over time,
and the probable impact improving any US capability will have in driving attackers to
use other means.

New methods of analysis must be development that examine the present and future
balance of offensive, defensive, and response capabilities. They must be supported by
adequate net technological assessments, and analysis of countermeasures and costs to
defeat all ongoing and proposed federal activities. It is difficult enough to analyze
current or near-term risks, but such analysis simply is not adequate. Effective US
programs can take a decade or more to fully implement, and the technology shaping
current threats is constantly changing. Thisis not ssimply a matter of basic advances like
biotechnology, it is a matter of the steadily growing dissemination of the technology
equipment needed to produce and deliver large amounts of high explosive, chemical
weapons, and biological weapons. Much of the description of potential threats does not
explicitly analyze the potential growth or changes in threat technology even when it
proposes the adoption of new deterrent, defensive, and response technologies over a
period of many years. There is a lack of technological net assessment that is a key not
only to identifying and prioritizing effective programs, but to managing them so they

counter technology growth.

TheLack of “Transparency” in Federal Programs

There is nothing unique about the lack of transparency in federal programs to deal with
the threats posed by state actors, their proxies, and foreign and domestic extremist, and the use of
high explosives, chemical, biological, radiological, and nuclear weapons. The US budget, and
agency program and budget description often fail to describe their budgets, the nature of their
programs, and measures of effectiveness in any detail. Aside from the Department of Defense,
there are virtually no future year spending projections, and the Department of Defense classifies
the breakouts of its future year spending projections that provide any useful description of how

money is to be spent.
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Far too much of the federal literature on “terrorism,” however, is threat-driven. It does
not describe and justify the program, it describes the threat. There is no description of exactly
what program activities are involved, or of past, current, and projected costs. There are no
measures of effectiveness, or total spending and procurement are confused with such spending.
As aresult, it becomes extremely difficult to understand what the federal government is doing
and why it should do it. Many of the descriptions that agencies do provide raise rea questions
about the extent to which given agencies have simply reshaped existing activities to take account
of the fact the Congress is providing new incremental funding, and counter-terrorism has become
fashionable.

These problems are compounded in part by the fact that OMB is required to report to the
Congress, but there is no central agency charged with creating a plan, program, and budget. At
the same time, they are compounded by a host of jurisdictional problems with the Congress, and
the lack of a single committee or joint committee structure that could provide a cohesive degree
of overview. As a result, there is a large pool of federa reporting on individual problems and

issues, but little effort to appraise the overall program.

There are those who would argue that part of the reason for the lack of transparency is
security. There are certainly areas like intelligence where detailed program descriptions could
compromise security. There are other areas where too detailed a description of US investigative
and response capabilities could aid an attacker in planning an attack. In broad terms, however,
there is little reason to classify most of the information needed to allow outside analysts to fully
understand the nature of federal efforts, and there are good reasons to require federal agenciesto

provide such data.

To put it bluntly, far too many federal activities seem to have limited substantive value,
raise major uncertainties, reflect the reshaping of existing programs to obtain incremental
funding, or raise questions about duplication. Furthermore, there is a tendency to imply short-
term solutions can be found to long-term problems, or fund minor palliatives simply for sake of
seeming to act. Few, if any, programs provide any picture of what it will cost to fully implement

the activities agencies are now beginning. None seem to provide meaningful measures of
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effectiveness, or any analysis of the current and future costs of “defeating” the capabilities being
funded.

While there are sharp limits to how much coordination can be forced on a wide range of
federal activities, the federal effort would almost certainly benefit from a requirement for
a comprehensive annual report similar to the one the Secretary of Defense provides on
the national security activities of the Department of Defense, and for including both a net
assessment of the threats and US capabilities, and the future year budget implications of
given federal activities as well as a description of the current budget request.

Regardless of how the issue of Congressional jurisdiction is resolved, there is also a
clear case for requiring the federal government to submit an annual budget justification
document, and future year budget plan, that covers all related federal activities at the
same time the President submits the federal budget. Such a document could be both
unclassified and classified. It would thus ensure that the Executive Branch had to
coordinate its programs fully as part of the budget process. It would ensure that whoever
isin charge in the federa government had real review authority, and control of money is
generdly better than a title. It would ensure that all elements of Congress reviewed a
common plan, which may be far more important that creating a single new committee. It
would also full public review and state and local access to the overall federal plan, It is
easy to talk about “reinventing government;” it would be nice to actually provide some

degree of functional transparency in acritical new mission area.

Focusing on Priorities, Programs, and Trade-offs:
Creating Effective Planning, Programming, and
Budgeting

The US would face serious resource alocation problems even if CBRN threats were less
uncertain and ambiguous. The threat posed by covert, terrorist, or extremist use of weapons of
mass destruction is only one of the new threats the US must react to. Homeland defense includes

direct threats such as missile attack, and other evolving threats like information warfare. There
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are other transnational threats like narcotics, organized crime, and illegal immigration that pose a
serious threat to American society even if they are not military or paramilitary in character. At
the same time, the US faces mgor problems in funding its existing future year defense program,
and its civil discretionary and entitlements budget. Money is, and will remain, a critical factor,

and will force hard trade-offs on all government action.

This report focuses on the threats to the American homeland posed by state actors, the
use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist and
extremist attacks by residents of the US using conventional weapons and weapons of mass
destruction. Separate reports focus on the threat posed by direct attacks by foreign states using
weapons like ballistic missiles, and the threat of information and economic warfare.

This focus is not intended to imply that the emerging threats to the American homeland
can be neatly compartmented, or do not interact. The spectrum of threats foreign governments
can pose includes al of these methods of attack. Well-organized foreign and domestic
terrorist/extremist groups have the potential to pose a wide range of high explosive, chemical,
biological, and information warfare threats. There are no rules that say foreign governments and
foreign and domestic terrorist/extremist groups cannot cooperate or piggyback on each other’s
activities. In broad terms, however, the threats to the American homeland posed by state actors,
the use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist
and extremist attacks by residents of the US using conventional weapons and weapons of mass
destruction require a different mix of responses. These responses can only be discussed in terms
of practical aternatives if it is narrowed down to the point where each of the major relevant
homeland defense options can be analyzed in depth.

As is the case with national missile defense, this report also deals with issues that are
highly politicized. Preparing to deal with the spectrum of threats posed by foreign states and
terrorists using weapons of mass destruction is currently fashionable and “politically correct.”
This has had major benefits in many ways. The President and high level officials have set forth
clear policies for dealing with many aspects of the problem. The Congress has passed dramatic
new legidation, and major changes are well underway to improve federal, state, and local
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preparation to deal with the threat. There is new money available to federal agencies at a time

when severe budget constraints exist on virtually every form of government spending.

Unfortunately, however, the very popularity of the issue of terrorism and weapons of
mass destruction also means that there has been a rush to react to potentia threats without
developing a common definition of the combined threat posed by covert attacks by state actors,
state use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist
and extremist attacks by residents of the US. There is still insufficient definition of the different
kinds of threat that different kinds of weapons of mass destruction pose and how these relate to
threats using conventional explosives. In many cases, departments and agencies are defining the
nature and intensity of the threat to meet their own internal needs and perceptions, or are acting
on assumptions that imply afar better ability to predict the future than can possibly exist.

As yet, there is only limited coordination in many federal, state, and local efforts except
at the organization chart level. Departments and agencies struggle for resources and influence,
and there are good reasons for the resulting “feeding frenzy. Even if one ignores al federa
funding for critical infrastructure protection, funding for counterterrorism has risen from $8.3
billion in FY1998 to $12.9 billion in FY 2001, and funding for new efforts like dealing with the
threat posed by weapons of mass destruction have risen from approximately $645 million in
FY 1998 to $1.6 hillion in FY 2001.

Under these conditions, old programs are being recast to suit new policy priorities and
rhetoric, while agencies compete to create new programs and assume lead responsibility. In
some ways, homeland defense has replaced the Strategic Defense Initiative as the “next best
thing.” Asthe GAO and CBO have pointed out, the sharp rise in spending has not yet led to tight
central management of the homeland defense effort, although there is a growing and steadily
more effective effort to develop balanced and coordinated capabilities. There also has been little
success in estimating the mid and long term budget implications of program growth and new
responsibilities at the federa level, much less the state and local level. Many RDT&E efforts
have been started without clear deployment and life cycle implementation plans, and there are
few meaningful measures of effectiveness for federal spending.
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The sharp limits on how much money and human resources can be alocated to this
aspect of homeland defense will, however, soon force the US to be much more selective in
choosing the programs it can continue to expand or sustain. Even today, the government needs to
make every effort to coordinate its efforts and prioritize them. Regardless of partisan rhetoric, it
is clear that US is not yet prepared to pay for its existing military forces and capabilities.
Furthermore, there are other maor transnational problems like drugs immigration, and
cybercrime. There are many unrelated shortfalls in law enforcement and emergency response
capabilities. For example, the US faces a magor crisis in medical spending even without
considering the impact of responding to chemical, nuclear, and biological attacks, and is sharply
reducing the size of its emergency medical facilities and hospital intensive treatment capabilities.

It isonly possible to ignore these realities at the start of a homeland defense program, at a
time when planning is large threat driven and the cost of new activities is relatively limited. As
long as current outlays are limited, it is al too easy to can find a credible potential threat, issue
warnings, make a speech, issue an executive order, or pass a law. Any competent analyst,
contractor, research firm, NGO or advisory group can find a new way to focus on potentia
threats and the potential merit of uncosted and poorly defined solutions. The end result is start far
more activities than can be finished, fail to consider the future trade-offs that must be made to
deploy effective capabilities, duplicate other efforts, or refashion existing programs under new
labels.

Improvements in policy and strategy are no substitute for effective management
programming, budgeting, and measures of the effectiveness. The practical challengeisto use
more management information systems and PPB methods to tie the efforts of government
together develop clear priorities, ensure that cost estimates are provided of bring programs
to maturity and sustaining them, tightly manage where the money goes on an ongoing basis,
ensure that the risk of countermeasures and cost to defeat is assessed on a continuing basis,
find suitable measures of effectiveness, and make suitable iterative trade-offs. In fact, one
recommendation of this report is that there be one central point in the federal government
charged with developing a budget overview of current programs, an analysis of their future
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year costs and deployment costs, relevance to the threat, and measures of effectiveness.

Unless this transparency is ruthlessly forced upon the federal government — both in
the executive branch and Congress -- no amount of organizationa changes,
committees, legislation, and directives will create the proper focus. The creation of
lead agencies will be a bureaucratic farce, and state and local authorities will be
confronted with conflicting demands, and will often have little impact on federal

bureaucratic infighting.

Equaly important, Congressional oversight and effective outside review and
constructive criticism will be impossible. The constant misuse of security
classification will create large areas of “black programs’ that encourages
departmental empire building and a lack of management. Programs with limited
relevance will be recast as part of the homeland defense effort, and areas that really
need funding will be ignored.

Effective Action Must Be Broad-Based and Sub-
Optimize Efficiently

At the same time, there are limits to how much coordination is practical, and how much
central direction can be applied. The federal government, individual agencies, and state and local
governments will often have to sub-optimize changes to their current programs in those areas
where they can do the most in the near term with the least money. While the Clinton
Administration is seeking to create a cohesive federa program, and has made progress towards
this end, there are no models, analytic methods, or simulations which can hope to integrate all of
the elements of homeland defense into some master analysis or set of priorities based upon a

common model.

The problem is not speciaization and compartmentation per se. It is that it must be the
result of central management and oversight, particularly given the severe limits on what any
foreseeable combination of allied, federal, state, and local efforts can do. Cost constraints will be
tight, trade-offs will be made whether or not they are made openly and explicitly, and the result
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will be anything but leak-proof. Most important, central direction is needed to ensure that the
capabilities the US creates evolve to respond to reality and not to established bureaucratic
priorities.

It is adso far from clear that threat and risk assessments can be used to create a set of
scenarios that focus the defense effort, or which prioritize it around a select and well-defined
group of scenarios. Once again, the problem is to determine the range of low probability events
the US may have to react to, and what this means for deterrence, offense, defense, and response.
While it is most likely that the US will have to react to a series of relatively low level eventsin
the near term, the cumulative probability that the US may have to react to a few much more
serious events over the mid to long term may well be equally high. As a result, threat and risk

assessments must consider nuclear and highly lethal biological attacks.

Furthermore, there are deep conceptual problems. As has aready been discussed in
depth, the range of threats simply are not predictable enough for given agencies to attempt more
than a constantly evolving and uncertain process of suboptimization. Put differently, departments
and agencies must often do what they can to improve their capabilities at the margin, rather than

seek to create building blocks in some kind of coherent homeland defense.

Such efforts may not, however, have great impact on US ability to defend against nuclear
and highly lethal biologica attacks. They may gave the impression of defense and response
capability, but the end result may not be able to cope with very high levels of attack, which may
well force all levels of government to improvise radically with little warning and under intense
pressure. Marginal improvements in resources may fail to deal with response requirements or be
impossible to allocate efficiently within the time windows required. This is particularly true
because there currently seems to be little practical understanding of what a “worst case” or high
level attack would really do, and how uncertain its effects now are.

Finally, the present coordination effort often focuses either on “worst cases’ or on those
federal programs identified as being directly designed to defend or respond to the threat state
actors, their proxies, or independent extremists and terrorists pose to the American homeland.
This is amost certainly not the right way to will prove to create the most effective overall
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program to actually improve Homeland defense. Such a program must explicitly consider the
offensive, deterrent, and retaliatory capabilities of US military and intelligence agencies, and the
role their activities overseas can play in creating an effective deterrent to foreign attacks on the
uUsS.

As a result, the US needs to rethink its approach to develop a program that constantly

evolves, and which is based on the dilemmathat it must try to manage chaos:

Effective homeland defense must be based on responding to the patterns of threats that
actually emerge, and to shifts in the most likely contingency requirements. It is virtually
an iron law that any effort will fail that is based upon the current theories of what threats
may emerge in a given area. Once again, a guiding principle is that there is a timeline of
at least a quarter of a century of uncertain risk. No program or analysis made today can
possibly be based on the correct priorities. The issue is rather how quickly and effectively

programs can anticipate change and react to it.

The key to a successful result is that sub-optimization must be deliberate and subject to
broad review, and not simply evolve by accident. Whatever the federal government does,
it must involve an explicit and well-reasoned balance between:

Offense and defense

Action overseas and in concert with our friends and allies, and measures actually
taken in the US.

Counterproliferation and counterterrorism.
Defense and response.

Including threats in the spectrum of threats requiring specia action by the federa
government as part of homeland defense, and the role played by conventional law
enforcement.
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Managing Research and Development, Rather Than
Treating CBRN As A Wish List and Slush Fund

Research and development programs receive little detailed description and the description
that is provided often concentrates on the threat being dealt with, and provides little program
detail. No agency provides a meaningful description of its future program, future costs,
milestones, or measures of effectiveness. Cooperation with state and local agencies is often
ignored, and when it is not, it tends to be discussed in anecdotal terms

There is no evidence that any department or agency has provided a technology net
assessment to examine whether its programs will provide defensive capabilities that outpace
advances in offensive capability. There is virtually no discussion of the risk posed by
countermeasures or the cost to defeat current and planned programs. There is no discussion of
the outyear costs of research and development activity or of estimated deployment schedules,
measures of effectiveness, and life cycle costs. Almost without exception, there is no way to be
certain to degree to which given programs in given departments or agencies are actually focused
on CBRN and other counterterrorism activities, or have ssmply recast ongoing or desired
programs to compete for such funds.

Federal research and development efforts have a poor to dismal record of effective
management. It istime to reverse this situation.

L ooking Beyond CBRN: Dealing with All Medical Risks
and Costs

The previous analysis indicates that there is a need for a zero-based review of the current
data on the lethality of biological weapons, and for a comprehensive net technical assessment of
current and future trends in biological offense and defense. Biologica warfare defense and
response efforts cannot, however, be separated from the need for an effective national health
program.

Response measures against biological and nuclear attacks can require truly massive
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increases in public health efforts and emergency services at a time when the US aready faces
major problems in funding medical entitlement programs and growing cost constraints are being
placed on investments in medical capabilities which normally have high utilization rates. The
response capabilities required to deal with large biological and nuclear “incidents’ may simply
be unaffordable without far more evidence that such attacks are likely, and effective treatment
may simply be impossible. One grim result is that “triage” may have to be performed in ways
that deliberately leave avery high number of casualtiesto die.

The risk of attacks on the American homeland that have massive medical consequences
requires that homeland defense measures deal with two major interrelated problems in public

health policy and spending.

There is a significant amount of medical literature -- including a recent report by the
National Intelligence Council -- that indicates that the US is under significant
cumulative threat of the outbreak of some disease for which current medical
treatment is not adequate. In short, the US may face a serious threat from nature as
well as from foreign attackers and domestic extremists.

US medical spending has already reached the point where it dominates much of the
end use of the entitlements in the federal budget,, and where drastic efforts are being
made to down-size medical spending. These facts are largely ignored in much of the
current discussion of Homeland defense, which focuses on threats and then on
research and development measures that do not have a deployment cost, and which
often involves response efforts so limited in estimated casualties that the list of
equipment is “affordable” largely because it is assumed that the existing
infrastructure can deal with the casualties and the medical impact is both treatable and
involves non-infectious threats. These assumptions, however, are only valid as long
as the most serious threats are defined away and the eventual need to pay for facilities

and afull spectrum of response measures isignored.
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Homeland Defense and/or Law Enfor cement

The US also faces mgor problems in defining the point at which federal intervention in
some form of homeland defense program is needed, as distinguish from a reliance on normal
federal, state, and loca law enforcement. Many of the definitions now used for terrorism can
include virtually any threat of violence by an individua or small group with a political or
ideological agenda, or who is willing to attack civilians. In practice, however, most such threats
are dealt with as norma law enforcement activities unless some foreign element is involved.
Even in those cases where foreigners are involved, many cases are dealt with through normal law

enforcement means.

It does not make sense to change these arrangements without clear cause, and the
previous statistics on terrorism in the United States need to be kept in perspective in alocating
law enforcement resources. According to the FBI’s uniform crime statistics, there were 10 cities
in the US with populations of 100,000 or more that had more than 100 murders in the first six
months of 1999, and three with over 200 murders. If rapes and assaults are counted, there were
47 cities in the US with populations of 100,000 or more that had more than 1,000 “casualties’ in
the first six months of 1999, and nine with over 3,000.°

There is a reason that it now takes some 40,000 armed men and women to try to secure
the greater New York metropolitan area alone. There is also a reason why law enforcement
activity cannot be centered around counterterrorism or dealing with low probability covert
attacks until there is a far clearer and more dangerous threat than now appears to exist. At the
same time, it is inconceivable that the US could develop an effective approach to homeland

defense that did attempt to make use of these resources at every level of law enforcement.

The task is to find the right trade-offs between reliance on normal law enforcement
and specialized homeland defense activity, and between using existing resources with
other primary missions and creating new dedicated homeland defense components.
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Rule of Law, Human Rights, Asymmetric Warfare,
High Levelsof Attack and “ New Paradigms’

Homeland defense impacts heavily on legal and human rights issues. Until now, the
threats to the US have been limited enough so that the US can afford to shape its response on the
basis of strict observance of civil law and human rights. There is also ample emergency authority
for the President, Governors, and local officials to use virtually all of the assets of government to
dea with homeland defense emergencies if they arise. Even restrictions on the use of the
military, such as like the Posse Comitatus Act (18 USC 1385), have so many exceptions that the
problem is much more likely to be getting sufficient warning to act than any practical legal

barrier to effective action.

Much of the present discussion of legal and human rights issues, however, ignores what
would happen if the threat of the use of biological or nuclear weapons against the US homeland
became more tangible and immediate. It also ignores the real world effects of state actors or
terroristg/extremists carrying out highly lethal attacks. These effects include the problems in
human rights created by the need to deal with mass triage in the face of saturated medical
facilities and/or to contain a civil population with force in the event of an attack using a highly

infectious agent.

Today, the US has the luxury of examining such options with attitudes shaped by the fact
such attacks do not seem imminent and there are no real precedents for the kind of damage that
may occur. There have been no successful attacks using weapons of mass destruction in the US,
barring minor incidents, and only one partially successful major attack overseas — the Aum
Shinrikyo attack in Japan. No nation or group has yet exploited the use of effective biological
weapons, in spite of the fact that many nations have developed such weapons, and nuclear
proliferation remains contained enough to limit the threat posed by regimes and nations that have

demonstrated a high willingness to take risks as well as terrorist and extremist groups.

America’'s enemies are developing a steadily more sophisticated understanding of
asymmetric warfare and America’s vulnerabilities. If major unconventional attacks occur and
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succeed anywhere in the world in the years to come, such attacks might well become a new norm
for asymmetric warfare. America’'s enemies might then respond by rapidly developing such
capabilities to attack the US, and such shifts could occur relatively quickly and with little
strategic warning. With luck, such a world will never happen. Reliance on luck, however, is
scarcely areliable criterion for planning. It is quite clear, however, that the US and its allies may

face avery different future/

US intelligence efforts and law enforcement must both reorganize to deal with the
risk of a “paradigm” shift in the willingness and ability to use weapons of mass
destruction in unconventional attacks on the US homeland, and be given the proper
legidlation and regulations. Many states are now involved in a process of
proliferation that will change their capabilities to carry out such attacks. Advancesin
manufacturing, petrochemicals, and the biological science are making it steadily
easier for both states and non-state actors to build lethal chemical and biological
weapons. The technology and components to develop every aspect of nuclear
weapons other than weapons grade uranium and plutonium are becoming steadily
more available.

The Need for Central Coordination and M anagement

: There is broad agreement that some central office is needed to coordinate the federal effort, to
ensure proper program and budget review, to coordinate auditing of capability, and to coordinate
emergency response capability. There is also broad agreement that such a coordinator needs
sufficient rank and authority to speak for the President on these issues, and to ensure that agency
budget submissions must include adequate programs and funding. Some have proposed an
independent office similar to the Y2K program, some a new form of drug Czar, and some a
cabinet level officer.

These issues, however, need far more careful study. Similar arguments are being
made about providing a coordinator to deal with critical infrastructure attacks and all
of homeland defense. At the same time, many of the prevention and response skills
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involved are highly specialized and duplicate the activity needed to respond to many
other forms of emergency — accidents, weather, etc. At this point in time, what really
seems to be needed is a Presidential Task Force to review the broad need to deal with
al of the emerging threats to the American homeland, and to draft recommendations
and aPDD for the next President.
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US Government Efforts to Create a Homeland
Defense Capability

The US has followed the same basic principles in dealing with terrorism since the 1970s:
Make no concessions to terrorists, pressure state sponsors of terrorism, and apply the rule of law
to terrorists as criminals. This U.S. policy on terrorism became formalized in 1986, when the
Reagan administration's issued National Security Decision Directive 207 (NSDD 207).

This shift to a more formal policy came as the result of the findings of the 1985 Vice
President's Task Force on Terrorism, which highlighted the need for improved, centralized
interagency coordination of the significant federal assets to respond to terrorist incidents. NSDD
207 reaffirmed the lead agency responsibilities of past policy. The State Department was
responsible for international terrorism policy, procedures, and programs, and the FBI was
responsible for dealing with domestic terrorist acts while acting through the Department of
Justice.

The US response to the potential threats from covert attacks by state actors, their proxies,
or independent extremists and terrorists has, however, changed significantly since the mid-1990s.
The next magjor change in policy came in the National Defense Authorization Act for Fiscal Y ear
1994, Public Law No0.103-160, Section 1703 (50 USC 1522). This law mandated the
coordination and integration of al Department of Defense chemica and biological (CB) defense
programs. As part of this coordination and integration, the Secretary of Defense was directed to
submit an assessment and a description of plans to improve readiness to survive, fight and winin
a nuclear, biological and chemical (NBC) contaminated environment. Since that time, 50 USC
1522 has provided the essential authority to ensure the elimination of unnecessarily redundant
programs, focusing funds on DoD and program priorities, and enhancing readiness.

Key Presidential Decison Directives and Legidation
Affecting the Federal Response

The bombing of the federal building in Oklahoma City led to the issuance of Presidential
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Decision Directive 39 (PDD-39) in June 1995. PDD-39 built on the previous directive and
contained three key elements of a nationa strategy for combating terrorism: (1) reduce
vulnerabilities to terrorist attacks and prevent and deter terrorist acts before they occur; (2)
respond to terrorist acts that do occur-crisis management-and apprehend and punish terrorists;
and (3) manage the consequences of terrorist acts, including restoring capabilities to protect
public health and safety and essential government services and providing emergency relief. This
directive also further elaborates on agencies roles and responsibilities and some specific

measures to be taken regarding each element of the strategy.’

These policies have since been further developed by two key Presidential Decision
Directives, PDD-62 and PDD-63.

PDD-62 reaffirmed the basic principles of PDD-39, but clarified and reinforced the
specific missions of the US agencies charged with defeating and defending against
terrorism, and created a new and more systematic federal approach to fighting the
emerging threat posed by weapons of mass destruction (WMD). This includes programs
to deter terrorist incidents involving chemical, biological, radiological, and nuclear

weapons, and to manage the consequences if such incidents should occur.

PDD-63 caled for a national effort to assure the security of critical infrastructure. It
covers both critical infrastructure protection and cyber crime, and the security of both
government and private sector infrastructure to ensure national security, national
economic security, and public health and safety.

As a result of PDD-39 and PDD-62, the federa response to domestic incidents is now
divided into crisis management, led respectively by the FBI, and consequence management led
by FEMA. The GAO reports that,’

Two Presidentia Decisions Directives—number 39 issued in June 1995 and number 62 issued in May
1998—define U.S. policy to combat terrorism. These presidential directives and implementing guidance
divide the federa response to terrorist attacks into two categories—crisis management and consequence
management. Crisis management includes efforts to stop a terrorist attack, arrest terrorists, and gather
evidence for criminal prosecution. Consequence management includes efforts to provide medical treatment
and emergency services, evacuate people from dangerous areas, and restore government services. The
presidential directives also organize federal efforts to combat terrorism along a lead agency concept. The
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Department of Justice, through the Federal Bureau of Investigation (FBI), is the lead federal agency for
crisis management of domestic terrorist incidents. For managing the consequences of domestic terrorist
incidents, state and loca authorities are primarily responsible. The Federa Emergency Management
Agency (FEMA) isthe lead federal agency for consequence management if state or local authorities request
federal assistance.

New legidation has also shaped US policy. “The Defense Against Weapons of Mass
Destruction Act,” contained in the National Defense Authorization Act for Fiscal Year 1997
(titte X1V of P.L. 104-201, Sept. 23, 1996), established the Nunn-Lugar-Domenici Domestic
Preparedness Program. This act made the Department of Defense the lead federa agency for
implementing the program, and is to work in cooperation with the FBI, the Department of
Energy, the Environmental Protection Agency, the Department of Health and Human Services,
and the Federal Emergency Management Agency.’

The US gave significantly higher priority to the full range of threats post by weapons of
mass destruction. On June 8, 1998, the President forwarded to Congress a fiscal year 1999
budget amendment that included a proposal to (1) build for the first time civilian stockpile of
antidotes and vaccines to respond to a large-scale biological or chemical attack, (2) improve the
public health surveillance system to detect biological or chemical agents rapidly and analyze
resulting disease outbreaks, (3) provide specialized equipment and training to states and
localities for responding to a biological or chemical incident, and (4) expand the National
Institutes of Health's research into vaccines and therapies.

The Omnibus Consolidated and Emergency Supplemental Appropriations Act (P .L. 105- 277)
included $51 million for the Centers for Disease Control and Prevention to begin developing a
pharmaceutical and vaccine stockpile for civilian populations. The act aso required that HHS
submit an operating plan to the House and Senate Committees on Appropriations before
obligating the funds. The fiscal year 2000 request for HHS bioterrorism initiative is $230
million, including $52 million for the Centers for Disease Control and Prevention to continue

procurement of a national stockpile.

Important legidation is also pending. On April 6, 2000, H.R. 4210 was introduced to the

House Committee on Transportation and Infrastructure, Subcommittee on Oversight,
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Investigations, and Emergency Management. The bill would create the Office of Terrorism
Preparedness within the Executive Office of the President. Duties of the Office would include:
establishing, overseeing, and coordinating federal policies and priorities for state and local
preparedness; publishing a Domestic Terrorism Preparedness Plan and an annual strategy for
achieving the plan; reviewing state and local preparedness and creating voluntary minimum

standards.

It is unclear, however, that this legidation will be enacted. The GAO has stated that the
Office would have overlapping duties with the DOJ s National Domestic Preparedness Office,
which is administered by the FBI:®

As currently proposed in the bill, the Office may overlap with some functions to be performed by the
existing National Domestic Preparedness Office. The Attorney General established this office within the
Department of Justice to be responsible for interagency leadership and coordination of federa efforts to
provide assistance for state and local governments to prepare for terrorist incidents involving weapons of
mass destruction. As an example of potential duplication, the Nationa Domestic Preparedness Office
recently issued a “blueprint” for federal assistance, which is analogous to the new Office of Terrorism
Preparedness function to prepare a national plan and strategy.

In addition, the bill would limit the scope of the new Office of Terrorism Preparedness to incidents involving
weapons of mass destruction. According to intelligence and law enforcement officials, terrorists are least
likely to use these types of weapons. The Subcommittee may want to consider authorizing the Office of
Terrorism Preparedness to assist state and local governments to prepare for both weapons of mass destruction
and the more likely threat of conventional explosives.

Changesin the Structure of the Federal Effort

The number of federa players involved in combating the threats posed by state actors,
their proxies, or independent extremists and terrorists has increased substantially since PD-39
was issued in June 1995. The GAO has reported that the number of players now involves more
than 40 federal agencies, bureaus, and offices in combating terrorism. For example, Department
of Agriculture representatives now attend counterterrorism crisis response exercise planning
functions. The U.S. Army's Director of Military Support has created a new office to implement
the Nunn-Lugar-Domenici Domestic Preparedness Program, which has a new mission of training
U.S. cities emergency response personnel to deal with terrorist incidents using chemical and
biologica WMD. It and plans to create another office to integrate another new player-the
National Guard and Reserve-into the terrorism consequence management area.
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Similarly, the National Guard and Reserve has established 10 WMD Civil Support
Teams, formerly known as Rapid Assessment and Initial Detection (RAID) teams, throughout
the country and will have a total of 27 teams by early 2001.”° The U.S. Marine Corps has
established the Chemical Biological Incident Response Force. Further, the Department of Energy
has redesigned its long-standing Nuclear Emergency Search Team into various Joint Technical
Operations Teams and other teams. At least one Department of Energy laboratory is offering
consequence management services for chemical and biological as well as nuclear incidents. And
the Public Health Service is in the process of establishing 120 Metropolitan Medical Strike
Teams throughout the country in addition to 3 deployable "national asset” Nationa Medical
Response Teams and existing Disaster Medica Assistance Teams. There are many more

examples of new playersin the terrorism arena.

The Growth of the Federal Effort

These rapid changes in the way the Federal government deals with terrorism have been
accompanied by an even more rapid growth in federal spending which has created major
problems in tracking and assessing the Federal effort to deal with terrorism. The reporting on the
key programs contributing to homeland defense is currently a definitional and statistical
nightmare, and while the federal effort reflects steadily improving coordination, there are still

bureaucratic rivalries, duplicative programs, and differing priorities.

What is clear, is that major increases are taking place in the federal budget. The GAO reported
in 1997 that seven key federal agencies spent more than an estimated $6.5 billion on federa
efforts to combat terrorism, excluding classified programs and activities in FY 1997. Some key
agencies’ spending on terrorism-related programs had increased dramatically. For example, FBI
terrorism-related funding and staff-level authorizations tripled between FY 1995 and FY 1997,
and Federal Aviation Administration spending to combat terrorism also tripled.™

Office of Management and Budget (OMB) reporting to the Congress on enacted and
requested terrorism-related funding for fiscal years 1998 and 1999, stated that that more than 17

agencies then had classified and unclassified programs. These agencies were authorized a total of
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$6.5 billion for fiscal year 1998, and $6.7 hillion for fiscal year 1999. OMB's figures are lower
than the GAO's were for fiscal year 1997, but different definitions and interpretations of how to
attribute terrorism-related spending in broader accounts can cause a difference of billions of
dollars.® For example, the OMB) later reported that actual spending in 1998 totaled $7.658
billion consisting of $5.871 billion for combating terrorism, $.645 billion for combating weapons
of mass destruction and $1.142 billion for critical infrastructure protection.”

The FY 2000 Program

The White House issued a more detailed "guesstimate” as to the size federal spending in
submitting its FY2000 budget request. President Clinton’s FY 2000 requested budget for
counterterrorism:*

In his FY 00 budget request, President Clinton will propose $10 billion to address "terrorism and terrorist-
emerging tools' including nearly $1.4 billion in defense against chemical and biological terrorism. A
further $1.46 billion will be requested for critical infrastructure protection, $231 million for
nonproliferation and transnational antiterrorism efforts, and $230 million for bioterrorism programs at the
Department of Health and Human Services.

.The White House also provided the following breakdown of how the FY 2000 program
was allocated to different activities:”

Funding for Domestic Preparedness and Critical Infrastructure Protection: The President's Fiscal
Year 2000 budget includes requests for $2.849 billion for critical infrastructure protection, computer
security, and domestic preparedness against a weapons of mass destruction attack. The budget request
also proposed $7.162 hillion for conventional counter-terrorism security programs.

Domestic Preparedness against Weapons of Mass Destruction: In May 1999 the President proposed
adding $300 million for a new weapons of mass destruction domestic preparedness program. As a
result, the 1999 enacted level was $1.281 billion. The President's FY 2000 funding request for
countering the threat of terrorist use of weapons of mass destruction continues and expands the
program to $1.385 billion. The FY 2000 request included increases of $30 million above the previous
level for research into new vaccines and medicines, an additional $15 million to fund Public Health
Surveillance to detect an attack, and an additional $13 million to create new metropolitan medical
response teams. Highlights of the FY 2000 budget included:

$52 million to continue procurement of a national stockpile of specialized medicines to protect the
civilian population.

$611 million for training and equipping emergency personnel in U.S. cities, planning and
exercising for weapons of mass destruction contingencies and strengthening public health
infrastructure.

$206 million to protect U.S. government facilities, $381 million for research and development,
including pathogen genome sequencing, vaccines, new therapies, detection and diagnosis,
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decontamination, and disposition of nuclear material.

Critical Infrastructure Protection and Computer Security: The President's FY 2000 request included
$1.464 billion for protection of critical infrastructure and computer security. This represented a 40%
increase in the two budget years since the President created the Critical Infrastructure Protection
Commission. The highlights of this program included:

Critical Infrastructure Applied Research Initiative ($500 million).

Intrusion and Detection Systems: In addition to ongoing Department of Defense funding, $2
million will be spent to design and evaluate a similar system for other Federal agencies.

Information Sharing and Analysis Centers (ISACs): As part of the public-private partnership, we
will provide $8 million to support the initial establishment of ISACs.

Cyber Corps: This program addresses the shortage of highly skilled computer science expertise in the
government and enable agencies to recruit a cadre of experts to respond to attacks on computer
networks. It will use existing personnel flexibilities, scholarship and financial assistance programs, and
$3 million to examine new scholarship programs to retrain, retain and recruit computer science
students.

Counter-terrorism Security: In addition to the programs above, the President's FY 2000 budget request
for dl anti-terrorism and counter-terrorism programs was $8.547 hillion, a 12% increase over the FY
1999 enacted level and an 18% increase over FY 1998.

The President also requested a supplemental appropriation in FY 1999 of $2.064 billion after the
Africa bombings. This included $1.4 billion to provide additional security measures to diplomatic and
consular facilities and rebuild the two embassies destroyed in Dar es Salaam and Nairobi.

The FY2001 Program

An OMB estimate of FY2001 federal spending on counterterrorism indicates that
spending will total $9.3 billion for FY 2001, a 43% increase. Within these amounts, WMD
preparedness spending has increased from $645 million in FY 1998 to $1.55 hillion in FY 2001, a
141% increase.” . According to the GAO, however, the requested FY 2001 budget for terrorism
as of April 6, 2000 was $11.117 billion. $7.538 billion was for combating terrorism, $1.552
billion for combating WMD, and $2.027 for critical infrastructure protection.”

In addition to reporting on the increase in the number of programs, we have testified twice on the rapid
increase in federal funding to combat terrorism. The Office of Management and Budget (OMB) reported
1998 actual spending at $7.658 billion consisting of $5.871 billion for combating terrorism, $.645 billion
for combating weapons of mass destruction and $1.142 billion for critical infrastructure protection. The
President’s budget request for fiscal year 2001 totals $11.117 billion consisting of $7.538 billion for
combating terrorism, $1.552 billion for combating weapons of mass destruction and $2.027 hillion for
critical infrastructure protection. As proposed in the President’s budget request, total funding would
increase about 45 percent from 1998 to 2001, with component increases of about 28 percent for combating
terrorism, about 140 percent for combating weapons of mass destruction, and about 77 percent for critical
infrastructure protection. As noted in our earlier work, funding has increased dramatically at the
Departments of Health and Human Services, Justice, and at the FBI.
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Part of the problem in estimating federal expenditures is that they are subject to constant
change. For example, the President requested an additional $300 million for counterterrorism, on
May 17, 2000, The Department of Justice will receive an additiona $89 million, the
Department of Treasury $87 million, and other agencies will receive $159 million to fund extra
personnel, equipment, joint operations, and infrastructure improvements.”” The White House

described these new program initiatives are follows:
President Clinton announced a plan today to invest an additional $300 million in critica programs to
strengthen the Nation's counterterrorism efforts.

The funding would enhance the Federal government's work to deter and detect terrorist activity, applying
lessons learned from the counterterrorism effort undertaken during Millennium celebration events. The
request proposes $89 million for the Department of Justice and $87 million for the Department of the
Treasury to fund extra personnel, new equipment, and additiona joint operations and infrastructure
improvements. An additional $159 million is proposed for other agencies to support these efforts.

Highlights of the initiative include:

Increasing the number of Joint Terrorism Task Forces located throughout the United States. The Task
Forces were established to integrate the resources and expertise of the law enforcement authorities of
the Federa Bureau of Investigation (FBI), the Immigration and Naturalization Service (INS), the U.S.
Customs Service, ATF, Secret Service and state and local law enforcement.

Improving monitoring on the northern border with secure communications egquipment and advanced
monitoring equipment, including high resolution day and night camera technology.

Expanding INS forensic capabilities at the government's federal crime lab dedicated to the forensic
examination of potentially fraudulent travel documents.

Supporting the establishment of a new interagency National Terrorist Asset Tracking Center to analyze
the financing of terrorist organizations and expand the Office of Foreign Asset Control at the
Department of the Treasury.

Increasing the number of Department of Justice prosecutors and legal staff to support the prosecution
of terrorigts.

Increasing the Department of the Treasury's Counterterrorism Fund that was established to cover costs
associated with efforts to counter, investigate or prosecute domestic or international terrorism.

Today's request builds on activities aready being undertaken. In FY 2000, reprogramming funds the
majority of the package. A fully offset FY 2001 budget amendment will be submitted to Congress.

The Details of the Federal Effort

The most accurate detailed estimate of the federa efforts is the work done by OMB in
response to a requirement in Section 1051 of the Fisca Year 1998 National Defense
Authorization Act (P.L.105-85, which requires the Administration to provide information on
Executive branch funding efforts to combat terrorism. Subsequent legislation (Section 1403 of
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P.L.105-261) requires an annex to this report that shows spending on domestic preparedness.

Table Thirteen, and Charts Ten to Twelve, show the patterns in total federa spending on
the threats posed by state actors, their proxies, or independent extremists and terrorists.
According to the data in this table, the total funding for all forms of federal action dealing with
terrorism rose from $8.3 billion in FY 1998 to $12.893 hillion in FY2000. This is a rise of 55%.
The total funding designed specifically to deal with the threat from WMD rose from $645
million in FY1998 to $1.554,96 million in FY2000, a rise of 240%. The rise in critical
infrastructure protection was from $1.142 million to $2,027.25 million, a rise of 78%. These

figures reveal an extremely rapid rate of growth in new program areas.

The Changing Patternsin Federal Spending

A review of Table Thirteen, and Charts Ten to Twelve, also reveas the following more
detailed patternsin federal spending during FY 1998-FY 2001:

The federal effort is broadly distributed among 23 major Federa departments and
agencies. The largest efforts are carried out in the national security area, which includes
the Department of Defense and intelligence agencies, and which received slightly over
51% of the total funding programmed for FY 2001. The second largest recipient has been
the State Department, largely because of the high cost of improving physical security at
US embassies.

The “civil” effort reflects a similar rise in spending on physical protection, which is a key
reason for the rise in spending by agencies like the Department of Energy, GSA,
Transportation and Energy. There has, however, been an important increase in funding
for law enforcement and the funding for the Department of Justice rose by nearly 50%
during FY 1998-FY 2000.

Most federal spending on terrorism is not directly related to either the threat posed by
weapons of mass destruction (14%) or to critical infrastructure protection (18%).
Spending on other activities totaled 68% in the FY 2001 budget request.
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The main increases in the overall federal effort to combat terrorism took place in funding
improved physical protection for government facilities and employees ($2.9 billion to
$4.3 billion), in preparing for and responding to terrorist acts ($418 million to $947
million), and in research and development ($403 million to $813 million.)

In contrast, law enforcement — the traditional focus of the federal effort — rose from $2.7
million to $3.0 billion. This latter rise was still quire significant, but law enforcement
spending dropped from 41% of all spending in FY 1998 to 32% in FY 2001.

The rise in spending to directly counter the threat of the use of WMD spending, in
contrast, did not involve maor increases in spending on physical protection for either
government or the national populace. It did lead to a near doubling of law enforcement
spending, and massive increases in spending on preparing for and responding to WMD
terrorism ($155 million to $633 million), and on research and development ($240 million
to $590 million.)

The growth in the CIP effort was more broadly distributed by category, although the
outreach each to the private sector trebled ($103 million to $328 million), and federal
efforts in education and intrusion monitoring and response more than trebled.

It is important to note that these totals include all federal spending and not simply efforts
to react to the threat posed to the US homeland. As a result, they give a somewhat misleading
view of how the US is attempting to defend against the threat posed by state actors, their proxies,
or independent extremists and terrorists. For example, CIP or critical infrastructure protection is
often excluded from the analysis of US counter-terrorism efforts and includes different threats
such as information warfare. It is also discussed separately, in depth, in a different section of this
report.

At the same time, any effort to break out federal spending into neat categories presents
major problems in categorization. While spending on efforts to directly deal with the threat of

state actors, their proxies, or independent extremists and terrorists using weapons of mass
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destruction is only a relatively small portion of total federal spending, much of the spending in
other areas improves the quality of law enforcement and offers some protection against the use
of such weapons. There are aso broad categories of federal spending, like spending on national
health care, the offensive and deterrent capabilities of the Department of Defense, and the civil
emergency capabilities of agencies like FEMA which have a magjor impact both in countering

terrorism and in consequence management.

Planning and Programming the Overall Federal Effort

This latter point is particularly important because it reflects the serious real-world limits
on how efficiently the federal government can hope to be in allocating resources. The initial
increases in funding produced a near feeding frenzy as departments and agencies competed for

major new sources of funding. Asthe GAO noted in a 1998 report,

...,more money is being spent to combat terrorism without any assurance of whether it is focused on the
right programs or in the right amounts.... key interagency management functions were not clearly required
or performed. For example, neither the National Security Council nor the Office of Management and
Budget (OMB) was required to regularly collect, aggregate, and review funding and spending data relative
to combating terrorism on a crosscutting, government-wide basis. Further, neither agency had established
funding priorities for terrorism-related programs within or across agencies individual budgets or ensured
that individual agencies stated requirements had been validated against threat and risk criteria before
budget requests were submitted to the Congress. Because government-wide priorities have not been
established and funding requirements have not necessarily been validated based on an analytically sound
assessment of the threat and risk of terrorist attack, there is no basis to have a reasonable assurance that
funds are being spent on the right programs in the right amounts and that unnecessary program and funding
duplication, overlap, misallocation, fragmentation, and gaps have not occurred.

The Federal government has since made maor efforts to improve its coordination,
planning, programming, budgeting, and coordination efforts. The National Defense
Authorization Act for Fiscal Year 1998 (P.L. 105-85, Nov. 18, 1997) required OMB to establish
a reporting system for executive agencies on the budgeting and expenditure of funds for
programs and activities to combat terrorism. OMB is aso to collect the information and the
President is to report the results to the Congress annually, including information on the programs
and activities, priorities, and duplication of efforts in implementing the programs. ” OMB made
its first report in 1998, and the reports that have followed reflect a steadily improving effort to

ensure the coordination of efforts within and between federal agencies.
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The Clinton Administration has made other efforts to develop an integrated federal
approach to dealing with the threat posed by state actors, their proxies, or independent extremists
and terrorists As part of this effort Administration has developed more specific guidance for
Federal Agenciesin two documents: A “Five Year Interagency Counter-Terrorism Plan,” and a
“National Plan for Infrastructure Systems Protection.”

The Administration also has tasked the National Security Council (NSC) with leading the
interagency working groups involved with terrorism, the threat from weapons of mass
destruction, and critical infrastructure protection, and with ensuring that the policies are properly
prioritized and executed in Agency programs and budget. An annual review by the NSC is
intended to ensure that agencies structure their activities efficiently and effectively and to

develop a comprehensive and crosscutting national program.

There are obvious limits to what these efforts can accomplish. While it is easy to talk
about creating a coordinated federal plan, and efficiently programming resources accordingly,
sheer scale of the current federal effort, its rapid recent growth, and agency efforts to compete for
new resources make such efforts largely impossible. This becomes all too clear in the more
detailed analyses of agency and departmental efforts that follows, and the problem is further
complicated by the problem of determining with proper federal interface with state and local
governments, and the private and civil sectors. For example, response capabilities for given types
of attack differ so much by urban area that it becomes extremely difficult for agencies to develop
a common approach that can react to these differences.

Both the Gilmore Commission and GAO have found that serious problems still exist in the
coordination effort, and that the federal government till has along way to go in developing a
well-coordinated and effective program, and it is far from clear that it can do so until the nature
of future threats is far clearer than it istoday. The GAO testified in June 2000 that,™

One of the major deficiencies in federal efforts to combat terrorism is the lack of linkage between the
terrorist threat, a national strategy, and agency resources. Much of the federal efforts to combat terrorism
have been based upon vulnerahilities rather than an analysis of credible threats. For example, agencies have
used and are still using improbable “worst case scenarios’ to plan and develop programs. While there has
been a major effort to develop a national strategy, to date the strategy does not include a clear desired
outcome to be achieved. Resources to combat terrorism have increased in terms of both budgets and
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programs. These increased resources have not been clearly linked to a threat analysis and we have found
cases where some agency initiatives appear at odds with the judgments of the intelligence community.

This situation also creates the potential for agencies to develop their own programs without adequate
coordination, leaving the potential for gaps and/or duplication. Efforts to track and coordinate federal
spending across agencies have started, but they have only begun to tackle the important task of prioritizing
programs.

We have recommended, and the executive branch has agreed to, conducting threat and risk assessments to
improve federa efforts to combat terrorism. Specifically, such assessments could be an important step to
develop a national strategy and to target resources. The federal government cannot prepare for CBRN
incidents on its own. Several improvements are also warranted in intergovernmenta relations between
federal, state and local governments. For example, we found that federal agencies developed some of their
assistance programs without coordinating them with existing state and local emergency management
structures.

In addition, the multitude of federa assistance programs has led to confusion on the part of state and loca
officials. One step to improve coordination and reduce confusion has been the creation of the National
Domestic Preparedness Office within the Department of Justice to provide “one stop shopping” to state and
local officials in need of assistance. This office has recently prepared a draft plan on how it will provide
assistance.

Another intergovernmental issue requiring resolution is the matter of command and control at the site of a
terrorist incident. Roles of the federal government versus the state and local governments need to be
further clarified to prevent confusion. The federal government is making some progress in addressing these
command and control issues through exercises. Federal exercises, in contrast to earlier years, are now
practicing crisis and consequence management simultaneously and including state and local participation.

Finally, the Gilmore Panel report found many of the same problems that we have been reporting on, such as
the need for (1) more rigorous analyses of the threat, (2) better management of federal programs, (3)
improvements in coordination with state and local officias, and (4) a national strategy to combat terrorism.
In addition, the report raises some interesting points for Congress to consider in the future as it oversees
federal programs to combat terrorism.

Three are deeper conceptual problems that go far beyond these criticisms. As has already
been discussed in depth, the range of threats smply are not predictable enough for given
agencies to attempt more than a constantly evolving and uncertain process of suboptimization.
Put differently, departments and agencies must often do what they can to improve their
capabilities at the margin, rather than seek to create building blocks in some kind of coherent
homeland defense.

Such efforts may not, however, have great impact on US ability to defend against nuclear
and highly lethal biological attacks. They may gave the impression of defense and response
capability, but the end result may not be able to cope with very high levels of attack, which may
well force al levels of government to improvise radically with little warning and under intense

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 14

pressure. Marginal improvements in resources may fail to deal with response requirements or be
impossible to allocate efficiently within the time windows required. This is particularly true
because there currently seems to be little practical understanding of what a “worst case” or high
level attack would really do, and how uncertain its effects now are.

Finally, the present coordination effort only focuses on those federal programs identified
as being directly designed to defend or respond to the threat state actors, their proxies, or
independent extremists and terrorists pose to the American homeland. This is amost certainly
not the right way to will prove to create the most effective overall program to actually improve
Homeland defense. Such a program must explicitly consider the offensive, deterrent, and
retaliatory capabilities of US military and intelligence agencies, and the role their activities

overseas can play in creating an effective deterrent to foreign attacks on the US.
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Table Thirteen

OMB Estimate of Total Federal Spending on Terrorism (As of 6/2000)
(Government Spending for Combating Terrorism, WMD and Critical Infrastructure Protection in Current $US

Billions)

FY1998 FY1999 FY 2000 FY2001
Federal Government 8,303.40 11,424.26 11,632.88 12,893.50
Combat Terrorism 6,516.08 8,757.25 8,419.72 9,311.29
Law Enforcement and Investigative Activities 2,654.72 2,686.77 2,820.04 3,025.51
Physical Security of Government Facilities and Employees 2,893.72 4,356.44 3,637.49 4,250.24
Physical Security of National Populace 146.66 256.83 249.86 266.76
Preparing for and Responding to Terrorist Acts 417.84 930.21 984.41 947.00
Research and Development 403.14 527.01 727.91 812.79
WMD Preparedness 645.32 1,238.44 1,453.74 1,554.96
Law Enforcement and Investigative Activities 71.82 102.30 93.77 142.53
Physical Security of Government 175.09 199.35 200.58 185.41
Physical Security of National Populace 3.39 3.83 3.61 3.62
Preparing for and Responding to WMD Terrorism 155.26 564.20 618.74 633.48
Research and Development 239.75 368.76 537.04 589.92
Critical Infrastructure Protection 1,142.00 1,428.57 1,759.42 2,027.25
Federal Infrastructure Protection 1,038.79 1,278.91 1,584.26 1,699.03
Education and Training 37.54 48.50 79.45 105.00
Intrusion Monitoring and Response 127.63 186.27 213.37 249.27
Legidative Initiatives and Lega Issues 0.12 0.20 0.20 0.23
Multiple Program Areas 242.45 282.72 397.21 369.05
Reconstitution 26.19 30.18 16.29 5.64
System Protection 533.32 631.13 710.23 740.69
Threat/V ulnerability/Risk Assessments 71.56 99.92 167.51 229.15
CIP Assistance/Outreach to Private Sector 103.21 149.66 175.16 328.22
Education and Training 114 1.60 1.60 250
Intrusion Monitoring and Response 3.75 5.20 4.70 6.62
Legidative Initiatives and Lega Issues 158 2.60 2.60 3.60
Multiple Program Areas 37.99 70.78 61.14 133.92
Public Awareness/Outreach 0.00 0.00 2.30 3.10
Reconstitution 0.00 0.00 0.00 213
System Protection 37.31 43.15 57.05 7214
Threat/V ulnerability/Risk Assessments 21.44 26.33 45.78 104.14

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000
*denotes programs highlighted in OMB report. Figures part of 2001 budget
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Chart Ten

Federa Spending on Terrorism, WMD, and CIP by Category: FY 1998-FY 2001
(Current $US Millions)

12,000.00
10,000.00
8,000.00
6,000.00 1
4,000.00 A
2,000.00 4
0.00 7
FY1998 FY1999 FY2000 FY2001
B CIP 1142 1428.57 1759.42 2027.25
O wmD 645.32 1,238.44 1,453.74 1,554.96
B Other Terrorism 5,810.74 7518.81 6965.98 7756.33

Source: Adapted by Anthony H. Cordesman from data provided by ACDA on April 1, 1999. Belarus and K azakhstan report zero
in every category.
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Chart Eleven

Distribution of Federal Spending on Terrorism, WMD, and CIP by Category: FY 2001
(Current $US Millions)

Other Terrorism
68%

Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000.
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Chart Twelve

Federal Spending on Terrorism, WMD, and CIP by Agency: FY 1998-FY 2001 — Part One
(Current $US Millions)
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000.
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Federal Spending on Terrorism, WMD, and CIP by Agency: FY 1998-FY 2001 — Part Two

Chart Twelve
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Antiterrorism, Counterterrorism, and Core Spending
Chart Thirteen shows the patterns in federal expenditures, less expenditures on CIP.
OMB reports that these expenditures are broadly divided into anti-terrorism spending, which
includes protection against terrorism and management of the consequences of an attack, and

methods to counter terrorism that include efforts to preempt and prosecute terrorism.

OMB also reports that there is an ongoing debate of what priority should be given to each
group of activities, but the distinctions between such federal activities are often artificial and it is
obvious from the budget presentations of different departments and agencies that the US is still
seeking to find what balance is needed. Much of the spending in both categories, however, does

not go to Homeland defense per se.

Antiterrorism

In the case of “antiterrorism,” the US has spent massive sums on force protection in
recent years, and this includes embassy security and the protection of US troops overseas.
According to an OMB estimate, spending in this area grew by 47% from FY 1998-2001, largely
because of need to improve the protection of embassies. The Clinton Administration requested
$4,295 million for such activities in FY 2001, or roughly 55% of al of the money dedicated to
anti-terrorism spending. The US National Security community accounts for 51% of the federal

funding in “anti-terrorism,” largely because of force protection efforts.

Federal anti-terrorism efforts involve very little broadly based spending on the protection
of the national populace and infrastructure. Funds to improve the physical security of the
national populace and infrastructure facilities in the US have increased by 80% since FY 1998,
but accounted for only 3% of the FY2001 request for anti-terrorism funding. Most of this
spending has gone to defend largely against conventional attacks, and does not enhance
protection against the use of weapons of mass destruction in ways that would attack from beyond
arelatively limited security perimeter of selected federal facilities. According to OMB, most of
this money has gone to one narrow area, aviation security and in the form of increased

inspections and training assistance to security companies.
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Law enforcement and investigation activities directed at anti-terrorism include crimina
investigations and intelligence assessments by a wide range of agencies. The Bureau of Alcohal,
Tobacco, and Firearms funds activities related to trafficking in illegal firearms, the recovery of
explosives, and tracing projects. GSA investigates building security. Justice and Treasury
concentrate on terrorism-related crimina investigations, and the FAA, GSA, Coast Guard,
intelligence community, and NRC conduct defensive intelligence assessments in their areas of
responsibility. The Clinton Administration has proposed a $112 million rise in spending in
FY 2001 in this category, a 6% rise over FY 2000.

Counterterrorism

Federal spending on “counterterrorism” is dominated by law enforcement and
investigative activities, which use over 70 percent of total spending. The effort to preempt and
prosecute terrorists seeks to meet the goals set forth in PDD-62 relating to the apprehension and
prosecution of terrorists. The Clinton Administration has sought to increase this aspect of the
FY 2001 budget request by $235 million, of which $148 million would go to the Justice and
Treasury Departments to detect and deter terrorist activity. An additional $87 million would go

to the national security agencies.

The effort to prepare and respond to terrorist acts is dominated by spending by the FBI
and national security agencies, which are allocated nearly 80 percent of the FY 2001 request. The
FBI effort includes investigations and operations and training, forensics, and criminal justice
activities. A substantial amount of this founding, however, goes to aid foreign countries or deal
with terrorist attacks on Americans overseas. For example, the Administration is seeking to fund
acrisis response or FEST aircraft to transport teams to terrorist incidents to assist host nations in
managing or resolving a crisis. This area of federal funding also includes Treasury activities in
planning and securing protective activities.

Research and development funding for counterterrorism accounts for 80% of all research
and development funding, and is conducted by the national security agencies, FBI, and
Department of Energy. Much of this funding goes for research to prevent or respond to the use of
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weapons of mass destruction, and most recent increases in this category have been dominated by
funding for such research.

“Core Spending” on Terrorism

Much of the activity in both anti-terrorism and counter-terrorism affects world-wide
federal activities. Accordingly, Charts Fourteen and Fifteen provide a different breakout of the
patterns in total federal spending on terrorism. They eliminate spending on activities like critical
infrastructure protection and show only the core federal spending on threat state actors, their
proxies, or independent extremists and terrorists. It must be stressed that such a categorization is
highly artificial, but it seems to provide a somewhat more accurate picture of the trends in
federal spending designed to directly deter, defend, and/or respond to direct attacks on the

American Homeland..

The total expenditures in these charts are much lower than those in the previous tables
and charts. The total for FY2001 is only 58 percent of the total for CIP, WMD, and other
terrorism, and 70 of the total for WMD, and other terrorism. At the same time, they are till
considerable. “Core spending” increased from $4,267.68 million in FY 1998 to $6,607.02 million
in FY 2001, or by 55 percent. This involved a 77% increase in spending to deal with weapons of
mass destruction, and a more than 100% increase in related research and development activity.
They aso involved a 14% increase in other law enforcement and investigation activities, a 126%
increase in preparations and response to terrorist acts —almost all of which has gone to protection
against attacks using weapons of mass destruction -- and a more than 80% increase in efforts to

improve the physical security of the populace.

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism

Chart Thirteen
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Federal Spending on Terrorism and WMD by Category: FY 1998-FY 2001
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000..

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism

Chart Fourteen
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Core Federal Spending on Terrorism and WMD by Activity: FY 1998-FY 2001:
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual

Report to Congress on Combating Terrorism,” May 2000.
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Chart Fifteen

Distribution of Core Federal Spending on Terrorism and WMD by Activity: FY 2001

(Current $US Millions)
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000.
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Spending on Preparedness for Attacks Using Weapons of M ass Destruction

Only arelatively small number of federal programs are dedicated specifically to dealing
with the threat that state actors, their proxies, or independent extremists and terrorists pose to the
US Homeland, and these programs often apply at least indirectly to the protection of US forces
overseas and America's friends and allies. The size and nature of these programs is shown in
Charts Sixteen and Seventeen. Total Federal expenditures have grown from $645.32 million in
FY 1998 to a request for $1,554.96 in FY 2001, or by a factor of 2.4. In the process, they have
grown from eight percent of total federal terrorism and CIP spending in FY 1998 to 14% percent
in FY 2001.

As Chart Seventeen shows, most of the money is allocated to the Department of Defense
and intelligence community (National Security) and Department of Energy — both of which have
special expertise in these areas. Their combined budgets have risen from atotal of $456 million
in FY 1998 to $831 million in FY 2001. HHS has seen a massive increase in such funding -- $15.9
million in FY 1998 to $265.37 million in FY 2001 -- because of the threat of biological warfare.
The same is true for the Department of Agriculture, which has gone from $5.2 million to $$39.8

million. State has seen its budget increase from $$23 million to $72 million.

The budget of the Department of Justice has more than doubled from $100.8 million in
FY 1998 to $255 million in FY2001. Treasury has increased from $18 million to $26 million,
FEMA from $5.92 to $35 million, and Commerce from $11.9 to 20.2 million.

WMD programs seek to deter incidents involving the use of massive conventional bombs
and chemical, biological, radiological, and nuclear weapons and manage the consequences if
they are used. Most spending goes to anti-terrorism efforts, and roughly 90% is devoted to
defensive efforts. This spending responds to PPD-62 and the need to enhance domestic
preparedness. The FBI is the lead agency for crisis management where there is a credible threat
of a WMD incident. FEMA is the lead agency for consequence management, when the incident
or threat has subsided and the key priority is to restore order and deliver emergency assistance.

Other agencies contribute according to their mission. Energy deals with radiological issues, HHS
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with medical impacts, etc. The Department of Defense provides support and has established a
joint task force for support to civil authorities and to coordinate federal, state, and local
authorities as part of its new Joint Forces Command.

These expenditures also, however, cover foreign incidents. The State Department has
responsibility for consequence management and for initial US coordination of such action
through the Foreign Emergency Support Team (FEST). The Department of Defense plays a
major role in both domestic and foreign related activities because of its long experience with
WMD.

WMD Antiterrorism Activities

The main activity in WMD anti-terrorism is preparing for and responding to WMD
terrorism. Spending increased from $89 million in FY1998 to $566 million in FY 2000, after
PDD created a new requirement for a concerted effort to improve domestic preparedness. It also
assigned Justice, FEMA, HHS, and Defense responsibility as lead agencies for WMD crisis
management, consequence management, medical response, and training for state and local
authorities, and established a new interagency working group to deal with these issues. The are

four major initiatives underway as part of this effort.:

Federal assistance to state and local authorities: The federal government provides training, equipment,
planning and technical expertise. Funding is planned to increase by 15% in FY 2001 and shift emphasis
from training to equipment grants as the first groups of the 120 largest cities in the UJS complete training
and begin to procure specialized equipment.

Medical defense: Activity includes public health surveillance of people and the nation’s food supply,
development of a stockpile of vaccines and therapeutics, and other planning for the medical aspects of an
WMD incident. An 8% increase in funding is planned for public health infrastructure for FY2001, and
includes a more active program for epidemiological capacity to improve detection and the reporting of
outbreaks and for food supply protection. The role of the Department of Agriculture is enhanced to
strengthen its ability to identify and protect against terrorist attacks aimed at crops or livestock.

Federal special response: A large-scale WMD incident would overwhelm the response capabilities of state
and local authorities. Federal response units will be needed from a variety of agencies, each with a specific
expertise and mission. The Department of Energy provides nuclear response teams. The EPA provides
HAZMAT management teams. HHS provides medical response teams. The FBI provides forensic response
teams, and DoD provides explosive ordnance disposal teams. Funding doubled between FY 1998 and
FY 1999, but then dropped dightly in FY 2000 after the start up cost of the DoD WMD Civil Support Teams
were paid for.
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Federal contingency planning and exercises: These prepare federal agencies and departments to respond to
terrorist incidents. There has only been modest program growth since FY 1999.

The US aso has three smaller mission areas. Physical security of government, physical
security of the national populace, and law enforcement and investigation. The FY 2001 request
for all three programs is $259 million. Much of this spending goes to protecting government
facilities with WMD-relative materials.

WMD Counterterrorism

Most WMD counterterrorism resources go to the national security community and they
fall into two main categories. Thefirst islaw enforcement and investigation. It totals $73 million
in FY 2001, and spending has increased by 40% since FY 1998. The second is preparing for and
responding to terrorist acts, which totals $67 million in FY2001. Some of this activity is
classified, but it also includes Department of Commerce implementation activities for the
Chemical Weapons Convention, accounts for most of the increase over FY2001. The other
funding in this area is far participation in joint task forces and planning WMD counterterrorism

activities.
R&D for Defense Against WM D

At this point in time, most federal spending on WMD concentrates on research and
development. The Clinton Administration has determined that this is the highest priority area for
spending. It proposed a 50% increase ($129 million) in FY1999, and a 30% increase ($111
million) in FY2001. This spending has strong congressional support, and is focused on dealing

with three main scientific and technological challenges:

Preventing or forestalling the release of aWMD payload.
Detecting and responding to a threatened or actual release.
Managing the health, environmental, and law enforcement consequences of such an incident.

These efforts require an exceptional degree of interagency coordination, which is the
responsibility of the White House Office of Science and Technology Policy, and which chairs an
interagency working group to determine vulnerabilities and shortfallsin the US effort to mitigate
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or respond to WMD, determines R&D objectives, coordinate agency R&D activities, and
identify new requirements. The Clinton Administration has sought to enhance the links between
researcher and customers for their R&D products, such as the agencies responsible for meeting
first responder and technical needs.
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Chart Sixteen
Federal Spending on WMD Preparedness by Activity: FY 1998-FY 20001
(Current $US Millions)
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000.

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism

Chart Seventeen

7/19/00

Federal Spending on WMD by Agency: FY 1998-FY 2001 — Part One

(Current $US Millions)
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Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and Budget, “Annual
Report to Congress on Combating Terrorism,” May 2000

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 32

Chart Seventeen

Federal Spending on WMD by Agency: FY 1998-FY 2001 — Part Two
(Current $US Millions)

FY 1998 FY 1999 EY 2000 FY 2001
Agriculture 5.20 6.70 7.33 39.80
Commerce 11.90 9.00 9.00 20.20
Education 3.59 4.45 5.23 251
Energy 275.78 350.75 366.61 364.23
EPA 2.00 2.00 2.00 3.20
FEMA 5.92 17.61 30.77 34.52
HHS 15.90 173.12 277.56 265.37
Interior 0.22 0.25 0.27 0.27
Justice 100.80 201.22 217.18 254.66
National Security 180.56 408.15 475.82 467.21
NRC 3.04 2.79 2.79 2.79
State 23.00 46.00 37.00 72.00
Transportation 0.00 0.00 0.45 2.50
Treasury 18.01 19.46 25.87 25.87
USAID 3.00 1.40 1.40 2.35
Veterans Affairs 0.10 0.04 17.33 17.39

Source: Adapted by Anthony H. Cordesman from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000
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Federal Efforts by Department and Agency

Federal departments and agencies generally do a poor job in providing unclassified
reporting on any aspect of their counterterrorism programs. Many fail to provide any details on
their activities. Of those who do report, many discuss the threat but only provide a vague
description of their actual programs, and no detailed description of the money being spent. No
agency provides a meaningful description of its future program, future costs, milestones, or
measures of effectiveness. Cooperation with state and local agencies is often ignored, and when
itisnot, it tends to be discussed in anecdotal terms.

Research and development programs receive little detailed description and the description
that is provided often concentrates on the threat being dealt with, and agencies provide little
program detail. There is no evidence that any department or agency has provided a technology
net assessment to examine whether its programs will provide defensive capabilities that outpace
advances in offensive capability. There is virtually no discussion of the risk posed by
countermeasures or the cost to defeat current and planned programs. There is no discussion of
the outyear costs of research and development activity or of estimated deployment schedules,
measures of effectiveness, and life cycle costs. Almost without exception, there is no way to be
certain to degree to which given programs in given departments or agencies are actually focused
on CBRN and other counterterrorism activities, or have simply recast ongoing or desired

programs to compete for such funds.

The OMB reports in response to the National Defense Authorization Act do, however,
provide an overview of some department and agency activity, and considerably more insight into
agency spending. They do not cut across individual agency efforts to the point where, for
example, it is possible to determine whether there is anything approaching a coherent program to
deal with biological warfare. Yet, they do provide considerable detail on key activities within

each agency.

The most recent OMD data are shown in Table Fourteen. It is important to note three

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 4

things about these data. First, they do not include expenditures on critical infrastructure
protection, although some of these expenditures deal with the protection of physical
infrastructure, rather than information systems, and would help homeland defense in the event of
a CBRN attack. Second, there is no way to determine how much spending deals with domestic
threats per se versus threats to US interests abroad. Finally, the data on “WMD Preparedness’
programs isincluded in the totals for the programs to combat terrorism, and is not additive to

the figures shown for “Combat Terrorism.”.

Table Fourteen

OMB Estimate of Federal Spending on Terrorism by Agency (As of 6/2000)
(Government Spending for Combating Terrorism, WMD and Critical Infrastructure Protection in Current $US

Billions)

Department of Agriculture 16.10 19.62 22.17 98.97
Combat Terrorism 10.20 11.70 12.33 41.28
Physical Security of Government Facilities and Employees 5.00 5.00 5.00 1.48
Preparing for and Responding to Terrorist Acts 0.00 0.00 0.63 10.60
Research and Development 5.20 6.70 6.70 29.20
WM D Preparedness 5.20 6.70 7.33 39.80
Preparing for and Responding to WMD Terrorism 0.00 0.00 0.63 10.60
Federal Planning and Exercises 0.00 0.00 0.00 0.26
Other Planning and Assistance to State/L ocal 0.00 0.00 0.00 4.48
Public Hedlth Infrastructure/Surveillance 0.00 0.00 0.63 5.87
Research and Development 5.20 6.70 6.70 29.20
Basic Research, incl. Gene Sequencing 0.00 0.00 0.00 10.00
Other 5.20 6.70 6.70 19.20

*OMB Highlighted Programs WMD/CIP
Research and Development - - - 10.00
Laboratory Infrastructure Improvements - - - 19.00
National Animal Health Emergency Program - - - 5.90
Department of Commer ce 50.79 62.66 49.15 145.90
Combat Terrorism 29.54 31.85 22.40 33.60
Law Enforcement and Investigative Activities 5.80 3.90 3.90 15.10
Physical Security of Government Facilities and Employees 11.64 17.45 8.00 8.00
Research and Development 12.10 10.50 10.50 10.50
WMD Preparedness 11.90 9.00 9.00 20.20
Law Enforcement and Investigative Activities 1.90 0.00 0.00 11.20
Research and Development 10.00 9.00 9.00 9.00
Basic Research, incl. Gene Sequencing 10.00 9.00 9.00 9.00
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*OMB Highlighted Programs
WMD Programs
Bureau of Export Administration

Department of Energy
Combat Terrorism
Law Enforcement and Investigative
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness

Physical Security of Government

Preparing for and Responding to WMD Terrorism
Equipment for First Responders
Federal Planning/Exercises
First Responder Training and Exercises
Other
Specia Response Units

Research and Development
Basic Research, incl. Gene Sequencing
Detection/Diagnostics
Modeling, Simulation, Systems Analyses
Other
Personal/Environment Decontamination

*OMB Highlighted Programs
WMD Programs
Nuclear Emergency Search Team
Technology Development and Applications
Radiological Assistance Program
Research and Development
Nuclear Safeguards, Security and Emergency Operations

Environmental Protection Agency
Combat Terrorism
Preparing for and Responding to Terrorist Acts

WMD Preparedness
Preparing for and Responding to WMD Terrorism
Specia Response Units

*OMB Highlighted Programs
WMD Programs
WMD Coordinator, Equipment and Training

Federal Emergency Management Agency
Combat Terrorism
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts

WMD Preparedness

Physical Security of Government

Preparing for and Responding to WMD Terrorism
Federal Planning/Exercises
First Responder Training and Exercises
Other
Other Planning and Assistance to State/L ocals
Specia Response Units
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*OMB Highlighted Programs
WMD Programs
Assistance to State and Loca Authorities
Urban Search and Rescue Teams

General Services Administration
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts

Department of Health and Human Services
Combat Terrorism
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness

Preparing for and Responding to WMD Terrorism
Medical Responder Training Exercises
Other
Other Planning and Assistance to State/L ocals
Public Hedlth Infrastructure/Surveillance
Specia Response Units
Stockpile of Vaccines and Therapeutics

Research and Devel opments
Basic Research, incl. Gene Sequencing
Detection/Diagnostics
Other
Personal/Collective Protection
Therapeutics/Treatments
Vaccines

*OMB Highlighted Programs
WMD Programs

Strengthening the Public Health Surveillance System for
WMD
National Pharmaceutical Stockpile Program
Metropolitan Medical Response Systems and WMD
Preparedness
Research and Development

Holocaust Memoria Museum
Combat Terrorism
Physical Security of Government Facilities and Employees

Department of the Interior
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts

WM D Preparedness
Law Enforcement and Investigative Activities
Preparing for and Responding to WMD Terrorism
Other
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89.60
89.60
13.90
72.90

2.80

53.65
15.90
0.00
15.90

15.90
0.00
0.00
0.00
0.00
0.00
0.00
0.00

15.90

13.00
0.00
0.00
0.00
0.00
2.90

0.00
0.00
0.00

12.43
10.92
0.17
10.71
0.05

0.22
0.17
0.05
0.05

7/19/00

136.50
133.50
15.30
115.30
2.90

360.63
173.12
138.25

34.87

173.12
138.25
3.00
2.00
16.25
62.00
4.00
51.00
34.87
17.23
5.68
1.85
0.00
3.98
6.13

2.00
2.00
2.00

15.86
14.01
0.20
13.77
0.05

0.25
0.20
0.05
0.05

92.80
92.80
15.10
74.90

2.80

577.23
277.56
165.60
111.96

277.56
165.60
1.00
3.10
16.50
88.00
5.00
52.00
111.96
21.76
5.68
31.72
0.00
4.35
48.45

0.00
0.00
0.00

12.58
9.66
0.22
9.40
0.05

0.27
0.22
0.05
0.05

Page

24.00
4.00

132.36
116.96
15.39
99.41
2.16

558.34
265.37
173.63

91.74

265.37
173.63
2.00
10.60
17.43
85.50
6.10
52.00
91.74
21.76
8.28
0.00
1.20
4.35
56.15

87.00

52.00
30.00

92.00

0.00
0.00
0.00

11.76
9.66
0.22
9.40
0.05

0.27
0.22
0.05
0.05



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism

Judiciary
Combat Terrorism
Physical Security of Government Facilities and Employees

Department of Justice
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Physical Security of National Populace
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness
Law Enforcement and Investigative Activities
Physical Security of National Populace
Preparing for and Responding to WMD Terrorism
Equipment for First Responders
First Responder Training and Exercises
Other
Other Planning and Assistance to State/L ocals
Research and Development
Detection/Diagnostics
Personal/Collective Protection

*OMB Highlighted Programs
WMD Programs
Equipment Grants for First Responders
Domestic Preparedness Training
Hazardous Devices School
Center for Domestic Preparedness at Fort McClellan
Technology and Standards Devel opment

National Security
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Physical Security of National Populace
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness

Law Enforcement and Investigative Activities

Preparing for and Responding to WMD Terrorism
First Responder Training and Exercises
Other Planning and Assistance to State/L ocals
Specia Response Units

Research and Development
Basic Research, incl. Gene Sequencing
Detection/Diagnostics
Modeling, Simulation, Systems Analyses
Other
Personal/Collective Protection
Personal/Environmental Decontamination
Therapeutics/Treatments
Vaccines
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7.00
7.00
7.00

773.50
647.09
346.90

84.29
29.00
159.90
27.00

100.80
43.00
1.00
41.80
12.00
10.00
1.80
18.00
15.00
3.00
12.00

5,651.24
4,496.12
2,042.33
2,075.47

0.15
104.20
270.98

180.56
7.10
271
0.05
0.00
2.66

170.75

44.50
0.25
0.00

126.00
0.00
0.00
0.00
0.00

7/19/00

8.00
8.00
8.00

1,049.30
793.99
328.91
105.08

41.76
301.37
16.87

201.22
39.74

147.35
95.00
26.47

2.00
23.88
12.69

2.69
10.00

6,275.88
4,682.51
2,067.79
2,036.47

0.04
256.18
322.03

408.15
20.96
156.39
49.90
15.60
90.89
230.80
0.00
34.10
8.60
140.00
0.00
6.50
12.00
29.60

Page
10.60 11.20
10.60 11.20
10.60 11.20
1,043.22 1,249.42
782.02 949.25
346.24 409.53
117.12 171.22
31.67 30.79
250.12 307.26
36.88 30.45
217.18 254.66
39.74 43.24
1.22 1.23
143.54 189.25
85.00 88.00
38.45 73.45
2.20 2.80
17.89 25.00
32.69 20.94
2.69 3.94
30.00 17.00
- 78.00
- 31.00
- 4.60
- 15.00
- 17.00
6,995.93 7,050.18
5,117.17 5,124.06
2,213.24 2,213.52
2,122.75 2,173.85
0.15 0.15
358.58 233.84
422.45 502.71
475.82 467.21
20.41 19.47
161.50 100.74
32.10 10.20
8.50 10.30
120.90 80.24
293.90 347.00
6.25 37.50
48.45 62.30
10.00 10.00
161.50 141.00
0.00 10.00
17.10 21.00
16.50 22.20
34.10 43.00
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*OMB Highlighted Programs
WMD Programs
Terrorism Consequence Management Response Units
Coordination of Civil Support
Research and Development
Airlift for Counterterrorism Response

Nuclear Regulatory Commission
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Physical Security of National Populace
Preparing for and Responding to Terrorist Acts

WMD Preparedness
Law Enforcement and Investigative Activities
Physical Security of National Populace

Smithsonian
Combat Terrorism
Physical Security of Government Facilities and Employees

Department of State
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness
Law Enforcement and Investigative Activities
Preparing for and Responding to WMD Terrorism
Specia Response Units
Research and Development
Other

*OMB Highlighted Programs
WMD Programs
Embassy Security
Anti-Terrorism Assistance Program
Terrorism Interdiction Program

Department of Transportation
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Physical Security of National Populace
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness
Preparing for and Responding to WMD Terrorism
Equipment for First Responders
Research and Development
Detection/Diagnostics

*OMB Highlighted Programs WMD/CIP
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6.52
3.48
0.65
0.42
2.39
0.02

3.04
0.65
2.39

0.00
0.00
0.00

209.00
186.00
27.00
151.00
6.00
2.00

23.00
19.00
4.00
4.00
0.00
0.00

189.63
169.30
3.90
17.86
99.78
3.16
44.60

0.00
0.00
0.00
0.00
0.00

7/19/00

6.20
321
0.40
0.40
2.39
0.02

2.79
0.40
2.39

0.00
0.00
0.00

1,625.00
1579.00
53.00
1512.00
6.00

8.00

46.00
41.00
4.00
4.00
1.00
1.00

295.66
270.78
421
18.16
193.58
3.04
51.79

0.00
0.00
0.00
0.00
0.00

73.00

6.00
321
0.40
0.40
2.39
0.02

2.79
0.40
2.39

0.00
0.00
0.00

828.00
791.00
46.00
727.00
6.00
2.00

37.00
33.00
4.00
4.00
0.00
0.00

328.34
277.21
4.48
19.54
199.08
3.52
50.60

0.45
0.00
0.00
0.45
0.45

Page

80.00
5.00
340.00
N/A
6.28
3.24
0.40
0.40

2.39
0.05

2.79
0.40
2.39

0.05
0.05
0.05

1,384.00
1312.00
80.00
1224.00
6.00

2.00

72.00
68.00
4.00
4.00
0.00
0.00

1200.00

4.00

399.99
298.15
4.68
20.94
216.50
6.03
49.65

2.50
2.50
2.50
0.00
0.00
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National Airspace System Modernization

Aviation Security

Protection of Critical Coast Guard Systems
Transportation Infrastructure Assurance Research and
Devel opment

Information Sharing and Threat Dissemination
Global Positioning System Protection

Department of Treasury
Combat Terrorism
Law Enforcement and Investigative Activities
Physical Security of Government Facilities and Employees
Physical Security of National Populace
Preparing for and Responding to Terrorist Acts
Research and Development

WMD Preparedness
Physical Security of Government Facilities and Employees
Preparing for and Responding to WMD Terrorism
Equipment for First Responders
Other
Specia Response Units

*OMB Highlighted Programs
WMD Programs
Air Security Protective Operations
CIP Programs
Research and Development
Public Key Infrastructure

USAID
Combat Terrorism
Physical Security of Government Facilities and Employees
Preparing for and Responding to Terrorist Acts

WMD Preparedness
Preparing for and Responding to WMD Terrorism
First Responder Training and Exercises
Other

Department of Veterans Affairs
Combat Terrorism
Preparing for and Responding to Terrorist Acts

*OMB Highlighted Programs
WMD Programs
Stockpiling Pharmaceuticals
Training Medical Personnel

382.28
341.36
213.13

64.30
15.34
47.89

0.70

18.01
5.14
12.88
0.99
0.35
1153

8.68
5.68
2.68
3.00

3.00
3.00
0.30
2.70

0.01
0.01
0.01

7/19/00

436.36
368.01
212.13

67.51
19.06
68.52

0.79

19.46
514
14.32
2.02
0.73
11.57

56.29
54.89

3.49
51.40

1.40
1.40
1.40
0.00

0.04
0.04
0.00

450.08
348.00
189.53

68.46
16.58
70.70

2.73

25.87
8.84
17.03
2.23
0.20
14.60

7.23
5.83
3.98
1.40

1.40
1.40
1.40
0.00

17.33
0.00
0.00

Page

49.90
312.00
3.30
3.40

1.00
0.15

553.11
440.21
285.73

63.46
16.58
71.70

2.74

25.87
8.84
17.03
2.23
0.20
14.60

16.00

4.00
7.00

7.36
5.01
2.66
2.35

2.35
2.35
2.35
0.00

17.39
0.00
0.00

N/A
N/A

39

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and Budget,

“Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget
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Department of Agriculture

The Department of Agriculture plays a critical role in preparing for biological attacks on
US agriculture, and in dealing with the impact of fallout and secondary effects from a nuclear
attack. USDA is requesting $10 million for FY 2001 for new research and development into
techniques to rapidly identify pathogens and toxins and to discover the geographic origin of the
pathogens.”

National Animal Health Emergency Program

The FY 2001 request also includes $5.9 million APHIS's National Animal Heath
Emergency Program. The program is designed for APHIS to train personnel to respond to
animal disease outbreaks that threaten the agriculture economy. APHIS is planning to develop
training for WMD terrorism, including decontamination of CB agents. The funding will also go
towards an awareness campaign to recognize foreign animal diseases; to develop an animal
pathogen genetic library; to develop veterinary investigative tools, to update bioterrorism
response plans; and towards the Nationa Emergency Management Operations Center. The
National Emergency Management Center provides leadership for national plant and animal

health emergencies.”

The following chart on USDA counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report shows a very large increase in the funds requested for FY 2001
compared to previous appropriations. The $41.28 million requested is 235% above FY 2000
levels. 96% of the requested funds will go towards WMD preparedness.™

Table Fifteen

Department of Agriculture Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001

Combat Terrorism 10.20 11.70 12.33 41.28
Physical Security of Government Facilities and Employees | 5.00 5.00 5.00 1.48
Preparing for and Responding to Terrorist Acts 0.00 0.00 0.63 10.60
Research and Development | 5.20 6.70 6.70 29.20
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WMD Preparedness 5.20 6.70 7.33 39.80
Preparing for and Responding to WMD Terrorism 0.00 0.00 0.63 10.60
Federal Planning and Exercises 0.00 0.00 0.00 0.26
Other Planning and Assistance to State/L ocal 0.00 0.00 0.00 4.48
Public Health Infrastructure/Surveillance 0.00 0.00 0.63 5.87
Research and Development 5.20 6.70 6.70 29.20
Basic Research, incl. Gene Sequencing 0.00 0.00 0.00 10.00
Other 5.20 6.70 6.70 19.20
*OMB Highlighted Programs WMD

Research and Development - - - 10.00
National Animal Health Emergency Program - - - 5.90

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Central Intelligence Agency

OMD does not report on CIA activity except as part of the broader category of “National
Security. The Center for Nonproliferation at the Monterey Institute of International Studies
described the counterterrorism efforts of the CIA as follows:”

The Directorate of Central Intelligence's mission is to gather timely intelligence on terrorist groups abroad
in order to prevent and prepare for terrorist attacks.

I nteragency Intelligence Committee on Terrorism

More than 40 federal agencies, bureaus, and offices are members of this committee. The Committee shares
information between agencies on activities of terrorist groups and countries sponsoring terrorism in order to
assess terrorist threats. Another element of this project is the detailing of staff between organizations,
including representatives of many intelligence agencies to the Counterterrorist Center.

Counterterrorist Center

This center is a hub for interagency intelligence sharing to further efforts to combat terrorism. The center
has representatives from all major facets of the intelligence community, as listed below. According to a
speech by President Clinton in 1995, "an FBI official serves as the deputy director of the Counterterrorist
Center."

The agencies contributing to the Counterterrorist Center are as follows. Federal Bureau of Investigation,

National Security Agency, Defense Intelligence Agency, Bureau of Intelligence and Research of the State
Department, and the Central Intelligence Agency.
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Department of Commerce

The Department of Commerce plays a major role in export and import control and in
enforcing some aspects of arms control. The DOC’ s Bureau of Export Administration requested
$11.2 million for FY 2001 to strengthen import and export controls on WMD materials and to
implement Chemical Weapons Convention inspections. Below is a chart adapted from the 2000
OMB counterterrorism funding report.® FY 2001 requested funding for WMD preparedness
includes an increase of $11.2 million towards WMD preparedness.

Table Sixteen

Department of Commerce Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 29.54 31.85 22.40 33.60
Law Enforcement and Investigative Activities 5.80 3.90 3.90 15.10
Physical Security of Government Facilities and Employees 11.64 17.45 8.00 8.00
Research and Development 12.10 10.50 10.50 10.50
WMD Preparedness 11.90 9.00 9.00 20.20
Law Enforcement and Investigative Activities 1.90 0.00 0.00 11.20
Research and Development 10.00 9.00 9.00 9.00
Basic Research, incl. Gene Sequencing 10.00 9.00 9.00 9.00
*OMB Highlighted Programs

Bureau of Export Administration - - - 11.20

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Department of Defense

OMB does not provide specific figures for the Department of Defense, which is include
as part of the OMB totals for “National Security.” The Department does, however, play a critical
role in defending the US against foreign attacks, in intelligence, in counterterrorism, and in
responding to CBRN attacks. The Secretary of Defense announced the Defense
Counterproliferation Initiative in 1993 to combat the CBRN threat. This Initiative calls for
developing capabilities that will allow the US to defeat an enemy using CBRN weapons, and the
Secretary of Defense has described the CBRN threat as the single greatest and most complex
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challenge currently facing the DOD.

The GAO has reported as follows on the progress DOD has made in implementing the
Initiative:”

The U. S. National Military Strategy states that the continued proliferation of weapons of mass destruction,
particularly chemical and biological weapons, has made their use by an adversary increasingly likely in
both a major theater war and smaller scale contingencies. These weapons are capable of causing mass
casualties, and their threat or use can disrupt the planning and conduct of military operations. DOD
believes effective deterrence against the use of these weapons depends on a range of nuclear and
conventional response capabilities, as well as active and passive defenses and supporting command,
control, communications, and intelligence. DOD estimates that for fiscal year 2001 it will invest over $7.3
billion on the research, development, and acquisition of such conventional response capabilities, with about
$5.3 hillion of that investment on missile defense. Although an unclassified estimate is unavailable,
additional funding is spent to provide intelligence support for counterproliferation.

To help ensure that DOD’s counterproliferation policy objectives are met and that implementation of the
Counterproliferation Initiative is integrated and focused, the Secretary of Defense, in 1996, established the
Counterproliferation Council composed of senior DOD civilian and military officials. The Council is to
monitor departmental progress on developing the strategy, doctrine, and force planning necessary to
effectively execute its counterproliferation objectives. In 1997, DOD’ s Quadrennial Defense Review report
stated that a key challenge the Department must meet to ensure it is prepared for the NBC threat is to
institutionalize—integrate or make permanent—counterproliferation as an organizing principle in every
facet of military activity.

To review activities and programs related to countering proliferation threats within the Departments of
Defense and Energy and the U.S. intelligence community, in 1993 the Congress established the
Counterproliferation Program Review Committee. The Committee's charter includes addressing shortfalls
in existing and programmed capabilities to counter the proliferation of NBC weapons of mass destruction
and their delivery systems; identifying and eliminating undesirable redundancies or uncoordinated efforts;
and establishing priorities for programs and funding. Since 1995, the Committee has submitted an annual
report to the Congress detailing its findings and recommendations.

DOD is taking steps to make the nuclear, biological, and chemical threat a matter of routine consideration
within its activities and functions, such as training and field exercises and the acquisition of weapon
systems and equipment. Since the 1993 Defense Counterproliferation Initiative was announced, DOD has
given greater emphasis to this threat in policy and planning documents, and the Joint Staff has made
considerable effort to determine and prioritize the counterproliferation requirements of the unified
commands. The services, particularly the Air Force, have increased the importance placed on
counterproliferation requirements in their acquisition programs, training, and doctrine. Regiona unified
commands have incorporated counterproliferation concepts, equipment, and tasks into their planning and
military exercises.

...While DOD has taken positive steps, it can do more to integrate and focus its response to the growing
threat posed by the proliferation of nuclear, biological, and chemical weapons. DOD does not have an
overarching joint counterproliferation doctrine document to provide a centralized picture of how DOD
should respond in a nuclear, biological, and chemical environment across the spectrum of military
operations. Such a document, which was recently approved for development, will help ensure that
counterproliferation is being satisfactorily integrated in the entire body of joint doctrine. DOD also has not
taken sufficient action to provide reasonable assurance that its weapon systems and equipment can survive
and operate in abiological and chemical environment. Additionally, studies by DOD and a congressionally
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mandated commission indicate that DOD’s organization structure may be too diffused to effectively
manage and integrate the Department’ s counterproliferation mission.

DOD has not developed key strategy documents and management plansto aid in directing and managing its
counterproliferation initiatives. Internal DOD reviews have identified the need for a comprehensive
strategy for countering the proliferation of weapons of mass destruction and a military strategy for
integrating offensive and defensive capabilities. There is also no management plan to guide, oversee, and
integrate department-wide initiatives, which would include a reporting and evaluation process with
performance measures to allow for a continual assessment of the Department’s progress in achieving goals
and objectives.

DOD primarily coordinates its counterproliferation activities with the Department of Energy and the
intelligence community through the Counterproliferation Program Review Committee. DOD, Energy, and
intelligence agency officials generaly expressed satisfaction with the exchange of information that the
Committee had provided about ongoing programs among the agencies. However, the Committee has taken
little action to identify and eliminate undesirable redundancies among research and development programs,
one of the primary reasons the Congress established it. The Committee does not have a process to facilitate
such determinations and provide abasis to make decisions on eliminating undesired redundancies.

This report includes recommendations that the Secretary of Defense (1) develop strategies, a management
plan, and performance measures to help guide and manage the implementation of DOD’'s
counterproliferation actions; (2) include in the next Quadrennial Defense Review an examination of the
Department’s organization for counterproliferation; (3) teke steps to help ensure that the nuclear,
biological, and chemical threat is being given sufficient attention in military doctrine and in the design and
development of weapon systems and equipment; and (4) devise and implement a mechanism to help
identify and eliminate undesirable redundancies among counterproliferation programs.

Domestic Prepar edness Program

The Defense Against Weapons of Mass Destruction Act of 1996, also known as the
Nunn-Lugar-Domenici Act, designated the DOD as the lead agency for domestic preparedness
for responding to and managing the consequences of a WMD attack. DOD established the
Domestic Preparedness Program to train local and state first responders for a CBRN attack. The
Army’s Soldier and Biological Chemical Command is the organization within the DOD that
administers the Domestic Preparedness Program.” Total funding for the program during fiscal
years 1997-99 was $66.9 million. Funding for fiscal year 2000 is $12.6 million. The funding
request for FY 2001 is $31 million.”

A March 2000, GAO report summarized the program as follows:*

Defense devel oped the Domestic Preparedness Program to build on the existing knowledge and capabilities
of those who would first deal with aWMD incident locally: fire, law enforcement, hazardous materials, and
medical personnel. Defense planned to provide personnel in the 120 largest U.S. cities (based on city
population) with training and expert advice regarding emergency responses to the use or threatened use of
weapons of mass destruction or related materials. Defense targeted cities for the training because it wanted
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to deal with a single government entity that could choose the most appropriate personnel to be trained and
to receive training equipment. Defense trains city personnel, who then provide similar instruction to their
emergency responder communities.

The training is generally aweek long and comprises six separate courses--emergency responder awareness,
emergency responder operations, technician-hazardous materials, technician-emergency medical services,
technician-hospital provider, and incident command. The awareness and operations courses, each 4-hour
segments, generally train responders in how to recognize a WMD incident and how to protect themselves
and their communities during such incidents. The technician courses vary in length from 8 to 16 hours and
are primarily for individuals in those specidties. The incident command course, 8 hours in length, focuses
on the management of an incident and includes an exercise during which participants role-play their
responses.

As of September 30, 1999, Defense had completed training in 67 cities and trained approximately 19,000
individuals. Thisincludes only those individuals directly trained by Defense instructors...

The GAO also provided the following table on the output of these training efforts:

Table Seventeen:

First Responders Trained Through Domestic Preparedness Program (from program’ s inception in

fiscal year 1997 through fiscal year 1999)

Responder community Number trained
Firefighter 5,100
Law enforcement 4,300
Emergency medical services 1,600
Hospital provider 2,800
Military 850
Other » 4,350
Tot al 19,000

The program will cover the 120 largest cities in the US based on 1990 Census data, and

each city can request $300,000 of equipment that is loaned from the DOD for 5 years. Training

will be completed in the 120 largest cities by mid-2001.

The Domestic Preparedness Program has been an example that critics like the GAO have
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cited in arguing for better federal integration of terrorism programs. DOJ administers the
Metropolitan Firefighters program and FEMA administers WMD courses at its National Fire
Academy and Emergency Management Institute in Maryland. The problem is the potentia for
and actual overlap in first responders training among the DOD, DOJ, and FEMA programs.
Furthermore, another complaint is that it is inefficient for responders in each city to attend three
programs from three departments when an integrated program would save time and resources.
The Administration has proposed to transfer the program to DOJ on October 1, 2000, however,

and DOJ will complete DOD’ s commitments to the 120 cities.™

The GAO has made the following comments,*

Federal training programs on weapons of mass destruction are not well coordinated, resulting in
inefficiencies in the federal effort and concerns in the first responder communities. The Departments of
Defense and Justice and the Federa Emergency Management Agency are providing similar awareness
courses as part of their train-the-trainer programs. Defense and Justice plan to deliver their programs to
individuals in the same 120 cities, and Justice also plansto train individuals in 135 additional jurisdictions.
Through September 1999, Defense had trained individuals in 67 cities, and through mid-November 1999
Justice had trained individuals in 95 cities and metropolitan areas. Training from both agencies programs
was provided to individuals in 16 common cities. State and local officials and representatives of various
responder organizations expressed concerns about duplication and overlap among the two federal training
programs, courses offered by the Consortium, and other courses such as hazardous materials and other
specialized training that first responders are required to complete. Some officials said that the number of
federal organizations involved in weapons of mass destruction training creates confusion about which
federal organization is in charge of that training. Officials were concerned that the Defense and Justice
programs offered to cities and counties had bypassed the states emergency management and training
structures. As a result, some responders, such as state police, had been missed. And some officials were
concerned that the Defense and Justice programs will not train responders in smaller communities. They
pointed out the potential to reach responders in smaller communities through the use of state and local
training organizations and the use of training tools such as video transmission of instructional materials to
existing facilities at firehouses and National Guard armories. The responders concerns are consistent with
the conclusions reached by a forum of over 200 state and local responders in August 1998 and a June 1999
Justice report. Common themes included the need for a single focal point for information about federal
programs, a centrally coordinated and standardized national training program to ensure an effective and
integrated response and to minimize redundancy in training programs, and the need to incorporate training
related to terrorist incidents involving weapons of mass destruction into existing training delivery
mechanisms for the emergency responder communities.

Efforts are under way to improve the federa government’s role in weapons of mass destruction training,
but more actions are needed to eliminate duplicative training and improve the efficiency of the Defense and
Justice programs. Although Defense plans to transfer its Domestic Preparedness Program to Justice on
October 1, 2000, and Justice was to provide Congress with a comprehensive plan for the transfer no later
than December 15, 1999, that plan had not been issued as of March 1, 2000. According to Justice officias,
Justice will complete Domestic Preparedness training in the 120 cities to honor Defense’s commitments to
those cities. It also still plans to deliver its Metropolitan Firefighters program to individuals in 255 cities
and counties. Thus, in the near term, some cities will receive similar awareness courses under both
programs. Justice officials said that in the longer term, they will assess the need to continue the Domestic
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Preparedness Program beyond the 120 cities based on a number of factors, including comprehensive needs
assessments to be completed by the states and inputs from the first responder communities. In response to
requests from the first responder community, Justice has established the interagency National Domestic
Preparedness Office. The Office, recently funded under the Consolidated Appropriation Act for Fiscal Year
2000, is just getting organized. According to its draft action plan, it will provide an interagency forum for
coordinating federal weapons of mass destruction assistance to state and local emergency responders. The
Office has identified an ambitious list of tasks directed at many of the training concerns expressed by first
responders.

To improve the efficiency of federal programs, we are recommending that the Secretary of Defense and the
Attorney General eliminate duplicative training in the same metropolitan areas. We are aso recommending
that if the Department of Justice provides Domestic Preparedness Program training in more than the
currently planned 120 cities, it integrate the program with the Metropolitan Firefighters Program to
capitalize on the strengths of each program and eliminate duplication and overlap.

Chemical and Biological Defense Program

After the Persian Gulf War, protection against chemical and biological weapons became
a high priority. Congress passed the National Defense Authorization Act for Fiscal Year 1994,
which directed the Secretary of Defense to improve the DOD’s chemica and biological defense
programs. DOD integrated all programs into what is now the Chemical and Biological Defense
Program headed by the Deputy Assistant to the Secretary of Defense for Chemical and
Biological Defense. This has led to a steady increase in many expenditures. For example, the
chemical agents and munitions destruction, defense category of Defense-wide Procurement
Appropriations Account has increased $24 million from $979 million for the 2000 FYDP to
$1,004 million for the 2001 FYDP.*

The Deputy Assistant to the Secretary of Defense is responsible for planning,
programming, budgeting, coordination of medical and non-medical defenses, and overseeing
management. The Deputy Assistance Secretary is aso the Executive Secretary of the Steering
Committee which is comprised of Directors of the Defense Threat Reduction Agency, Defense
Research and Engineering, representatives of the joint Chiefs of Staff, the Assistant Secretary of
Defense for Strategy and Threat Reduction, the Assistant Secretary for Health Affairs, and top
officials responsible for chemical and biological defense.*

The Chemical and Biological Defense Program is divided into three non-medical defensive
capabilities. contamination avoidance, protection, and decontamination.  Contamination
avoidance is detecting and avoiding contaminated areas, and decontamination is the restoration
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of fighting ability after a CB attack. The research agencies of the Chemical and Biological
Defense Program include the Soldier and Biological Chemical Command, the Joint Program
Office for Biological Defense, and the Defense Advanced Research Projects Agency. GAO
testimony provides a brief description of these research agencies:™

The Soldier and Biological Chemical Command is organized around two integrated business areas, one of
which is research, development, and acquisition. Nearly half of its research, development, and acquisition
funding supports the Chemical and Biologica Defense Program. The Command is engaged in the full
range of research and development encompassing both biological and chemical systems. Its business areas
include chemical detection, biological detection, decontamination, protection, and supporting science and
technology.

The Joint Program Office for Biological Defense manages the biological warfare agent detection program.
The office monitors emerging technologies for advanced development, demonstration, and upgrades of
fielded biological detection systems.

The Defense Advanced Research Projects Agency’s Biological Warfare Defense Program is an applied
research program established under the authority of the National Defense Authorization Act for Fiscal Y ear
1997 (P.L. 104-201, as amended) to fund revolutionary new approaches to biological warfare defense. The
Biological Warfare Defense Program pursues high-risk, high-potential technol ogies from the demonstration
of technical feasibility through the development of prototype systems.

The Department of Defense (DoD) Chemical and Biological Defense Program (CBDP)
continues to implement congressional direction to improve jointness and reflects an integrated
DoD developed program. The FY 1999-2000 program funds the highest priority
counterproliferation initiatives. During the past year, the Department reviewed its capabilities to
protect against the asymmetric threats from chemical and biological weapons. As a result of the
review, funding was identified to enhance and accelerate high-payoff technologies and advanced
CB defense systems.

The FY2000- 2001 President's Budget Submission includes $380 million in increased
research and development funding for biologica warfare defense and vaccines over the FY
2000-05 Future Years Defense Program (FYDP), as well as additional FY 1999 Emergency
Supplemental funding to procure CB defense equipment for the Guard and Reserves to support
the Consequence Management mission.

Moreover, the Department continues to procure new CB defense equipment, due in large
measure to the May 1997 Report of the Quadrennial Defense Review (QDR) recommendation to
increase planned spending on counterproliferation by $1 billion over the FY 1999- 2003 program
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period, of which $732 million was alocated for chemica and biological defense efforts. The
DoD CBDP invests in technologies to provide improved capabilities that have minimal adverse

impact on warfighting potential.

For FY 2000, the program’s appropriation was $791 million, $410 million for R&D and

$381 million for procurement.*

The GAO has repeatedly criticized the CBDP for not following the 1993 Government
Performance and Results Act. The Results Act directs agencies to focus on program outcomes
and performance rather than on program resources and activities. GAO criticized the CBDP in
August 1999 and again in May 2000:*

Congressional reports and administrative guidance indicate that DOD programs such as the Chemical and
Biological Defense Program should follow the Results Act’s outcome-oriented principles, including the
establishment of general goals; quantifiable, measurable, outcome oriented performance goals; and related
measures. Moreover, research organizations such as the Research Roundtable, the National Academy of
Sciences, the National Academy of Engineering, and the Ingtitute of Medicine have concluded that both
applied and basic research programs supported by the federal government could be evaluated meaningfully
in accordance with the Results Act framework.

DOD’s Chemical and Biological Defense Program in general, and its R& D activitiesin particular, have not
incorporated key Results Act principles. Program goals are vague and unmeasurable and the performance
measures emphasize activities rather than impacts. In the absence of explicit and measurable goals, it is
difficult to assess the impact of the Program on warfighters' ability to survive, fight, and win in a chemical
and biological environment.

Chemical and Biological Defense Program research and development organizations have incorporated
Results Act principles inconsistently. Only one of three DOD organizations that engage in R& D activities
in support of the Chemical and Biological Defense Program has adopted the Results Act planning and
evaluation tools. The remaining two cited either the utilization of equivalent planning tools or the unique
challenges of evaluating research and development activities as reasons for not adopting the Results Act
processes.

Our August 1999 report recommended that the Secretary of Defense direct that actions be taken to develop
a performance plan for the Chemical and Biologica Defense Program based on the outcome-oriented
management principles embodied in the Results Act. DOD concurred with the recommendation and agreed
to develop a full detailed and coordinated plan for inclusion in its next DOD Chemical and Biological
Defense Program Annual Report to Congress. Nevertheless, the next Report to Congress in March 2000 did
not contain a plan containing the elements outlined in our recommendation. In the March 2000 Report to
Congress, DOD established a new set of program goals and stated specific technology and systems goals
will be included in a performance plan to be completed during calendar year 2000 and included in the next
annual report to Congress.

The GAO aso recommends that CBDP be coordinated with the other non-medical chemical and
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biological research programs.®

Each of the federally funded programs conducting non-medical research and development on threats from
chemical and biological agents has its own mission objective. However, we found many similarities among
these programs in terms of the research and devel opment activities they engage in, the threats they intend to
address, the types of capabilities they seek to develop, the technologies they pursue in developing those
capabilities, and the organizations they use to conduct the work. For example, these programs conduct a
similar range of research and development activities, such as evaluating the feasibility or showing the
practical utility of a technology. With regard to threat, two of the programs (those in the Department of
Defense and Defense Advanced Research Projects Agency) focus on threats to the military, and the other
two (those in the Department of Energy and the Technical Support Working Group) focus on threats to
civilians. However, the military and civilian user communities are concerned about many of the same
chemical and biological substances (such as nerve agents) and possible perpetrators (such as foreign
terrorists). In addition, we found that these programs are seeking to develop many of the same capahilities,
such as detection and identification of biological agents. Furthermore, the types of technologies (such as
mass spectroscopy) they pursue to achieve those capabilities may overlap. Finally, these programs may
contract with the same groups of laboratories to perform research and development work.

Although the four programs we examined currently use both forma and informa mechanisms for
coordination, we found severa problems that may hamper their coordination efforts. First, participation in
formal and informal coordination mechanismsisinconsistent. For instance, several of these mechanisms do
not include representatives of the civilian user community. Second, program officials cited a lack of
comprehensive information on which chemical and biological threats to the civilian population are the most
important and on what capabilities for addressing these threats are most needed. Third, severa programs do
not formally incorporate existing information on chemical and biological threats or needed capabilities in
deciding what research and development projects to fund. Having and using detailed information on
civilian chemical and biological threats and the capabilities needed to respond to those threats would enable
coordination mechanisms to better assess whether inefficient duplication or critical research gaps exist, and
if so, what changes should be made in federal research and development programs.

WMD Civil Support Teams

The WMD Civil Support Teams represent the first military responders and have a goal of
reaching a WMD scene within four hours. 10 teams have already been established and a total of
27 teams will be deployed by early 2001. WMD Civil Support Teams were formerly known as
National Guard Rapid Assessment and Initial Detection Teams. The teams help local and state
responders assess the situation, provide technical and medical advice, define requirements, and
expedite the use of state and federal support. A team is comprised of seven cells. command and
control, reconnaissance, medical support, security, logistics, air liaison, and communications.”
Each team has 22 members, and the governors of the states they are deployed have command
and control of the team.”

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 51

Joint Task Forcefor Civil Support

The DOD established the Joint Task Force for Civil Support to coordinate the
department’s WMD consequence management support to local and state officials. The task force
is based in Norfolk, VA, and is led by a National Guard brigadier general. The task force has no
standing forces but can mobilize quickly at FEMA'’s request of assistance. The task force aso
has operationa command and control of WMD Civil Support Teams if the teams are
federalized.” $5 million has been requested for FY 2001 for the Joint Task Force.

Foreign Emergency Support Team

The DOD provides the aircraft for the interagency Foreign Emergency Support Team
(FEST). FEST assists with the management of terrorist attacks in foreign countries. The DOD
needs funding to replace the 38-year-old aircraft. $73 million was appropriated in the FY
Supplemental .

Office of the Secretary of Defense

According to the Nunn-Lugar-Domenici Act, the Secretary of Defense leads the
Emergency Response Assistance Program to train first responders. To carry out the program, the
Secretary of Defense must consult with the Director of FEMA, the Secretary of Energy, and the
heads of any other federal, State and local agencies with expertise and responsibilities in the area
of emergency response. The Office of the Secretary of Defense directs the following efforts:

Soecial Operationsg/Low-Intensity Conflict (SO/LIC): Has overall policy and resource oversight for
domestic preparedness. Maintains the Counterterror Technical Support Program (CTTS) which is a
fast-track R& D program for multi-agency and international aspects of terrorism.

Defense Threat Reduction Agency: Manages and coordinates the extensive technical expertise on
chemical and biological defense within the Defense Department. Also involved in counterproliferation,
Cooperative Threat Reduction activities, and special weapons technology.

Director of Military Support (DOMS): Located under the Secretary of the Army, within the office of
the Assistant Secretary for Installations, Logistics, and Environment, this office serves as the central
point for the coordination of military support to civilian authorities.

Reserve Component Consequence Management Program Integration Office. The Reserve Component
Consequence Management Program Integration Office has been established under the command of the
Director of Military Support in order to integrate Reserve and Guard components into the national
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domestic preparedness strategy. This office will coordinate identification, training, equipping, and
exercise of Reservists and Guard components.

US Military Services and Joint Chiefs of Staff

While they are not always part of the CBRN budget, the US military services play a
broad role in deterring, defending, and responding to CBRN incidents:

Foecial Operations Command: Special Mission Units are manned, equipped, and trained to deal with
transnational threats, including WMD. Includes members from Army Delta Force, Navy SEAL Team
6, Air Force Special Tactics Squadron 1. Also can include the Army's 75th Ranger Regiment and the
160th Special Operations Regiment. The Special Mission Units are under the command of the Joint
Specia Operations Command (JSOC) at Fort Bragg, North Carolina.

Central Command: Central Command's area of responsibility extends to the Middle East and much of
Africa. Within this area, this command must assure the security of Americans and their property
abroad from acts of terrorism. Central Command acts as the military's forward deployed eyes, ears, and
arms to counter acts of terrorism within its area of responsibility.

United States Army Medical Research Institute of Infectious Diseases (USAMRIID) Conducts research
to develop technologies, procedures, and training programs for medical defense against biological
warfare threats and naturally occurring infectious diseases. The lead medical research laboratory for
the U.S. Biological Defense Research Program and the only biological containment laboratory in the
DOD capable of studying infectious diseases.

Technical Escort Unit (TEU): Army unit that handles, dismantles, and disposes of chemica and
biological weapons and munitions. Based at Aberdeen Proving Ground, Maryland.

Soldier and Biological Chemical Command (SBCCOM): Formerly Chemical and Biological Defense
Command. SBCCOM has responsibility for training development and city training visits. The
organization has established a chemical-biological hotline for expert assistance in an emergency, as
well as a non-emergency helpline.

Navy Medical Research Institute: Conducts research, development, tests, and evaluations for the Navy
and Marine Corps, on infectious diseases, casualty care, and provides biomedical research capabilities
to support field laboratories and hospitals.

Air Force: For FY1999 the House appropriated $120,500,000 for: the provision of crisis response
aviation support for critical national security, law enforcement and emergency response agencies This
money is provided with the understanding that the President of the United States shall submit to the
Congress by March 15, 1999, an interagency agreement for the utilization of Department of Defense
assets to support the crisis response requirements of the Federal Bureau of Investigation and the
Federal Emergency Management Agency.

Chemical/Biological Incident Response Force (CBIRF): A Marine Corps unit that is developing the
capacity to identify chemical and biological agents, "assess downwind hazards, conduct advanced
lifesaving support, and decontaminate patients.” Provide communications and enhance transportation
capability. In FY 97, $10,000,000 dollars was allocated by DOD for equipment to support CBIRF

National Guard: The Reserve Component Consequence Management Program Integration Office has
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been established under the command of the Director of Military Support in order to integrate Reserve
and Guard components into the national domestic preparedness strategy. This office will coordinate
training, equipping, and exercising of Reservists and Guard components.

Rapid Assessment and Initial Detection (RAID) Teams. There are 22 member teams in 10 States. The
RAID teams act in support of first responders at the request of the State or federal government. They
are on aert to respond to a suspected or actual WMD attack, assess the situation, provide advice to the
local incident commander, and facilitate the arrival of requested DOD equipment, services, and people
in the after-effects of an event.

Military Reserves. Reservists, like the Guard, will be utilized to train first responders in their
community and be mobilized in the event of an attack. The DOD plans to establish 170 reconnaissance
and decontamination teams, drawn mostly from existing chemical companies, to train and be equipped
to support the rapid response teams. the Reserve Component Consequence Management Program
Integration Office has been established under the command of the Director of Military Support in order

to integrate Reserve and Guard components into the national domestic preparedness strategy. This
office will coordinate training, equipping, and exercising of Reservists and Guard components.

Possible FY 2000 Budget

The Center for Nonproliferation, Monterey Institute of International Studies outlined in its
1999 report the various counterterrorism efforts of the DOD:*

Provides transportation for support teams to the site of terrorist activity. Provides training for first
responders at the State and local levels. To date, nearly 10,000 first responders in 30 cities have received
training. In FY97, total spending for unclassified terrorism-related programs totaled approximately
$3,671,100,000. For FY 99 the House has appropriated $50,000,000:

to initiate and expand activities of the Department of Defense to prevent, prepare for, and respond to a
terrorist attack in the United States involving weapons of mass destruction:

of which $35,000,000 isto be transferred as follows:

$4,000,000 to National Guard Personnel (Army)

$1,000,000 to National Guard Personnel (Air Force)

$2,000,000 to Operation and Maintenance (Army)

$20,000,000 to Operation and Maintenance (Army National Guard)
$8,000,000 to Procurement (Defense-Wide)

of which $15,000,000 is for: Research, Development, Test and Evaluation (Army) to develop and support a
long term, sustainable Weapons of Mass Destruction emergency preparedness training program

Department of Energy

The Department of Energy plays a broad range of roles in defense against CBRN
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attacks. It provides first responder training through established programs like the FBI’'s
Hazardous Device School and loans pager-sized radiation detection instruments to FBI
accredited bomb technicians.” The DOE aso maintains the Radiological Assistance Program
(RAP) which provides 24 hour access to personnel and equipment for radiological emergencies.
It maintains the Radiation Emergency Assistance Center/Training Site (REAC/TS) which
provides around-the-clock direct and consultative assistance in the area of human health effects
of radiological hazards. The program also trains Emergency Medical Technicians, physicians,
and nurses. This program works closely with DOD's Domestic Preparedness Program. Another
element of DOE's anti-terror effort is the Atmospheric Release Advisory Capability (ARAC)
which does computer-based predictive monitoring for tracking atmospheric dispersions of
radiation and hazardous materials. Total FY 97 Department of Energy spending for unclassified
terrorism-related programs totaled approximately $1,420,000,000.:%

There are a number of other important activities:

Office of Nonproliferation and National Security

This office coordinates DOE activities in nonproliferation, nuclear safeguards and
security, and emergency management.

Office of Emergency M anagement

This office acts as single point of contact for all DOE emergency management and threat
assessment-related activities. Operates the Headquarters Emergency Operations Center (EOC),
Communications Center, and Departmental emergency communications network. "Ensures a
viable technical response is in place for any type of radiological or nuclear accident or incident
including radiological releases, U.S. nuclear weapons accidents, or a malevolent event involving

an improvised nuclear device or radiological dispersal device."

Office of Defense Programs

The Office of Defense Programs ensures the safety, reliability, and performance of
nuclear weapons without underground nuclear testing.
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Office of Emergency Response

This office is tasked with developing the ability to immediately respond to radiological
accidents or incidents anywhere in the world. Directs seven emergency response capabilities,

including Nuclear Emergency Search Teams.

Nuclear Emergency Search Team

DOE also provides the Nuclear Emergency Search Team (NEST). NEST helps resolve
nuclear and radiological terrorist attacks. NEST is comprised of: an advisory team to the Lead
Federal Agency, search teams that can also train and equip local and state responders, and joint
technical operations teams that work with explosive ordnance disposal teams to neutralize a
nuclear or radiological device. The FY 2001 budget request for NEST is $44 million.*

Its staff consists of engineers, scientists, and other technical specialists from DOE's
national laboratories and other contractors. It is deployable within 4 hours of notification with
specialy trained teams and equipment to assist the FBI in handling nuclear or radiological
threats. NEST assets include intelligence, communications, search, assessment, access,
diagnostics, disablement, operations, containment/damage limitations, logistics, and health

physics capabilities.

Radiological Assistance Program

Another program is the Radiological Assistance Program. The program is responsible for
coordinating local bomb squad responder plans with national response plans. The program
divides the country into eight regions, and each region has a Regional Coordinating Office, a
Federal Response Coordinator, and at least three response teams.”’

The Nuclear Safeguards, Security, and Emer gency Operations Program

The Nuclear Safeguards, Security, and Emergency Operations program is the primary
DOE program to protect sensitive nuclear materials and assets. The Office of Security and
Emergency Operations administers the program in a process involving updating threat
assessments, security policy and implementation, and consequence management plans. Included
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in the Security and Emergency Operations program is a technology development and
applications program. The technology program has the responsibility of deploying security
systems at DOE sites and for DOE security forces. The security systems defend against a variety
of weapons, including explosives and chemical attacks. The FY 2001 requested budget includes

$25 million for the technology program.”

Resear ch and Development

DOE is requesting $92 million for FY 2001 for research and development. The research
into chemical, materials, and biological sciences helps DOE develop defenses against CB
attacks. DOE’s Chemical and Biological Nonproliferation Program (CBNP) plays an active part
in combating the threat of CB weapons. The OMB states, “The strategy of the CBNP relies on
close linkages between technology development and systems analysis and integration to
systematically and comprehensively address the domestic chemical and biological terrorism
threat.”® CBNP's funding has grown from $17 million in FY 1997 to a projected $63 million in
FY 2001.”

Total Program Spending

The following chart on DOE counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report shows no significant increase in funding since FY 1999. The
requested FY 2001 budget is $663.53 million.™

Table Eighteen

Department of Energy Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001

Combat Terrorism 498.98 611.05 647.61 663.53
Law Enforcement and Investigative 0.94 0.94 0.94 0.94
Physical Security of Government Facilities and Employees 389.00 449.85 468.22 471.05
Preparing for and Responding to Terrorist Acts 84.38 84.80 94.35 97.74
Research and Development 24.66 75.46 84.10 93.80
WMD Preparedness 275.78 350.75 366.31 364.23
Physical Security of Government 186.50 192.25 189.62 174.45
Preparing for and Responding to WMD Terrorism 84.38 84.80 94.35 97.74
Equipment for First Responders 2.10 1.40 8.00 9.55
Federal Planning/Exercises 2.58 3.05 3.05 3.40
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First Responder Training and Exercises 0.20 0.20 3.85 4.08
Other 0.50 1.16 1.45 1.45
Specia Response Units 79.00 79.00 78.00 79.31
Research and Development 22.90 73.70 82.34 92.04
Basic Research, incl. Gene Sequencing 3.00 4.80 11.00 14.00
Detection/Diagnostics 14.50 16.50 21.00 22.50
Modeling, Simulation, Systems Analyses 3.60 2.00 6.74 6.74
Other 0.00 47.60 40.40 45.60
Personal/Environment Decontamination 1.80 2.80 3.20 3.20
*OMB Highlighted Programs
Nuclear Emergency Search Team - - - 44.00
Technology Development and Applications - - - 25.00
Radiological Assistance Program - - - 4.00
Research and Development - - - 92.00
Nuclear Safeguards, Security and Emergency Operations - - 25.00 N/A

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Environmental Protection Agency

EPA has several counterterrorism functions. These include:”

Responsibility over preparation and response to emergencies with oil, hazardous substances, and
certain radiological materials.

Assist in the Domestic Preparedness Program on hazmat identification and with environmental
cleanup.

Develop community response plans to deal with accidental or deliberate releases of hazardous
substances and participate in the first responder training program.

The EPA'’s preparedness and response activities are exercised under the authority of the
National Oil and Hazardous Substances Pollution Contingency Plan (NCP) and the Radiological
Response Program. The EPA aso provides technical assistance, response coordination and
management, and resource assistance to local and state responders under the National Response
System (NRS). The NRS is the federal government’s mechanism for emergency response to
releases of hazardous contaminants that threaten human health or the environment.”

Presidential Decision Directive 63 named the EPA lead agency for the Water Supply
Sector. PDD 39 directed the EPA to assist the FBI with hazard and threat assessment in a
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terrorist attack and to assist FEMA with decontamination and cleanup. The directives allow the
EPA to participate in both crisis and consequence management phases of a terrorist attack.> The
EPA aso contributes to the DOD’s Domestic Preparedness Program and provides hazardous
materials (HAZMAT) training to areas not served by the Domestic Preparedness Program.™

Office of Solid Waste and Emergency Response

Chemical Emergency Preparedness and Prevention Office (CEPPO) is the primary office
within the Office of Solid Waste and Emergency Response that coordinates preparedness and
prevention of chemical accidents and oil spills. It isresponsible for the overall management and
coordination of EPA's activities involving accident prevention, preparedness, and response for
natura and manmade disasters. It also oversees the EPA's Counter-Terrorism Planning

Preparedness Program and the National Security Emergency Preparedness Program.

On-Scene Coordinator (OSCs)

The Federal On-Scene Coordinator is the primary officia under the National Response
System. The EPA has approximately 215 OSCs for inland zones and the U.S. Coast Guard
provides OSCs for coastal zones. OSCs are activated by the National Response Center, a first
aert center for CBRN substances released into the environment. An OSC is the point of contact
between federal and local officials and has the authority to manage all response efforts at the
incident scene. An OSC can call upon the Environment Response Team (ERT), the Radiological
Emergency Response Team (RERT), and the U.S. Coast Guard National Strike Force (NSF).*
The FY 2001 budget request for these activities is $3.2 million.”

Current Budget

The following chart on EPA counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report shows there has been no change in funding from FY 1998 to FY
2001 requested. All EPA counterterrorism funding has gone towards WMD preparedness.™

Table Nineteen

Department of Energy Spending for Combating Terrorism and WMD Preparedness
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FY 1998 FY 1999 FY 2000 FY 2001

Combat Terrorism 2.00 2.00 2.00 3.20
Preparing for and Responding to Terrorist Acts 2.00 2.00 2.00 3.20
WMD Preparedness 2.00 2.00 2.00 3.20
Preparing for and Responding to WMD Terrorism 2.00 2.00 2.00 3.20
Specia Response Units 2.00 2.00 2.00 3.20

*OMB Highlighted Programs
WMD Coordinator, Equipment and Training - - - 3.20

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Federal Emergency M anagement Agency

Presidential Decision Directives 39 and 62 designated FEMA the lead federa
conseguence management agency if state and local officials request federal assistance.” Initially,
the FBI maintains command until the Attorney General transfers the lead agency role to FEMA.®
FEMA’s FY 2001 requested budget for WMD preparedness is $34.52 million. $4 million will
go towards the new Urban Search and Rescue Teams. Six teams will be created and these teams
will operate in a CBRN contaminated environment. $24 million will go towards local and state
assitance.” The Center for Nonproliferation, Monterey Institute of International Studies has
summarize FEMA’s counterterrorism efforts as follows:*”

The Federal Emergency Management Agency (FEMA) acts in support of the FBI in Washington, DC,
and on the scene of the crisis until the Attorney General transfers the lead to FEMA.

Though state and local officials bear primary responsibility for consequence management, FEMA isin
charge of the federal aspects of consequence management to a terrorist act. Consequence management
includes protecting public health and safety and providing emergency relief to state governments,
businesses, and individuals.

Chairs the Senior Interagency Coordination Group for consequence management policy issues and
initiatives (includes representatives from DOD, DOJ, DOE, HHS, DOT, Agriculture, EPA, and
General Services Administration).

Response and Recovery Directorate

Manages the Rapid Response Information System (RRIS) to inventory physical assets
and equipment available to state and local officials and provides a database of chemical and
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biological agents and safety precautions.

Preparedness, Training, and Exercises Directorate

This office trains emergency managers, firefighters, and elected officials in consequence
management through the Emergency Management Institute and the National Fire Academy at the
National Emergency Training Center in Emmitsburg, MD. Conducts exercises in WMD
terrorism consequence management through the Comprehensive Exercise Program (CEP). These
exercises provide the opportunity to investigate the capability of the Federal Response Plan to
effectively deal with consequence management and test the ability of different levels of response

to interact.

United States Fire Administration

Provides training to firefighters and other first responders through the Nationa Fire
Academy in conjunction with the Preparedness, Training, and Exercises Directorate.

National Fire Academy and Emergency M anagement Institute

FEMA's Emergency Management Institute and National Fire Academy have both
instituted new courses in first responder training. FEMA provides WMD and first responder
training at its National Fire Academy and its Emergency Management Institute in Emmitsburg,
Maryland. The Academy and Institute also provide materials to local and state officials to
themselves train responders. Some of these courses are train the trainer courses. About 71,000
individuals have participated in the Academy’s training from October 1, 1997, through
September 30, 1999.” A March, 2000, GAO report provides a program description:*

FEMA provides WMD training to first responders through its Nationa Fire Academy and its
Emergency Management Ingtitute. These organizations offer training at their combined residence
campus in Emmitsburg, Maryland, and provide course materials to individuals for self-study or to

state and local training organizations for their use. In addition, they offer courses that were not
developed specifically for dealing with WMD incidents but would assist first responders with those
incidents.

The Fire Academy offers six courses to prepare first responders to manage the consequences of a
terrorist WMD incident. It provides the training at its campus and also provides training materials for
use by individuals and state and local training organizations. One course, its 6-day incident
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management course, is offered on campus and to state and loca training organizations for their use.
The other five courses are offered off campus using Academy-developed materials. These courses train
individuals in emergency response to terrorism through (1) a self-paced, self-study course; (2) abasic
concepts course, the same 16-hour course offered by Justice in its Metropolitan Firefighters
program;15 (3) a 2-day more advanced course for the first on-scene supervisor; (4) a 2-day more
advanced course for the first on-scene emergency medical services personnel; and (5) a 2-day more
advanced course for the first on-scene hazardous materials personnel. Many of these are train-the-
trainer courses. About 71,000 students have participated in the Fire Academy’s offerings from October
1, 1997, through September 30, 1999. This includes students trained by Academy instructors and by
student instructors.

The Emergency Management Institute also offers several courses related to the use of WMD. It offers
a 5-day course, integrated emergency management consequences of terrorism, on campus. Off campus,
it offers a 1-day course, senior officials workshop on terrorism, and a series of courses involving
specific WMD scenarios, such as an anthrax incident, to aid senior officials to respond to and manage
aWMD event.

Both organizations offer courses on and off campus that are not specificaly WMD
related but that can help first responders deal with WMD incidents. For example, the Institute
has a 5%>-day radiological emergency response operations course that provides training on
response and management of radiological incidents.

Funding for FEMA'’s first responder training totaled $4 million in fiscal year 1998 and $3.6 million in
fiscal year 1999 and is projected at about $6.4 million in fiscal year 2000. Included are small, antiterrorism
training grants that FEMA makes available to the states, either directly or through its Fire Academy.
FEMA's direct grants totaled about $1.2 million in fiscal years 1998 and 1999, or about $23,000 per state.
The states can use these grants for a variety of purposes. For example, officials we met with in North
Carolinaand Virginia said that they have used FEMA grant money to help fund training in their community
college and fire academy systems. The Academy’s grants totaled about $2 million in fiscal year 1998 and
$4 million in fiscal year 1999 and are budgeted for $4 million for fiscal year 2000. The states have to apply
for the grants and can use the funds to pay for instructor travel, training equipment, and the use of facilities.

The Academy’s and Institute’ s programs have been examples that critics like the GAO have cited
in arguing for better federa integration of terrorism programs. DOD administers the Domestic
Preparedness Program and DOJ administers the Metropolitan Firefighters program. The problem is the
potential for and actual overlap in first responders training among the DOJ, DOD, and FEMA programs.
Furthermore, critics argue it is inefficient for responders in each city to attend three programs from three
departments when an integrated program would save time and resources. However, DOJ and FEMA focus
on dlightly different populations. DOJ concentrates on the large metropolitan areas while FEMA makes its
training available throughout the United States.”

The following chart on FEMA counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report shows tremendous increases in funding from FY 1998 to FY
2001 requested. Funding has increased over 480% to $34.52 million, and all of the money goes
towards WMD preparedness.”
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Table Twenty
Federal Emergency Management Agency Spending for Combating Terrorism and WMD
Preparedness
FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 5.92 17.61 30.77 34.52
Physical Security of Government Facilities and Employees 1.46 1.96 213 213
Preparing for and Responding to Terrorist Acts 4.45 15.64 28.64 32.39
WMD Preparedness 5.92 17.61 30.77 34.52
Physical Security of Government 1.46 1.96 213 213
Preparing for and Responding to WMD Terrorism 4.45 15.64 28.64 32.39
Federal Planning/Exercises 0.92 3.02 450 4.95
First Responder Training and Exercises 2.76 8.31 14.56 13.96
Other 0.00 0.00 0.08 0.08
Other Planning and Assistance to State/L ocals 0.76 431 9.50 9.50
Specia Response Units 0.00 0.00 0.00 3.90
*OMB Highlighted Programs
Assistance to State and Local Authorities - - - 24.00
Urban Search and Rescue Teams - - - 4.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

General Services Administration

Most GSA money is spent on the physical protection of federal facilities. The following
chart on GSA counterterrorism spending report shows that no money is being spent specifically
on CBRN threats.”

Table Twenty-One

General Services Administration Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001

Combat Terrorism 89.60 133.50 92.80 116.96
Law Enforcement and Investigative Activities 13.90 15.30 15.10 15.39
Physical Security of Government Facilities and Employees | 72.90 115.30 74.90 99.41
Preparing for and Responding to Terrorist Acts 2.80 2.90 2.80 2.16

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget
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Department of Health and Human Services

HHS plays a critical role in responding to biological attacks. Presidential Decision
Directive 62 designated the HHS as the lead Federal agency for medical emergency responses
arising from WMD incidents. HHS is also in charge of public health and medical consequence
management of WMD attacks as mandated by Emergency Support Function 8 of the Federal
Response Plan. Twelve agencies support the HHS in consequence management.” These include

Centers for Disease Control (CDC): The federal agency responsible for protecting the public health of
the country through prevention and control of diseases and other preventable conditions and
responding to public health emergencies. The CDC aso works with national and international agencies
to eradicate or control communicable diseases and other preventable conditions.

Office of Emergency Preparedness. Coordinate the health and medical response of the Federa
government, in support of state and local governments, in the aftermath of terrorist acts involving
chemica or biological agents. $2,500,000 appropriated for the Office of Emergency Preparedness in
the FY' 99 Omnibus bill for a national medical disaster system.

Metropolitan Medical Srike Teams (MMST): Provide initial on-site response and safe patient
transportation to hospital emergency rooms, provide medical and mental health care to victims and will
move victims to other regions should local health care resources be overrun during a terrorist attack.
Prototypes of the MMST were established in Washington, DC and in Atlanta, GA during the 1996
Summer Olympic Games. Approximately twenty-five cities have been chosen to begin development of
the teams.

National Ingtitutes of Health (NIH): Federal focal point for biomedical research, including extensive
vaccine research. $10,000,000 appropriated in the FY99 Omnibus bill for vaccine research and
development in support of bioterrorism preparedness.

Metropolitan Medical Response Systems

HHS is also responsible for aiding local authorities in dealing with the impact of a
biological attack. Congress passed the Defense Against Weapons of Mass Destruction Act of
1996, also known as the Nunn-Lugar-Domenici Act, after the Oklahoma City bombing. The Act
authorized funds for the DOD to help the Secretary of HHS establish a program to enhance local
medical response for a CBRN attack. Metropolitan Medical Response Systems (MMRS) was
created under HHS' Office of Emergency Preparedness. In 1999, MMRS were in 27 cities and
consist of trained and equipped local emergency teams. The Systems also participate in DOD’s
Domestic Preparedness Program.” The President has requested $30 million for FY 2001 for
HHS WMD Preparedness and MMRS. The Office of Emergency Preparedness plans on
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developing 25 new Systems for a total of 97 Systems by the end of FY 2001.” The end goal of
HHS isto have MMRS for the 120 most populous cities

The HHS released afact sheet describing the MMRS:™

Because of the very rapid response time that would be required in countering the consequences of such
terrorist acts, HHS strategic plan includes developing partnerships with local jurisdictions to develop an
enhanced Metropolitan Medical Response System (MMRY) as the primary local resource in responding to
the health and medical consequences of a nuclear, biological or chemical (N/B/C) terrorist incident. The
MMRS plan serves to coordinate the public safety, public health and health services sector responses to an
N/B/C terrorist incident. The MMRS is an enhanced local capability of the existing system. At the same
time, HHS is improving the federal capability to rapidly augment state and local responses. The federal
medical response component includes four national and geographically dispersed NMRT/WMDs (National
Medical Response Team/ Weapons of Mass Destruction).

The Metropolitan Medical Response System (MMRS) concept was generated by a group of state and local
subject matter experts that met in July of 1995 at the request of HHS' Office of Emergency Preparedness.
The original concept of a Metropolitan Medical Strike Team soon expanded into the current systems
approach. Pilot tested in the Washington, D.C., and Atlanta areas, systems development was initiated in
fiscal year 1997 in the following 25 cities: New York, N.Y.; Los Angeles, Calif.; Chicago, Ill.; Houston,
Texas, Philadelphia, Pa.; San Diego, Cadlif.; Detroit, Mich.; Dallas, Texas, Phoenix, Ariz.; San Antonio,
Texas, San Jose, Cdlif.; Batimore, Md.; Indianapolis, Ind.; San Francisco, Calif.; Jacksonville, Fla;
Columbus, Ohio; Milwaukee, Wis.; Memphis, Tenn; Boston, Mass.; Seattle, Wash.; Denver, Colo.; Kansas
City, Mo; Honolulu, Hawaii; Miami, Fla.; and Anchorage, Alaska. The following 20 jurisdictions initiated
systems development in fiscal year 1999: Pittsburgh, Pa; Nashville, Tenn; Charlotte, N.C.; Cleveland,
Ohio; El Paso, Texas, New Orleans, La; Albugquerque, N.M.; Ft. Worth, Texas; Oklahoma City, Okla;;
Audtin, Texas, St. Louis, Mo.; Salt Lake City, Utah; Long Beach, Calif.; Tucson, Ariz.; Oakland, Calif.;
Portland, Ore.; Minneapolis/St. Paul, Minn.; Tulsa, Okla.; Sacramento, Calif.; and the Hampton Roads, Va.
area. The goal is to develop Metropolitan Medical Response Systems for the 120 most populous
metropolitan areas in the United States within five years. HHS is currently working to develop a "balance
of the nation" strategy for those jurisdictions that would not be included in the list of 120 most populous
cities.

The MMRS emphasizes enhancement of local planning and response system capability, tailored to each
jurisdiction, to care for victims of a terrorist incident involving a weapon of mass destruction. These
systems are characterized by: a concept of operations, specially trained responders, special
pharmaceuticals, detection, personal protective equipment, decontamination, communication, and medical
equipment and other supplies, and enhanced emergency medical transport and emergency room
capabilities. The program includes a focus on biologica response, including early warning and
surveillance, mass casuaty care and plans for mass fatality management. The concept of operations
includes the local jurisdictions plan regarding anticipated requirements federal health and medical
augmentation assistance to include the forward movement of victims (when local healthcare systems
become overloaded) viathe National Disaster Medical System.

HHS recognizes that each city has its own unique, existing emergency medical system. Many have specia
HAZMAT response capabilities. Therefore, specific plans must be developed uniquely for each city that
can build on existing systems and adapt them to meet a nuclear, biological or chemical challenge.
Implementation of these plans will include special equipment, supplies, and pharmaceutical procurement
and training. A "concept of operations® plan will also be developed with each city regarding federal health
and medical augmentation assistance in response to a threatened or actual terrorist incident involving
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weapons of mass destruction.

National Phar maceutical Stockpile Program

HHS began to use the CDC to build a national stockpile of vaccines and medicines
against potential biological and chemical agentsin FY 1999. The funding request for FY 2001 is
$52 million.” However, there has been criticism of the vaccine program. According to a June,
1999, GAO report, the intelligence agencies disagree with HHS on which vaccine stockpiles
should be built, revealing a lack of coordination between agencies for medical

countermeasures;”

We have also observed a disconnect between intelligence agencies judgments about the more likely
terrorist threats particularly the chemical and biological terrorist threat and certain domestic preparedness
program initiatives. For example, the Department of Health and Human Services (HHS) fiscal year 1999
budget amendment proposal for its bioterrorism initiative included building for the first time a civilian
stockpile of antidotes and vaccines to respond to a large- scale biological or chemical attack and expanding
the National Institutes of Health's research into related vaccines and therapies. Specifically, the Omnibus
Consolidated and Emergency Supplemental Appropriations Act (P. L. 105- 277) included $51 million for
the Centers of Disease Control and Prevention to begin developing a pharmaceutical and vaccine stockpile
for civilian populations.

HHS legidatively required operating plan discusses several chemical and biological agents selected for its
stockpiling initiatives. These agents were selected because of their ability to affect large numbers of people
(create mass casualties) and tax the medical system. We observed that several of the itemsin HHS plan did
not match individual intelligence agencies judgments, as explained to us, on the more likely chemical or
biological agents a terrorist group or individual might use. 5 HHS had not documented its decision making
process for selecting the specific vaccines, antidotes, and other medicines cited in its plan. Thus, it was
unclear to us whether and to what extent intelligence agencies official, written threat analyses were used in
the process to develop the list of chemical and biological terrorist threat agents against which the nation
should stockpile. Further, we have not seen any evidence that HHS' process incorporated the many
disciplines of knowledge and expertise or divergent thinking that is warranted to establish sound
requirements to prepare for such athreat and focus on appropriate medical preparedness countermeasures.

An April, 2000 GAO report, highlights again the difference between the HHS and other
agencies judgementsin which vaccines should be stockpiled:™

Without the benefits that a threat and risk assessment provides, many agencies have been relying on worst
case scenarios to generate countermeasures or establish their programs. Worst case scenarios are extreme
situations and, as such, may be out of balance with the threat. In our view, by using worst case scenarios,
the federa government is focusing on vulnerabilities (which are unlimited) rather than credible threats
(which are limited). By targeting investments based on worst case scenarios, the government may be over
funding some initiatives and programs and under funding the more likely threats the country will face. As
an example, we have testified that the Department of Health and Human Services is establishing a national
pharmaceutical and vaccine stockpile that does not match intelligence agencies judgments of the more
likely chemical and biological agents that terrorists might use. In some of our current work at other federal
agencies, we are continuing to find that worst case scenarios are being used in planning efforts to develop
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programs and capabilities.

These GAO comments understate a problem that permeates the federa government
response to the threat of biological attacks, and inevitably to the state, local, and private sector
response as well. First, there seems to be no systematic examination of lethality data and effects
models to determine what data and models are credible and what level of uncertainty isinvolved.
Second, there is no systematic effort to determine how the behavior of military agents might
differ from the normal disease, and what steps might have been taken to limit detection and
defeat effective treatment. Third, there is no evidence of a systematic technical net assessment of
the probable progress in defensive measures like vaccines versus progress in the offensive
technologies necessary to defeat them. Finally, the entire concept of “cost to defeat” given
measures like stockpiling by focusing on aternative agents seems to be alien to the biological

sciences community.

There is, of course, no way to determine what level of classified activity is taking place.
In general, however, the apparent tendency to treat biological weapons as if their effectiveness
and treatment was a known quantity, and as if their use was an outbreak of disease rather than a
carefully planned act of war is deeply disturbing. Such an approach may be valid in the near term
fo terrorists, but it is not valid for state actors, particularly because it often leads to the
assumption that the US will only have to deal with one kind of attack at a time, and that some

sort of relaible detection and characterization system will be present.

Public Health Surveillance System for WM D

CDC is leading the effort to upgrade the public heath surveillance system to detect
WMD attacks on the homeland. The FY 2001 requested budget of $86.5 million would allow
the CDC to expand local and state preparedness efforts, improve WMD detection capabilities,
and improve laboratory and medical capacity at the local, state, and national level.”

Resear ch and Development

HHS research focuses on devel oping defenses against potential CB attacks. The FY 2001
requested funding is $92 million. $45.2 million will go to the NIH for R&D on vaccines,
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therapeutics, diagnostics, and genomics. $30 million will go to the Office of Secretary for R&D
on improved civilian stockpiles of anthrax and small pox vaccines. $9 million will go to the
FDA to develop rapid diagnostic tools and to expedite the pharmaceutical approval process of
possible medicines against CB agents. HHS R&D funding will also go to the CDC for its Rapid

Toxic Screen project and to research equipment for first responders.

Total Funding

The following chart on HHS counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report shows that HHS' counterterrorism efforts are being exclusively
focused on WMD preparedness. The FY 2001 requested budget of $265.37 million is dlightly
lower than FY 2000 budget, but from FY 1998 to FY 2000, funding increased over 16 fold.”

Table Twenty-Two

Department of Health and Human Services Spending for Combating Terrorism and WMD

Preparedness
FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 15.90 173.12 277.56 265.37
Preparing for and Responding to Terrorist Acts 0.00 138.25 165.60 173.63
Research and Development 15.90 34.87 111.96 91.74
WMD Preparedness 15.90 173.12 277.56 265.37
Preparing for and Responding to WMD Terrorism 0.00 138.25 165.60 173.63
Medical Responder Training Exercises 0.00 3.00 1.00 2.00
Other 0.00 2.00 3.10 10.60
Other Planning and Assistance to State/L ocals 0.00 16.25 16.50 17.43
Public Health Infrastructure/Surveillance 0.00 62.00 88.00 85.50
Specia Response Units 0.00 4.00 5.00 6.10
Stockpile of Vaccines and Therapeutics 0.00 51.00 52.00 52.00
Research and Developments 15.90 34.87 111.96 91.74
Basic Research, incl. Gene Sequencing 13.00 17.23 21.76 21.76
Detection/Diagnostics 0.00 5.68 5.68 8.28
Other 0.00 1.85 31.72 0.00
Personal/Collective Protection 0.00 0.00 0.00 1.20
Therapeutics/Treatments 0.00 3.98 4.35 4.35
Vaccines 2.90 6.13 48.45 56.15
*OMB Highlighted Programs
Strengthening the Public Health Surveillance System for - - - 87.00
WMD
National Pharmaceutical Stockpile Program - - - 52.00

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 63

Metropolitan Medical Response Systems and WMD - - - 30.00
Preparedness
Research and Development - - - 92.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Holocaust Memorial Museum

Table Twenty-One shows Holocaust Memorial Museum counterterrorism spending
adapted from the 2000 OMB counterterrorism funding report shows that $2 million was
appropriated in FY 1999 for the physical security of government facilities and employees.”

Table Twenty-Three

Holocaust Memorial Museum Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 0.00 2.00 0.00 0.00
Physical Security of Government Facilities and Employees 0.00 2.00 0.00 0.00

Department of the Interior

Department of the Interior counterterrorism spending normally averages y around $10
million.” The vast majority of the money goesto physical protection facilities.

Table Twenty-Four

Department of the Interior Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 10.92 14.01 9.66 9.66
Law Enforcement and Investigative Activities 0.17 0.20 0.22 0.22
Physical Security of Government Facilities and Employees 10.71 13.77 9.40 9.40
Preparing for and Responding to Terrorist Acts 0.05 0.05 0.05 0.05
WMD Preparedness 0.22 0.25 0.27 0.27
Law Enforcement and Investigative Activities 0.17 0.20 0.22 0.22
Preparing for and Responding to WMD Terrorism 0.05 0.05 0.05 0.05
Other 0.05 0.05 0.05 0.05

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget
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Department of Justice and Federal Bureau of
| nvestigation

Presidential Decision Directives 39 and 62 designated the DOJ, through the FBI, as the
lead agency in domestic terrorism crisis management.” The FBI is responsible for preventing
and responding to domestic terrorism.” It gathers and assesses intelligence on domestic threats.”
Its Criminal Division is tasked with al criminal investigations not specifically given to another
division. Investigates incidents of computer-related crime and cyber-terrorism. Its National
Security Divison manages the Awareness of National Security Issues and Response (ANSIR)
Program, a means of distributing unclassified threat information on terrorism and other national
security threats to corporate security workers, law enforcement, and other government agencies.
The Crimina Investigative Division leads the FBI's Legal Attaché Program to conduct law
enforcement investigations abroad, including those pertaining to terrorist acts. It has a broad
mandate for conducting investigations into organized crimes, and is. "Responsible for contacts
with other Executive Branch agencies; Interpol; foreign police and security officers based in

Washington, D.C.; and national law enforcement associations.”

According to a speech by President Clinton in 1995, "A CIA officia serves as the deputy
chief of the International Terrorism Section at the FBI." This office works to investigate acts of

international terrorism and foreign terrorists within the borders of the United States and abroad.

There is also an office for Domestic Terrorism/Counterterrorism Planning This office
contains the domestic terrorism operations unit, which monitors militias; the special events
management unit; the weapons of mass destruction countermeasures unit; and the domestic
terrorism analysis unit. It serves as the "program manager for WMD threats and incidents,
including the coordination of the threat credibility assessment process,” and provides a point of
contact for assistance to the field and to other agencies. It helps staff the FBI HQ Strategic
Information Operations Center (SIOC) during exercises and actua incidents, and works in
conjunction with DOE's Office of Safeguards and Security to ensure that FBI, DOE, and local

elements know their responsibilities and roles during aterrorist incident at a DOE site.
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This office aso creates Domestic Emergency Support Teams (DEST) The composition of
a rapid deployment team will vary case-by-case and will include members of severa agencies.
Overall policy coordination rests with the Domestic Terrorism/Counterterrorism Planning office
under the weapons of mass destruction unit. The role of the DEST is to provide expert advice
and guidance to the FBI's On-Scene Commander (OSC) for the event, and to coordinate follow-

0N response assets.

National Domestic Prepar edness Office (NDPO)

There are a wide range of additiona DOJ and FBI activities. The Attorney General
directed the FBI in October 1998 to lead an interagency coordination initiative to serve as the
single point of contact and clearinghouse for WMD information for state and local emergency
responders. Federal agencies involved include HHS, DOD, DOE, EPA, DOJOJP, and FEMA.
Other federal agencies interested in participating include the U.S. Coast Guard, Veteran's
Administration, and the Nuclear Regulatory Commission.

The NDPO was set up in ways designed to ensure that it did not replace or usurp any
agency’s authority and that it would rather serve as a central coordinating entity with the goal of
integrating and streamlining federal assistance:”

The NDPO will be an interagency effort to enhance coordination among federal programs offering
terrorism preparedness assistance to states and local communities. As such, it is intended to serve as the
central coordinating office and information clearinghouse for federal assistance programs, with the goal of
integrating and streamlining government assistance. As an information clearinghouse, the NDPO wiill
provide details on federal assistance programs to state and local response agencies. The NDPO is not
intended to be the creation of a new federa bureaucracy or to usurp the assistance programs under the
management of other agencies, but rather to be a "one-stop shop" for state and local responders seeking
information regarding federal domestic preparedness assistance and as a forum for federa domestic
preparedness programs to coordinate policy affecting those programs.

The NDPO will be organized into six program areas to coordinate and share information related to federal
domestic preparedness programs and to provide state and local first responders with a single, central point
of contact for information about these programs. These program areas will provide an interagency forum in
each area for coordination of federal policy and program assistance to state and local emergency
responders. For instance, federal programs providing training will be assessed in this forum in order to
eliminate duplication and to ensure that training programs adhere to minimum national standards. The
NDPO will be staffed by federal, state and local program coordinators and experts, most of whom are
already engaged on a full- or part-time basis in domestic preparedness activities. In the coordination of
federal programs, it is the NDPO' s objective to ensure proper representation of experts from all disciplines
responsible for domestic preparedness and emergency response. However, NDPO staff will not supplant
the functions that are the responsibilities of its constituent departments and agencies, but rather serve as a
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forum to coordinate these programs.

The NDPO will not serve, nor is it intended to serve, as an operationa entity. Response activities will
remain with the various departments and agencies whose functions and responsibilitiesin aWMD event are
described in the Federal Response Plan Terrorism Annex.

The NDPO describes its functions and activities as follows:®

A Vision for Working with First Responders to Enhance Domestic Preparedness - The NDPO will
provide a forum to assess training needs at al levels and identify solutions as part of a national training
strategy. The NDPO will act as a clearinghouse for information about federal WMD training, including the
establishment and maintenance of a training catalog for first responders. The NDPO will not have “veto
power” over any agency’s programs, but rather, NDPO will work to avoid duplication among the federa
programs by providing a forum to coordinate federal efforts.

Exercises - The NDPO will provide WMD exercise recommendations, assistance and technical support to
federal, state or local agencies planning efforts. The NDPO, in its coordinating role, will facilitate the
sharing of lessons learned through maintenance of databases, “ after-action reports’, and analyses. With the
participation of all federal agencies involved in conducting WMD exercises, the NDPO will be able to
facilitate the planning and coordination of WMD exercises between federal, state, and local officials.

Equipment/Resear ch Development - The NDPO will coordinate federal efforts to provide the emergency
response community with equipment necessary to prepare for, and respond to, a WMD terrorist incident.
NDPO will help establish and maintain a Standardized Equipment List (SEL) to guide the responder
community in identifying the types and models of equipment available which meet agreed upon standards
of performance and reliability. The NDPO will facilitate the dissemination of information about new and
developing technologies through the member agencies of the NDPO. Existing technology review panels,
such as the Interagency Board (IAB, co-chaired by FBI and DoD), will be leveraged to ensure
interoperability, best performance, and reliability of equipment produced for the response communities.

Information Sharing and Outreach - State and local participation in the NDPO is a significant mission
success factor. As such, personnel estimates are based upon the goal of ensuring that state and local experts
are well-represented in each of the program areas. Therefore, the NDPO hopes to fill approximately one-
third of its program staff, or 20 positions with state and local representatives, with approximately three state
and local personnel per functiona area. Participation from federal agencies involved in preparedness,
planning, and response is essential to ensuring that federal programs meet the needs of state and local
communities. The role of each of the federal partnersis to assist state and local jurisdictions in enhancing
their domestic preparedness capabilities by providing assistance in the areas of planning, equipment,
technical assistance, training, exercise support, and information. Each federal partner will continue to
provide its equipment, training, exercise, and technical assistance programs, but each will do so consistent
with agreed upon national WMD preparedness policy and guidelines. The EPA supports federal
counterterrorism programs by using and building upon the established hazardous materials response
structure and mechanism at the federal, state, and local level.

Public Speaking Assistance -- The NDPO will coordinate public speaking engagements relevant to
domestic preparedness and its programs by maintaining a list of qualified speakers and topics. The NDPO
will be able to provide public speaking assistance at the national, regional, state, and local levels. Through
its information-sharing efforts, appropriate speakers will be recommended for upcoming speaking
engagements. In addition to speakers representing NDPO itself, the NDPO will maintain a voluntary
database for speakers with expertise in other areas. This data will be drawn from all of the participating
agencies and regions nationwide.

Health and Medical Services - Specificaly, the NDPO will serve as a “one-stop-shopping” point of
information and referral for WMD-related health and medical preparedness issues and questions from
stakeholders, states, and local jurisdictions. Second, it will serve as a mechanism for Health and Human
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Services to fecilitate the coordination and review of heath and medical issues with regard to domestic
preparedness. Health care systems must have the ability to meet the unique challenges posed by a terrorist
act involving aWMD. It will fall upon the loca jurisdiction’s existing public health and medical systemsto
manage adequately and effectively the human health consequences of a WMD terrorist incident. Providing
appropriate care for the affected population and obtaining critical health system assets, including health
professionals, pharmaceuticals, equipment, and facilities, are crucia to a successful response. Health
system response requirements are driven by the type of WMD incident encountered, and the setting in
which it occurs (rural community, suburb, city, or mgjor metropolitan area). A chemical incident will result
in immediate effects at a known site, on-scene determination of the causative agent, and atimely response.
The effects of the release of a biological weapon, however, may not be apparent for days or even weeks and
would include response issues such as mass prophylaxis, mass patient care, mass fatality management and
infection control.

It is too soon to appraise the NPDO's effectiveness, but the GAO noted the need for an
agency such as the NDPO to coordinate federal assistance to local and state responders in
testimony it gave in April 2000: *

The federal government cannot prepare for CBRN incidents on its own. Several improvements are aso
warranted in intergovernmental relations between federal, state and local governments. For example, we
found that federal agencies developed some of their assistance programs without coordinating them with
existing state and local emergency management structures. In addition, the multitude of federal assistance
programs has led to confusion on the part of state and local officials. One step to improve coordination and
reduce confusion has been the creation of the National Domestic Preparedness Office within the
Department of Justice to provide “one stop shopping” to state and local officials in need of assistance. This
office has recently prepared a draft plan on how it will provide assistance.

There is till a need to better focus and coordinate federal programs to assist state and local governments
prepare for terrorist CBRN attacks. For example, while local officials have praised federal CBRN training
programs, some of the initial programs failed to leverage existing state and local response mechanisms.
Further, some local officials have viewed the growing number of CBRN training programs as evidence of a
fragmented and possibly wasteful federal approach toward combating terrorism. For example, at about the
same time the Department of Defense was developing its Domestic Preparedness Program courses, FEMA
and the Department of Justice were jointly developing a similar or potentially overlapping 2-day basic
concepts course on emergency response to terrorism. Similarly, multiple programs for equipment—such as
the separate DOD and Public Health Service programs and the new Department of Justice equipment grant
program—are causing frustration and confusion at the local level and are resulting in further complaints
that the federal government is unfocused and has no coordinated plan or desired outcome for domestic
preparedness.

A magor federal initiative to provide better focus and to coordinate federal assistance programs is the
Nationa Domestic Preparedness Office. The Office, which was recently funded in the Consolidated
Appropriations Act for Fisca Year 2000, is just getting organized. The Office will function as an
interagency forum to coordinate federal policy and program assistance for state and local emergency
responders. For instance, the Office will assess federa training programs to eliminate duplication and
ensure that the training adheres to minimum national standards. It is to coordinate and serve as an
information clearinghouse for federal programs devoted to supporting state and local emergency responder
communities in the area of CBRN-related domestic preparedness planning, training, exercises, and
equipment research and development. However, the Office will not have veto power over any agency’s
programs, so its authoritiesto actually prevent or stop duplicate programs will be limited.

Since our last testimony before this Subcommittee, the National Domestic Preparedness Office has drafted
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an action plan. According to the plan, the Office will focus on (1) identifying existing needs assessment
tools, (2) cataloging al federa domestic preparedness training, (3) verifying that federal domestic
preparedness training initiatives meet the applicable standards, (4) identifying existing training delivery
systems and coordinate among federal agencies, (5) coordinating the development of sustainment CBRN
training for emergency responders, and (6) facilitating the incorporation of lessons learned into training
curriculums.

Officefor State and L ocal Domestic Preparedness Support (OSLDPYS)

“The Office of Justice Program's (OJP) Office for State and Local Domestic
Preparedness Support (OSLDPS) was created to assist state and local response agencies
throughout the United States prepare for incidents of domestic terrorism.”® OSLDPS helps state
and local officialsin five ways.

State Domestic Preparedness Equipment Program

One is the State Domestic Preparedness Equipment Program to help state and local
jurisdictions purchase first responder equipment and fund state planning efforts. In FY 1999,
$51.8 million was available, $8 million for state planning and $43.8 million for equipment
purchases.” The FY 2001 requested budget is $78 million. Equipment that can be bought with
the grant money is stated on NDPO's Standardized Equipment List.”” The FBI also provides first
responder training specifically with bombs and WMD at its Hazardous Devices School. The
training course teaches bomb identification, neutralization, and disposal. The FY 2001 request

for this program is $4.6 million.

Assistant Attorney General Laurie Robinson describes the program on as followings in
the State Domestic Preparedness website:™

The threat of terrorist incidents in our Nation presents enormous challenges to the Federal Government and,
more significantly, to State and local governments. To address these challenges, the Federal Government is
committed to assisting State and local governments better prepare for and respond to terrorist incidents,
should they occur. The role of the States in strategic planning—namely, the coordination of resources and
responses—and in assessing overall State and local capabilities is a critical component of OJP' s State and
local domestic preparedness initiative. Indeed, the critical role of local government agencies as the Nation's
primary first response groups must be reflected in any domestic preparedness plan the States develop. In
recognition of the role local jurisdictions play in any weapons of mass destruction (WMD) responsg, it is
expected that local police, fire, hazardous material, and emergency medical units will receive the majority
of funds under this program.

Receipt of funds under the program will be contingent on a State's development of two separate, but
related, documents. The first is a State-based Needs Assessment, and the second is a Three-Y ear Statewide
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Domestic Preparedness Strategy. The Needs Assessment will require each State to assess its requirements
for equipment, first responder training, and other resources involved in a WMD response. This Needs
Assessment will form the basis of the Statewide Strategy. The Strategy will provide a “roadmap” of where
each State will target grant funds received under the OJP equipment program and provide OJP a guide on
how to target first responder training and other resources available through OJP's Office for State and
Local Domestic Preparedness Support. It is also important to understand that the Strategy is a multiyear
document and will continue to guide deployment of these resources, by both the States for equipment funds
and OJP for other resources, over the next 3 years.

Through this effort, $51.8 million will be made available to the individual States under the Fiscal Year
1999 State Domestic Preparedness Equipment Program: $8 million will be distributed to support State
planning efforts and $43.8 million will be available to support equipment purchases. The Attorney General
and | believe that the best programs are those that reflect Federal, State, and local coordination and are built
on an active partnership with State and local officials. Such partnerships are critical to the successful
preparation of our Nation's communities to deal with terrorist threats. Further, such partnerships will
strengthen our Nation's capacity to respond to terrorist acts.

Metropolitan Fire and Emergency Medical Services Training Program

The OSLDPS also helps local and state responders through the Metropolitan Fire and
Emergency Medical Services Training Program. This is DOJ's primary program to help first
responders. DOJ established this program after the Antiterrorism and Effective Death Penalty
Act of 1996 authorized the Attorney General, in consultation with FEMA, to provide training for
metropolitan fire and emergency service departments to respond to terrorist attacks. The
Metropolitan Fire and Emergency Medical Services Training Program is designed to train the
local responders who would then train other responders in the community, though DOJ also
provides direct training. For FY 1998 and 1999 total, the program received $10 million and
trained 44,000 individuals in 95 cities and metropolitan areas. For FY 2000, the program

received $8 million plus $2 million to work with DOD to create distance learning material .
A March, 2000, GAO report provides the following program description:™

Justice provides WMD training to first responders primarily through its Metropolitan Firefighters and
Emergency Medical Services Program but also uses the National Domestic Preparedness Consortium to
provide such training. Justice, with assistance from FEMA'’s National Fire Academy, designed the
metropolitan program to prepare first responders for terrorist incidents involving WMD. Justice designed
the program to be presented in the largest 120 metropolitan municipalities, which includes cities and
counties. In September 1999, Justice increased the number of jurisdictions targeted for the program from
120 to 255. According to Justice officials, the additions were to make the program more responsive to the
needs of local responders by providing training to the 120 cities included in Defense’s program as well as
each state capital and/or the largest city in each state previously excluded from both Justice’ s and Defense’s
training programs. Justice either trains-the-trainer or directly trains fire, emergency medical services, and
hazardous materials personnel in local communities. Justice received $5 million in each year of fiscal years
1998 and 1999 to carry out the training segment of its program. For fiscal year 2000, Congress appropriated
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$8 million to Justice for training firefighters, emergency services personnel, and state and loca law
enforcement personnel. The fiscal year 2000 appropriation also provided $2 million for Justice to work
with Defense in developing distance learning instructional tools such as interactive computer software and
video transmission of WMD-related instructional materials.

The training lasts 16 hours and comprises five modules. understanding and recognizing terrorism,
implementing self-protective measures, scene security, tactical considerations, and incident command
overview. The overall objective of the course is to enable the participants to recognize the circumstances
that indicate a potential terrorist act and to take precautionary measures. Through mid-November 1999,
44,000 participants in 95 cities and counties had received the training. This total includes those trained
directly by Justice’ sinstructors and the students later trained by the instructors.

The Metropolitan Firefighters program has been an example that critics like the GAO
have cited in arguing for better federal integration of terrorism programs. DOD administers the
Domestic Preparedness Program and FEMA administers WMD courses at its National Fire
Academy and Emergency Management Institute in Maryland. The problem is the potential and
actual overlap in first responders’ training among the DOJ, DOD, and FEMA programs.
Furthermore, critics argue it is inefficient for responders in each city to attend three programs
from three departments when an integrated program would save time and resources.™

OSLDPS Technical Assistance Activities

The third way OSLDPS helps is with the six technical assistance activities that the
OSLDPS provides. The activities include risk/threat/vulnerability assessments, consequence
management plan reviews, response plan development, grant application assistance, training, and

conference design and support.*

RISK/THREAT/VULNERABILITY ASSESSMENTS - The threat of terrorism and mass casualties cannot
be denied, nor should it be ignored. Preparation begins with an understanding of vulnerability and the
development of a strategy for reducing it. OSLDPS TA can assist local responders and emergency planners
in identifying and evaluating those sites that represent the most attractive targets to would-be terrorists,
whether government buildings, high use commercia facilities, or infrequently used special event venues.
Once identified, potential consequences can be estimated for a range of terrorism scenarios, involving local
expertise in caculating the possible outcomes. This data can then be matched against local response
capabilities to determine acceptable levels of risk and specific equipment, training, or other capability
shortfalls.

CONSEQUENCE MANAGEMENT PLAN REVIEWS - OSLDPS TA can assist Local, City, and State
government agencies review their plans for dealing with the consequences of acts of terrorism, offering
recommendations to enhance the effectiveness of emergency response to mass casualty events. The reviews
are conducted by police, fire, and emergency medicine specialists from across the nation, with specialized
training in dealing with the threat posed by chemical, biological, and nuclear/radiological WMD. Reviews
are dtrictly for the purpose of identifying areas of possible improvement intended to enhance overall
performance. The review process is professional-helping-professional, and conducted in a low-key,
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publicity-averse fashion. Results are provided to local officials on a close-hold basis, mirroring the
confidentiality afforded all information provided to TA personnel during the review.

RESPONSE PLAN DEVELOPMENT - OSLDPS TA can assist in the preparation of
conseguence/emergency management plans, providing agencies in one jurisdiction with the experience
gained from cities and states across the nation. Working with local experts from the emergency response
communities, TA speciadlists can provide insight into WMD-driven strategic and tactical planning
considerations, interface with other jurisdictions (including the role of Federal assets), incident procedural
flows, on-scene and command communications, emergency medical response. TA is not a substitute for
local level planning, but an augmenting resource available to provide specialized knowledge and
experience to a jurisdiction’s existing planning team.
GRANT APPLICATION ASSISTANCE - OSLDPS TA is available to States involved in the preparation
of OJP grant applications. Specialists can assist in all stages of the development, writing and review of
applications prior to submittal.

TRAINING - OSLDPS offers a broad spectrum of training to responders, ranging from Domestic
Preparedness Program (DPP) awareness and “train the trainer” courses to advanced specialist training,
including courses offered through the National Domestic Preparedness Consortium. OSLDPS has also
prepared “special topics’ training for delivery to local jurisdictions, including the Senior Officials Seminar
and the Responder Exercise Design Course. OSLDPS TA can aso review existing training programs and
materials employed at the jurisdiction-level and offer recommendations for enhancements.

CONFERENCE DESIGN AND SUPPORT - OSLDPS TA can develop, conduct and facilitate conferences
and meetings addressing terrorism preparedness issues. OSLDPS can assist in securing speakers, providing
advice on agenda design, and supporting document preparation. Expert facilitation, whether of large
gatherings or small working groups, can result in enhanced meeting effectiveness and focused, goal-
oriented outcomes.

State Domestic Preparedness Equipment Program Needs Assessment and Strategy
Development Initiative

OSLDPS's fourth method of helping first responders is the State Domestic Preparedness
Equipment Program Needs Assessment and Strategy Development Initiative. The Initiative
requires al fifty states to assess risks and needs, then use the information to develop strategies to
counter WMD terrorism. These assessments are intended to provide a country-wide survey of
WMD readiness as well as a basis for developing a Three-Y ear Strategy for obtaining responder
equipment as mandated by the OSL DPS State Domestic Preparedness Equipment Program.”

Assessments are essential means for gathering information, understanding the current
state of readiness among states and localities, and for helping guide program direction and
development, including decisions for prioritizing and alocating the resources (training,
equipment, and exercises) intended to lessen the vulnerability of communities to terrorist use of

weapons of mass destruction (WMD). Assessments ensure that measures taken to reduce
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vulnerabilities are justifiable and that resources are appropriately targeted to address identified
risks and requirements. OSLDPS views assessments as the cornerstone of its state and local
domestic preparedness efforts.

Formal assessments have been largely absent from most Federal programs directed at
addressing WMD terrorism. OSLDPS is changing that. During Fiscal Year 1999, OSLDPS
undertook a major two-phase nation wide needs assessment aimed at providing a macro view of
emergency response requirements across the nation. Phase | of this assessment, entitled
“Responding to Incidents of Domestic Terrorism: Assessing the Needs of State and Local
Jurisdictions” was released in June of 1999. Phase Il of the report was released in March of
2000.

While the June 1999 and March 2000 reports viewed the United States at the macro
national level, OSLDPS is currently focusing in more detail at the state and local levels. As part
of the OSLDPS “Fiscal Year 1999 State Domestic Preparedness Equipment Program,” states will
be required to conduct individual needs and risk assessments and, using the information
gathered, develop individual state strategies addressing issues of training, equipment, and
technical assistance in domestic preparedness support. These assessments, collectively known as
OSLDPS State Domestic Preparedness Equipment Program Needs Assessment and Strategy
Development Initiative will result in detailed information for each of the fifty states. To assist
states in completing this project, OSLDPS is providing both planning grants and technical

assistance, including assessment tools and instruments.

These OSLDPS state-based needs assessments are intended to provide a country-wide
survey of the current WMD response environment. Working closely with other Federal agencies,
including the Centers for Disease Control and Prevention (CDC) and the Federal Bureau of
Investigation (FBI), OSLDPS will engage City, County, and State emergency managers, law
enforcement officers, and public health officias to help individual jurisdictions pinpoint
vulnerabilities and develop plans for countering WMD terrorism. The assessment results will

serve not only as a roadmap for program planning, but aso as a benchmark for measuring
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program effectiveness.

As part of its responsibilities under the OSLDPS State Domestic Preparedness Equipment
Program, each state will use the findings from the assessments as the basis for developing a
Three-Year Strategy, which will serve as a roadmap for identifying where each state will target
equipment grant funds and guide OSLDPS on how best to target first responder training and
other resources. These state assessments will be carried out this spring and summer. To facilitate
the process, OSLDPS will be sponsoring a series of Regional Workshops for invited State
officials.

The practical problem with these activities is that they depend on valid threat and effects,
either of which seem to be available.

TOPOFF Exercises

The fifth way OSLDPS helps is the situational exercises including top officias
(TOPOFF) that are to be incorporated into training exercises. These situational exercises
received $3.5 million for FY 1999.*

As part of OJP's first responder training/domestic preparedness initiative, the Conference Report (H.Rpt.
105-825, p.999) accompanying the Justice Department's Fiscal Year 1999 Appropriations Act provides
$3.5 million for situational exercises for state and local emergency response personnel.

The Conference language further directs that a portion of these funds be used to comply with language
found in the Senate Report (S.Rpt. 105-235) requiring that a "TOPOFF" exercise be included under any
exercise initiative. Under the Senate Report, two types of exercises are discussed. The first is a major
national level "TOPOFF" exercise. The other is to incorporate situational exercises as part of OJP's efforts
to improve the capabilities of state and loca emergency personnel response to incidents of domestic
terrorism.

Similar language is found in the House Report (H.Rpt. 105-636) which directs the use of "confidence
building exercises based on threat driven scenarios' be incorporated into OJP's training efforts.

The National Commission on Terrorism noted that funding for TOPOFF has been
inadequate and those exercises have not yet taken place.”

National Domestic Preparedness Consortium

The DOJ dso administers first responder training through the National Domestic
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Preparedness Consortium. The Consortium members consist of Fort McClellan, Alabama, New
Mexico Institute of Mining and Technology, Texas A&M University, Nevada Test Site, and
Louisiana State University. The WMD specialty training provided at Fort McClellan is chemical
explosive agents, at New Mexico Institute of Mining and Technology is bombs and explosive
devices, a Texas A&M is emergency medical services, a Nevada Test Site is radiological
agents, and at Louisiana State University is law enforcement and biological events. The
Conference Committee Report for DOJ' s FY 1998 appropriation directed the Attorney General
to use the Consortium for the DOJs WMD training objectives and to provide funding for the
Consortium'’s first responder training in Fort McClellan and in New Mexico Institute of Mining
and Technology. The Conference Committee Report for FY 1999 directed DOJ to use the
Consortium to the fullest possible extent and appropriated $24 million for Consortium members.
Fort McClellan received $2 million and $8 million respectively for FY 1998 and 1999 and will
receive $13 million for FY 2000. The FY 2001 request for Fort McClellan is $15 million.* The
other four Consortium members received total $2 million and $12 million for FY 1998 and 1999
and will receive $14 million for FY 2000. For FY 1999, the Consortium trained about 3,000
individuals.”

Awareness of National Security Issues and Response Program (ANSIR)

ANSIR is a program within the National Security Division of the FBI that serves to
disseminate unclassified security and threat information to corporate security directors, law

enforcement, and other government agencies:™

The Awareness of National Security 1ssues and Response (ANSIR) Program is the FBI's National Security
Awareness Program. It is the "public voice" of the FBI for espionage, counterintelligence, counterterrorism,
economic espionage, cyber and physical infrastructure protection and all national security issues. The
program is designed to provide unclassified national security threat and warning information to U.S.
corporate security directors and executives, law enforcement, and other government agencies. It also
focuses on the "response” capability unique to the FBI's jurisdiction in both law enforcement and
counterintelligence investigations.

Information is disseminated nationwide via the ANSIR-Email and ANSIR-FAX networks. Each of the
FBI's 56 field offices has an ANSIR coordinator and is equipped to provide national security threat and
awareness information on a regular basis to corporate recipients within their jurisdiction. ANSIR-FAX was
the first initiative by the U.S. government to provide this type of information to as many as 25,000
individual U.S. corporations with critical technologies or sensitive economic information targeted by
foreign intelligence services or their agents. ANSIR-Email increases the capacity for the number of
recipients to exceed 100,000 which should accommodate every U.S. corporation who wishes to receive
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information from the FBI. Interested U.S. corporations should provide their email address, position,
company name and address as well as telephone and fax numbers to the national ANSIR Email address at
ansir@leo.gov. Individual ANSIR Coordinators in the respective field divisions will verify contact with
each prospective recipient of ANSIR Email advisories.

The FBI is the lead agency for a variety of national security concerns. With regard to foreign
counterintelligence activity, theft of U.S. technology and sensitive economic information by foreign
intelligence services and competitors has been estimated by the White House and others to be valued up to
a hundred billion dollars annually. It is therefore prudent and necessary that we provide information to
those who are the targets of this activity. Critical infrastructure protection, both cyber and physical, isalso a
major focus of the FBI and the ANSIR program helps to identify these infrastructures and ensure that
communication with the FBI is established.

Each ANSIR coordinator in the FBI's 56 field offices is a member of the American Society for Industrial
Security. This membership enhances public/private sector communication and cooperation for the mutual
benefit of both. FBI ANSIR Coordinators meet regularly with industry leaders and security directors for
updates on current national security issues.

The ANSIR program focuses on the "techniques of espionage" when relating national security awareness
information to industry. Discussing techniques alows us to be very specific in giving industry
representatives tangible information to help them decide their own vulnerabilities. These techniques include
compromise of industry information through "dumpster diving" where Foreign Intelligence Services and
competitors may try to obtain corporate proprietary information, or listening devices which may be as
simple as using a police scanner to tune in the frequency of the wireless microphone being used in the
corporate boardroom. Through the ANSIR program and the discussion of techniques of espionage
corporations are able to learn from the experiences of others enabling them to avoid adverse results.

Along with awareness, the ANSIR program provides information about the FBI's unique "response’
capability with regard to issues of nationa security. The FBI has primary jurisdiction for a variety of
criminal and counterintelligence investigations which impact on national security. For instance, the recent
passage of the Economic Espionage Act of 1996 opened up new areas of FBI response to the wrongful
acquisition of intellectual property. It also encourages corporations to consider how best to protect their
proprietary information or trade secrets from both domestic and foreign theft.

The FBI ANSIR Coordinator in the local field office is the point of contact for information about the FBI's
national security programs and also to receive initial information which may result in a response by the
FBI. U.S. corporations should aso contact the local ANSIR Coordinator to receive ANSIR-Email or
ANSIR-FAX information.

National I nstitute of Justice

The National Institute of Justice (NIJ) isthe lead agency in developing a standard for first
responder equipment. NIJ is working with the Technical Support Working group to develop
wearable toxic agents detectors and easy access protective masks.”

Total Department of Justice and FBI Funding

Table Twenty-Five shows total DOJ counterterrorism spending. It is adapted from the
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2000 OMB counterterrorism funding report. It shows a steady increase in appropriations.
Overal spending has increased over 45% from FY 1998 to $949.25 million for FY 2001
requested.””

Table Twenty-Five

Department of Justice Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 647.09 793.99 782.02 949.25
Law Enforcement and Investigative Activities 346.90 328.91 346.24 409.53
Physical Security of Government Facilities and Employees 84.29 105.08 117.12 171.22
Physical Security of National Populace 29.00 41.76 31.67 30.79
Preparing for and Responding to Terrorist Acts 159.90 301.37 250.12 307.26
Research and Development 27.00 16.87 36.88 30.45
WMD Preparedness 100.80 201.22 217.18 254.66
Law Enforcement and Investigative Activities 43.00 39.74 39.74 43.24
Physical Security of National Populace 1.00 144 1.22 1.23
Preparing for and Responding to WMD Terrorism 41.80 147.35 143.54 189.25
Equipment for First Responders 12.00 95.00 85.00 88.00
First Responder Training and Exercises 10.00 26.47 38.45 73.45
Other 1.80 2.00 2.20 2.80
Other Planning and Assistance to State/L ocals 18.00 23.88 17.89 25.00
Research and Development 15.00 12.69 32.69 20.94
Detection/Diagnostics 3.00 2.69 2.69 3.9
Personal/Collective Protection 12.00 10.00 30.00 17.00
*OMB Highlighted Programs
Equipment Grants for First Responders - - - 78.00
Domestic Preparedness Training - - - 31.00
Hazardous Devices School - - - 4.60
Center for Domestic Preparedness at Fort McClellan - - - 15.00
Technology and Standards Development - - - 17.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office
Management and Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

National Security Community

Presidential Decision Directive 39 designated the National Coordinator for Security,
Infrastructure Protection, and Counterterrorism at the National Security Council the lead agency
responsible for coordination of policies and programs dealing with foreign CBRN
terrorism.”*The National Security Community is requesting $340 million for FY 2001 for
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research and development to combat the CBRN threat. The research is designed for military
needs but can yield technologies useful for domestic preparedness.” Table Twenty-Six
summarizes National Security Community counterterrorism spending. It is adapted from an

103

OMB counterterrorism funding report.

Table Twenty-Six

National Security Community, including the Department of Defense, Spending for Combating
Terrorism and WMD Preparedness

FY 1998 FY 1999 FY 2000 FY 2001

Combat Terrorism 4496.12  4,68251 511717 5124.06
Law Enforcement and Investigative Activities 2,042.33 2,067.79 2,213.24 2,213.52
Physical Security of Government Facilities and Employees 2,075.47 2,036.47 2,122.75 2,173.85
Physical Security of National Populace 0.15 0.04 0.15 0.15
Preparing for and Responding to Terrorist Acts 104.20 256.18 358.58 233.84
Research and Development 270.98 322.03 422.45 502.71
WMD Preparedness 180.56 408.15 475.82 467.21
Law Enforcement and Investigative Activities 7.10 20.96 20.41 19.47
Preparing for and Responding to WMD Terrorism 271 156.39 161.50 100.74
First Responder Training and Exercises 0.05 49.90 32.10 10.20
Other Planning and Assistance to State/L ocals 0.00 15.60 8.50 10.30
Specia Response Units 2.66 90.89 120.90 80.24
Research and Development 170.75 230.80 293.90 347.00
Basic Research, incl. Gene Sequencing 44.50 0.00 6.25 37.50
Detection/Diagnostics 0.25 34.10 48.45 62.30
Modeling, Simulation, Systems Analyses 0.00 8.60 10.00 10.00
Other 126.00 140.00 161.50 141.00
Personal/Collective Protection 0.00 0.00 0.00 10.00
Personal/Environmental Decontamination 0.00 6.50 17.10 21.00
Therapeutics/Treatments 0.00 12.00 16.50 22.20
Vaccines 0.00 29.60 34.10 43.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office
Management and Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Nuclear Regulatory Commission

The following chart on Nuclear Regulatory Commission counterterrorism spending
adapted from the 2000 OMB counterterrorism funding report shows most of the money is going
towards WMD preparedness, and specifically towards protecting the populace from attacks using

nuclear and radiological materials, or which strike at nuclear facilities:"™
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Table Twenty-Seven

Nuclear Regulatory Commission Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999  FY2000  FY2001
Combat Terrorism 3.48 3.21 3.21 3.24
Law Enforcement and Investigative Activities 0.65 0.40 0.40 0.40
Physical Security of Government Facilities and 0.42 0.40 0.40 0.40
Employees
Physical Security of National Populace 2.39 2.39 2.39 2.39
Preparing for and Responding to Terrorist Acts 0.02 0.02 0.02 0.05
WMD Preparedness 3.04 2.79 2.79 2.79
Law Enforcement and Investigative Activities 0.65 0.40 0.40 0.40
Physical Security of Nationa Populace 2.39 2.39 2.39 2.39

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Smithsonian

Table Twenty-Eight shows Smithsonian counterterrorism spending. It is adapted from the
2000 OMB counterterrorism funding report and shows that the $50,000 is being requested for
FY 2001 for the physical security of the Smithsonian.'”

Table Twenty-Eight

Smithsonian Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999  FY2000  FY2001
Combat Terrorism 0.00 0.00 0.00 0.05
Physical Security of Government Facilities and 0.00 0.00 0.00 0.05
Employees

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Department of State

The State Department is the lead agency for international terrorism. For example, it

manages the Terrorist Interdiction Program. The program helps selected vulnerable countries to
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stop terrorists from entering or using their territory. The FY 2001 request is $4 million."®

Embassy Protection

The bulk of State funds, however, go to the physical protection of facilities abroad and
have little to do with homeland defense. The President’s FY 2001 budget requests $1.2 billion™’
and $3.4 hillion in advance appropriations for FY 2002 through FY 2005. For FY 2001, $500
million will go towards new overseas facilities, $200 million above FY 2000 enacted $300
million. $200 million will go towards new protective measures for embassies such as alarms and
perimeter barriers, an increase of $200 million from FY 2000 enacted. $342 million will go
towards high security readiness, $74 million above FY 2000 enacted $268 million. $68 million
will go towards the State Department’s Anti-Terrorism Assistance (ATA) Program, an increase
of $35 million from FY 2000 enacted $33 million. The ATA funding level provides $30 million
to establish a center for anti-terrorism and security training to meet worldwide demand for ATA

programs.

The White House Press Secretary released the following statement:*®

The President's FY 2001 budget includes more than $1.1 billion to reduce further the risk of loss of life
from terrorist attacks on our overseas diplomatic missions. This represents an increase of over $500 million
in additional Federal funds to address enhanced security needs of diplomatic and consular facilities
overseas. The request aso includes $3.4 billion in advance appropriations for fiscal years 2002 through
2005 to provide a solid foundation for long-term building needs.

New Construction

--Invest $500 million in new overseas facilitiesin FY 2001, an increase of $200 million above the FY 2000
enacted level.

--Consolidate the requirements of all foreign affairs agencies in new embassy construction. --Establish a
solid foundation for future years with $3.4 billion advance appropriation.

Increase Protective Measures
--Invest $200 million to begin a new series of increased protective measures such as perimeter barriers,
alarms, and access control equipment for overseas facilities to meet applicable diplomatic security

standards and address emergent needs as they are identified, an increase of $200 million over FY 2000
enacted.

Sustain and Improve Security Readiness

--Maintain a high level of security readiness at a cost of $342 million in FY 2001, an increase of $74

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 85

million above FY 2000 enacted. This cost includes both the recurring costs of additional security measures
such as guards for overseas facilities and the operation and maintenance costs of security improvements
already in place.

--Augment security personnel corps with an additional $16 million for 161 security professionalsto creste a
surge capacity to respond quickly to evolving terrorist threats.

--Increase support for the Anti-Terrorism Assistance Program to $68 million, an increase of $35 million
above the FY 2000 enacted level, to provide a robust training component. This funding level includes $30
million to establish a center for anti-terrorism and security training to meet growing worldwide demand for
ATA programs.

Coordinator for Counterterrorism

The Coordinator of Counterterrorism is the focus of counterterrorism efforts at the
Department of State. It leads interagency teams (FBI, DOJ, CIA, DOD, FAA, etc) in
consultations and cooperation with foreign countries and works with intelligence community to
identify state sponsors of terrorism. It aso leads FEST teams and oversees the Technical
Support Working Group (TSWG).

Foreign Emergency Support Teams (FEST)

The Foreign Emergency Support Teams (FEST) are emergency response teams led by an
officer from the Office for Counterterrorism and staffed by representatives of DOD, CIA, FBI,
and other agencies. A team may be dispatched within hours via a specially dedicated airplane
(supplied by DOD) and is intended to be a small and flexible team of experts to assist an

Ambassador and host government in resolving aterrorist crisis.

Technical Support Working Group

The Technical Support Working Group is an n interagency team funded mostly by DOD.
It conducts counterterrorism technology R& D and prototyping, focusing on explosives detection
and technologies that will detect and protect against WMD terrorism, and .coordinates and
manages the National Counterterrorism Research and Development Program. The TSWG is
made up of representatives from 8 federa departments and over 50 agencies. It also has
cooperative programs with Canada, the United Kingdom, and Israel to develop counterterrorism

technologies.
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Bureau of Consular Affairs

The Bureau of Consular Affairs works with the S/ICT, INR/TNC, DS, the intelligence
community, and consulates abroad to maintain systems to deny suspected terrorists entry to the

United States. It also issues warnings and travel advisories pertaining to terrorist threats.

Bureau of Diplomatic Security

The Bureau of Diplomatic Security protects U.S. personnel and facilities abroad from
terrorists. It investigates passport and visa fraud which may accompany terrorist acts, and
operates the Overseas Security Advisory Council which maintains a security and terrorism
related electronic bulletin board for non-official U.S. citizens overseas. It also administers the
Anti-Terrorism Assistance Program which has trained over 17,000 officials from 89 countries in
counterterrorism. The program costs approximately $16,000,000 annually.

Anti-Terrorism Assistance (ATA) Program

The State Department administers the Anti-Terrorism Assistance (ATA) Program
through the Bureau of Diplomatic Security, This program is directed at foreign countries, but has
an indirect impact in reducing the terrorist threat to the US.

ATA received $33 million in FY 2000, and, according to the White House Press
Secretary, the President is requesting $68 million for FY 2001, including $30 million to establish
a center for anti-terrorism and security training to meet the worldwide demand for ATA
programs.”” The OMB reports the FY 2001 request for ATA is $64 million. As of August 4,
1999, 20,000 representatives from more than 100 countries have been trained. A State
Department Fact Sheet describes the program as follows: ™

The United States is engaged in a vigorous campaign to promote by the year 2000 the universal adoption
and ratification of all eleven existing international terrorist conventions. Every nation has the responsibility
to arrest or expel terrorists, shut down their finances, and deny them safe haven. Our goal is to strengthen
the rule of law against terrorism globally.

In June the Department hosted an important counterterrorism conference that included representatives from
22 nations in the Middle East, South Asia, Central Asia, Europe, and Canada. The conference promoted
international cooperation against terrorism and the sharing of information on terrorist groups and
countermeasures.
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The United States conducts the successful Anti-terrorism Training Assistance program, which trains
foreign law enforcement personnel in such areas as airport security, bomb detection, maritime security, VIP
protection, hostage rescue, and criss management. To date, we have trained more than 20,000
representatives from more than 100 countries.

Total State Department Funding

The following chart on State Department counterterrorism spending adapted from the
2000 OMB counterterrorism funding report shows a huge increase in appropriations, mostly to
go for embassies.™ The WMD preparedness spending has increased over 210% from FY 1998
to $72 million for the FY 2001 request.

Table Twenty-Nine

Department of State Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 186.00 1579.00 791.00 1312.00
Law Enforcement and Investigative Activities 27.00 53.00 46.00 80.00
Physical Security of Government Facilities and Employees 151.00 1512.00 727.00 1224.00
Preparing for and Responding to Terrorist Acts 6.00 6.00 6.00 6.00
Research and Development 2.00 8.00 2.00 2.00
WMD Preparedness 23.00 46.00 37.00 72.00
Law Enforcement and Investigative Activities 19.00 41.00 33.00 68.00
Preparing for and Responding to WMD Terrorism 4.00 4.00 4.00 4.00
Specia Response Units 4.00 4.00 4.00 4.00
Research and Development 0.00 1.00 0.00 0.00
Other 0.00 1.00 0.00 0.00
*OMB Highlighted Programs

Embassy Security - - - 1200.00
Anti-Terrorism Assistance Program - - - 64.00
Terrorism Interdiction Program - - - 4.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Department of Transportation

DOT’s programs cannot be clearly separated into WMD and Critical Infrastructure
Protection components. One program that has WMD aspects is Transportation Infrastructure
Assurance Research and Development, managed by the Research and Special Programs

Administration. The program researches CB detection systems for magjor terminas such as
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subways, airports, and rail stations. The program aso researches Intermodal Termina Security
and the intermodal freight transportation network. The FY 2001 request is $3 million. Another
DOT program is the Human Factors Analysis for Transportation Systems. The project analyzes
the limitations of human preparedness, prediction, and response related to modes of
transportation. The project’s FY 2001 request is $0.4 million.™

The DOT is continuing to acquire explosives detection technologies to improve screening
accuracy, requesting $100 million for FY 2001. The DOT aso wants further research and
development into security to meet the growing and changing threat of terrorism. The FY 2001
request for the program is $49.4 million. Security will also be improved at vital FAA facilities.
$18.6 million isthe FY 2001 request.*”

In cases of air piracy, the FAA is responsible for coordination of all law enforcement
activity In FY97, total spending for unclassified terrorism-related programs totaled
approximately $296,800,000.

Table Thirty shows total DOT counterterrorism spending. It is adapted from the 2000
OMB counterterrorism funding report, which shows that most of the funding is going to protect

transportation systems from conventional attacks and not towards WMD preparedness.™

Table Thirt

Department of Transportation Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001

Combat Terrorism 169.30 270.78 277.21 298.15
Law Enforcement and Investigative Activities 3.90 421 4.48 4.68
Physical Security of Government Facilities and Employees 17.86 18.16 19.54 20.94
Physical Security of National Populace 99.78 193.58 199.08 216.50
Preparing for and Responding to Terrorist Acts 3.16 3.04 3.52 6.03
Research and Development 44.60 51.79 50.60 49.65
WMD Preparedness 0.00 0.00 0.45 2.50
Preparing for and Responding to WMD Terrorism 0.00 0.00 0.00 2.50
Equipment for First Responders 0.00 0.00 0.00 2.50
Research and Development 0.00 0.00 0.45 0.00
Detection/Diagnostics 0.00 0.00 0.45 0.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000
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*denotes programs highlighted in OMB report. Figures part of 2001 budget

Department of Treasury

The Treasury has responsibility for a number of counterterrorism function. The United
States Secret Service is developing chemical and biological detection, mitigation, and
decontamination support for al Presidential movements. The Service is constructing a chemical
and biological detection and protective program that combines multiple systems: fixed detectors,

collective protection systems, and portable detection equipment.

The Bureau of Alcohol, Tobacco, and Firearms (ATF) is the lead federa agency in
investigating armed violent crime, arson, and explosions. ATF has four National Response
Teams that can arrive within 24 hours to major bombing and arson sites. The bureau is aso
researching the effects of large car bombs along with the US Army Corps of Engineers and the

Defense Technical Research Agency.

The Customs Service is responsible for stopping CBRN materials from entering the
country. The U.S. Secret Service is responsible for security at major events. The two services
work together to prevent an airborne attack at major events. Customs Air and Marine
Interdiction Division will supply the air support to enforce temporary flight restricted areas, to
survey the area, and to transport Secret Service assault teams and snipers. The FY 2001 request
for this joint program is $16 million. The funds will alow 19 specia agents to be trained and

equipped for the air security counter-assault team.

The following chart on Treasury counterterrorism spending is adapted from the 2000
OMB counterterrorism funding report. It shows a nearly an $100 million increase for the FY
2001 request.™

Table Thirty-One

Department of Treasury Spending for Combating Terrorism and WMD Preparedness
| EY1998  FY1999 FY 2000 FY 2001

Combat Terrorism 341.36 368.01 348.00 440.21
Law Enforcement and Investigative Activities 213.13 212.13 189.53 285.73
Physical Security of Government Facilities and Employees 64.30 67.51 68.46 63.46
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Physical Security of National Populace 15.34 19.06 16.58 16.58
Preparing for and Responding to Terrorist Acts 47.89 68.52 70.70 71.70
Research and Development 0.70 0.79 2.73 2.74
WMD Preparedness 18.01 19.46 25.87 25.87
Physical Security of Government Facilities and Employees 5.14 5.14 8.84 8.84
Preparing for and Responding to WMD Terrorism 12.88 14.32 17.03 17.03
Equipment for First Responders 0.99 2.02 2.23 2.23
Other 0.35 0.73 0.20 0.20
Specia Response Units 11.53 11.57 14.60 14.60
*OMB Highlighted Programs

Air Security Protective Operations - - - 16.00

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

USAID (Now State Department)

Table Thirty-Two shows counterterrorism spending by US AID. It is adapted from the
2000 OMB counterterrorism funding report shows over $50 million went towards preparing for
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and responding to terrorist acts in FY 1998.”" Virtually all AID spending affects foreign

countries, however, and not homeland defense.

Table Thirty-Two

US AID Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001

Combat Terrorism 5.68 54.89 5.83 5.01

Physical Security of Government Facilities and 2.68 3.49 3.98 2.66
Employees

Preparing for and Responding to Terrorist Acts 3.00 51.40 1.40 2.35

WMD Preparedness 3.00 1.40 1.40 2.35
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Preparing for and Responding to WMD 3.00 1.40 1.40 2.35
Terrorism

First Responder Training and Exercises 0.30 1.40 1.40 2.35

Other 2.70 0.00 0.00 0.00

Department of Veterans Affairs

Presidential Decision Directive-62 instructs the VA to assist the U.S. Public Health
Service (USPHS) in maintaining an adequate national stockpile of pharmaceuticals. Four caches
are maintained in strategic locations that would be dispatched to a scene of a WMD attack to
help the capability USPHS National Medical Response Teams.

The VA aso assists the CDC in maintaining the National Pharmaceutical Stockpile,
which islocated in certain cities in the US. VA receives funds from the agencies they support to
maintain the stockpiles. The A aso trains medical personnel at National Disaster Medical
System hospitals. VA isworking on constructing a counterterrorism training program to include
with itstraining. USPHS can transfer up to $1 million ayear to VA for the training.

The following chart on VA counterterrorism spending adapted from the 2000 OMB
counterterrorism funding report reflects the fact that VA supports its counterterrorism program

117

from funding transferred by other agencies.™ It should be noted that some expert have proposed
significantly expanding the VA’s contingency role in responding to biological attacks, both in
using its medical facilities for response purposes and in playing arole in vaccine distribution and

immunization.

Table Thirty-Four

Department of Veterans Affairs Spending for Combating Terrorism and WMD Preparedness

FY1998 FY1999 FY 2000 FY 2001
Combat Terrorism 0.01 0.04 0.00 0.00
Preparing for and Responding to Terrorist Acts 0.01 0.00 0.00 0.00

*OMB Highlighted Programs |
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Stockpiling Pharmaceuticals | - - - N/A
Training Medica Personnel | - - - N/A

Source: Adapted by Steve Chu and Preston Golson from Executive Office of the President, Office Management and
Budget, “Annual Report to Congress on Combating Terrorism,” May 2000

*denotes programs highlighted in OMB report. Figures part of 2001 budget

Federal and State/L ocal Cooperation

The federal government has set forth a detailed policy for state and local cooperation, and
it is clear from the preceding description of agency activity that extensive work is underway to
improve coordination with state and local law enforcement agencies, emergency planning
groups, and a wide range of different responders. A number of regional centers have been set up
and federal agencies and state and local governments have been involved in a range of exercises.
There has also been an increasing effort to involve the private and civil sector, particularly in

areas like hedth care, the media, and utilities.

Limitsto Cooperation

There are, however, no clear measures of the scope and effectiveness of these efforts to
date, and state and local authorities and private sector capabilities differ sharply even within
major metropolitan areas. In many cases, the coordination effort also has not gone beyond
command post exercise-like activities whose main purpose has been to educate state and local

actorsin the generic risk of attacks.

These exercises and activities now seem to be most effective in dealing with relatively
low levels of attack, with effects limited to those that states and localities often deal with in
emergencies caused by weather, accidents, low level terrorism, or natural outbreaks of disease.
Planning for large-scale high explosive attacks and most chemica attacks — which may be
similar in effect to major Hazmat accidents — may be covered by such procedures, although there
seems to be only a limited effort to determine critical vulnerabilities and consider the broader

impact of such attacks when they strike at utilities, key medical facilities, etc.

The unclassified data available do not indicate that critical node analysis has been carried
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out in most areas. The federal efforts seems to be a*“feed forward” system that assumes that state
and local needs are relatively predictable, and that many capabilities will exist in all states and
localities. While an effort is underway to inventory current equipment and capabilities, it is not
clear that this will always revea the weakest or “critica” links limiting state and local
capabilities, or that either the federal government or states will be able to deal with the complex
problems created by the very different capabilities of given localities and jurisdictions. This
problem is further complicated by interstate jurisdiction problems in the many target areas that
involve more than one state, and by the inability to predict the nature and scale of the attack(s),

and promptly characterize the nature and scale of attacks and their effects once they occur.

There are dtill significant legal and jurisdictional problems in federal-state-local
cooperation in gathering intelligence — the most critical aspect of defense, and in law
enforcement and defense. Grand jury and other laws limit full communication upwards from the
local level, while there are severe limits on what intelligence and law enforcement agencies can
doif thereis even arisk that a US citizen might be involved in surveillance and an investigation.

There is, as yet, little practical planning, organization, and training for major CBRN
attacks of the kind that may occur in the future. Nuclear attacks have only been explored to a
limited extent, and there is little detailed planning for response to the level of direct effects that
can occur or to the long term and secondary effects which may require a response over weeks,
months, and years. Even the more sophisticated attack models and exercises being used assume
that radioactive plumes and fall out are relatively predictable and that enough knowledge exists
to predict the radiation thresholds that produce serious casualties that require prompt treatment
and the areas that will be affected.

West Nile Outbreak

The 1999 West Nile virus outbreak in New York City presents an example of the
problems involved. It caused encephalitis in 62 people and killed seven people. The outbreak
was viewed by many as a test of bioterrorism preparedness. Several aspects of the investigation

went well, as GAO stated in its preliminary correspondence on the outbreak:**
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Information collected to date indicates that many officials and experts believe aspects of the outbreak
investigation went very quickly and very well. These include the physician’s reporting of the initial unusual
symptoms and the role the local health department epidemiologists played in quickly mobilizing a broad-
based outbreak investigation. Further, particular aspects of the communications between involved parties
were considered useful for disseminating information. For example, throughout much of the crisis, daily
conference calls on the status of events were conducted involving officias from as many as 18 different
local, state, federal and other agencies. Finally, experts also point out that while the virus was initialy
incorrectly diagnosed as another related virus, the misdiagnosis did not affect the appropriate treatments for
patients or the public health response.

However, the outbreak also revealed many problems in bioterrorism preparedness. The
GAO reported that,™

Most parties interviewed to date also believe there are lessons to be learned from the events, particularly
related to communication and infrastructure issues, that may be relevant in designing future preparedness
measures. Even though this was a relatively small outbreak, it consumed the time of dozensif not hundreds
of officials from local, state, and federal public health and other agencies and organizations, and greatly
strained available resources. Many involved officials believe that the outbreak was another "wake-up call’
that public health officials must anticipate and be better prepared to respond to such surprises. Officials aso
believe that the outbreak illustrates the need for a better public health infrastructure at the local, state, and
national level to control infectious diseases, particularly those that are vector-borne. Work to date indicates
that any problems identified are likely to revolve around such things as the following:

Communication between and among local, state, and federal agencies. Rapid and reliable communication
between public health agencies is considered essential to preparedness and coordination--as the ability to
disseminate and share information rapidly among public health officials helps ensure that decisions are
made with the most current information available. Officials involved in the West Nile events indicated that
the communications that occurred (for example, the daily conference calls and phone conversations
between agency and organization officials) helped update involved parties as the investigation unfolded.
However, some key officials indicated to us that they believed this means of sharing information was time-
consuming and inefficient and that alternatives for communicating detailed information were needed so
they could use their expertise and skills to conduct the investigation. Some people aso indicated that there
was much confusion during the course of events about “who to call" for various types of information or to
handle various responsibilities or who within each agency could be considered a responsible spokesperson
and information source.

Communication between public health agencies and other organization with relevant information, such as
animal heslth experts. Livestock animals and wildlife are often considered sentinels, providing an early
warning device for diseases that could harm people. Assessments of the West Nile events and many
officials we interviewed said that the events highlighted the need for better integration and communication
between animal/wildlife health communities and public health. Since the initial outbreak, CDC, state
wildlife veterinarians, and an expanding group of federal and other agencies are using deaths in crows as
sentinel events to define the current geographic distribution of mosquitoes and birds infected with West
Nile virus.

The adequacy of epidemiological capacity and local level disease surveillance systems. The outbreak was
initialy identified because an astute physician reported two unusual cases of illness to the City Hedlth
Department, and active surveillance in New York City confirmed 62 human cases of the disease.
Physicians are required to report encephalitis cases to the Health Department; however, the West Nile
investigation confirmed that such reporting often did not occur. During the West Nile investigation, the six
New York City Health Department staff who normally track over 50 reportable infectious diseases in the
city--along with several others detailed to assist from other divisions and agencies--worked long hours
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seven days a week to contact relevant officials at 70 hospitas to identify potential cases, interview patients
and families, track cases, and ensure laboratory samples were shipped to appropriate parties, among other
duties. Officials indicated that the availability of even the small number of trained staff in New York City
was critical to the quick response to the initial outbreak. Such capacity at the local level is thought to be
lacking in many other locations.

The adequacy of laboratory capacity—especially “surge capacity” to alow a quick response to an
unexpected crisis. A frequent theme of discussions and assessments has been the adequacy of laboratory
infrastructure at the state and federal levels for performing timely and thorough laboratory analyses.
Officials pointed out that there are only two federal laboratories capable of handling those infectious agents
considered of most concern. Further, most laboratories, including veterinary laboratories, are not equipped
to identify diseases that are rarely seen. Inadequate “surge capacity,” the ability to deal with a sudden
increase in needed testing, was another cited concern. According to officials we spoke with, laboratory
capacity for performing the tests needed to identify the West Nile virus and to diagnose which people had
the virus was consumed quickly by this relatively small outbreak.

Potential problems in distinguishing between a naturally occurring outbreak and one that is intentionally
caused. While the West Nile virus outbresk is thought to have been a naturally-occurring event and
officials interviewed indicated that the investigation did not find otherwise, a one point there was
speculation in media reports that the outbreak might have had an unnatural (bioterrorist) origin. Because of
this, expertsindicate that this episode does illustrate the potential problems in distinguishing natural disease
from an intentional attack. The source of the disease (whether natural or intentional) would not change the
process to diagnose and treat patients. However, if local health officials are informed of a bioterrorist
incident or threat, or if a health department or CDC investigation determines that an event is likely a
bioterrorist one, then additional organizations would need to become involved to carry out a crimina
investigation. Current recommended protocols are to notify the Federal Bureau of Investigation and law
enforcement officials, who would also seek to determine whether terrorists had targeted additional
locations for release of the disease.

It should be noted that GAO did not address the issue of the ability to characterize and
treat a biological weapon as distinguished from a normal pattern of disease, or the lessons
learned from this experience if the attack occurred as the result of alarge-scale attack be a state
actor, proxy, or well organized and efficient terrorist/extremists.

The Lessons from “Jointness’

The US has learned over the years how to react to many kinds of emergencies, some at
relatively large-scale by civil standards. In general, however, the burden of response fallsfirst on
local authorities and the local private sector, then on states, and then on the federal government.
Existing capabilities are generally adequate or response can be improvised as needed. The same
is true of law enforcement, although foreign and national counterterrorist and counterextremist
activity has a higher element of federa involvement in both intelligence and enforcement. The

resulting capabilities to deal with low-level threats to the US homeland are generaly good for
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low level threats and attacks, and the effects of failure are highly localized. They will be tragic
but not catastrophic.

The situation changes radically as the level of attack escalates and changes in type. It can
be argued that most practical chemical and radiological attacks will strain the existing structure
of local-state-federal response, but will not be radically different in impact from a major
chemical spill or Hazmat incident if the public reaction can be contained, and authorities make
the limits of the attack clear. At the same time, even at this level of attack, a large number of
private, state, local, and federa entities may be involved in unfamiliar activities where both past

experience and currently plans are not adequate to the task.

The problem grows steadily more severe as the threat escalates and both steadily more
unfamiliar and unpredictable. Nuclear and biological attacks can reach levels where the priority
of detection and prevention forces new and drastic approaches to intelligence and law
enforcement, and where any effort to plan response becomes an exercise in managing chaos.
Local capabilities of all kind can be saturated and collapse. States will confront problems that
they cannot anticipate, and the federal government may find that the first casualty in homeland
defense, like war, is not truth but rather the plan of battle.

There is no way to validate such a concluson with hard data, and the results are
impressionistic, but neither the literature available nor practical experience in attending meetings
and simulations indicates that federal, state, and local governments as yet fully understand the
extent to which they will have to deal with unpredictable events they cannot properly
characterize at any point in their defense and response activities, and with the failure of their
plans and organizational efforts. There is a “ Task Force Smith” character to many such efforts.
Capability is assumed either to exist or to be developed in the future. The ability to meet and
discuss is confused with the ability to react. Federal, state, and local governments talk at each
other, rather than fully communicate. Critical details are ignored, and real world limits in

capability are never discovered.

It is interesting consider the experience of the American military in this light. No amount
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of planning, coordination, organization, and designation of command authority ever created
effective joint operations. Jointness was forced on the military by experience and by defeat.
Every important lesson was learned the hard way. As aresult, the need for true jointness became
both practical doctrine and practical years after al of the problems involved had supposedly been
solved.

In the process, the US military had to radically change its training and exercise doctrine.
It learned that effective coordination can be helped with truly demanding command post
exercises, but only if the participants are stressed to the point of defeat and are forced to be
realistic. Exercises designed to produce success have been proven to be a failure ever since the
breakdown in US command at Kasserine Pass. Furthermore, the US military learned that tactical
execution required truly demanding field exercises, and that every aspect of jointness that was
not ssimulated and testing in the field failed. And, the Gulf War, Somalia, and Kosovo still

revealed that major problems still existed in jointness and coordination.

The problems in achieving effective “jointness’ in homeland defense against CBRN
attacks are likely to be far more daunting, particularly because it is far from clear what attacks
should be exercises, that realistic exercises are affordable, and that much of the experience from
one exercise will apply to a different type of attack in a different area.

Thisis not a reason to give up on trying to deal with high levels of attack. It is, however,
a reasons not to confuse meetings, discussions cloaked as exercises, inventories, and creating
new lines of authority as effective action. It is a good reason for the federal government to carry
out as many realistic exercises as possible, and above all to firmly establish the limits of what it
can do in mid to high level attacks, and the operational limits of “jointness’ at the state and local
level. It is good reason to question whether creating a new czar, lead agency, or cabinet member
will accomplish any more in practice than the somewhat similar debate over how to conduct the
war on drugs. It is aso good reason to assume that the capability to improvise will be more
important than preexisting plans. Above al, it is good reason at every level of government not to
confuse assigning responsibility with creating capability.
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How Other Nations Deal With These Threats

Given the theater-driven nature of most threats, it is surprising that the US is often ahead
of itsfriends and alies in dealing with the threats posed by state actors, their proxies, and foreign
and domestic terrorists/extremists. Indeed, many Europeans see the US as over-reacting to
marginal threats in an almost paranoid fashion. Thisis partly aresult of the fact that the US does
often over-dramatize given threats and the need for given actions, but it also may reflect the fact
that Europe both does not face the same scale of regional threats as the US and already faces
major problems in funding its existing security requirements.

The situation is different in the case of America’s friends and alies in the Middle East,
the Gulf, and Asia— athough most of our friends and allies are just beginning to understand just
how different the threats they face can be if covert, state, terrorist, or extremist attacks use
weapons of mass destruction. Even Israel and South Korea have done comparatively little to
improve their deterrence and defense capabilities against such attacks, or to improve their
response capabilities beyond very limited, and largely symbolic, civil defense measures.

Many aspects of what our friends and allies have done are classified, or are not made
public. The General Accounting Office did, however, publish a survey of the activities in five
key friendly countries in May 2000: in Canada, France, Germany, lsrael, and the United
Kingdom. The GAO found striking similaritiesin their response: ™

The five countries we examined have similarities in how they are organized to combat terrorism.

The countries generally have the majority of organizations used to combat terrorism under one lead
government ministry. However, because many other ministries are also involved, the countries have
created interagency coordination bodies to coordinate both within and across ministries. For example,
while many countries generally have their intelligence and law enforcement organizations under their
ministries of interior or equivalent, they also need to coordinate with their ministries of foreign affairs,
defense, and health or emergency services.

The countries have clearly designated who is in charge during a terrorist incident—typically their
national or local police.

The countries have national policies that emphasize prevention of terrorism. To achieve their policies,
the countries use a variety of strategies, including intelligence collection, police presence, and various
security measures such as physical barriers at the entrances to public buildings.
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These countries primarily use their general criminal laws (e.g., those for murder or arson) to prosecute
terrorists. The countries also have specia terrorism-related laws that allow for special investigations or
prosecution mechanisms and increased penalties.

The countries executive branches provide the primary oversight of organizations involved in
combating terrorism. This oversight involves reviewing the programs and resources for effectiveness,
efficiency, and legality.

The five countries we examined also had similarities in how they allocate resources to combat terrorism.
Officialsin the ministries involved said they make resource allocations based upon the likelihood of threats
taking place, as determined by intelligence assessments. While the officials we met with discussed resource
levelsin general, none of the five countries tracked overall spending on programs to combat terrorism.

Such spending was imbedded in other accounts for broad organizational or functional areas such as law
enforcement, intelligence, and defense. Officials in all countries told us that because of limited resources,
they made funding decisions for programs to combat terrorism based on the likelihood of terrorist activity
actually taking place, not the countries overall vulnerability to terrorist attack. They said their countries
maximize their existing capabilities to address a wide array of threats, including emerging threats, before
they create new capabilities or programs.

The GAO also found, however, that countries differed in terms of both the strength of
their central governments, and their perceptions of the threat. Officials in Canada, France, and
Germany stated that the current threat from terrorism in their countries was low. This tracks with
the Department of State report on global terrorism, terrorism. It also states that in Europe has
declined, in part, because of the increased vigilance by security forces and the recognition by
some terrorist groups that long-standing political and ethnic controversies should be addressed
by negotiations. For example, the remnants of Germany’s Red Army Faction, once among the
world s deadliest, announced the dissolution of their organization.

At the same time, British officials said that terrorism related to Northern Ireland
continues to take place and poses a real threat depending, in part, on developments in the peace
process. They added that although activity is at historically low levels, the threat remains and is
linked to developments in the peace process. Officials from all five countries cited the threat of
terrorists using chemical, biological, radiological, and nuclear weapons as particularly unlikely.
Israeli officials indicated that the level of terrorism fluctuated with the peace process—terrorism
typically increased when the peace process is working, because those opposed to the peace

process tried to derail it through violence.
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L eader ship and M anagement

The GAO found a common pattern of central leadership and coordination in dealing with
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the issues involved,

Specifically, each country places the majority of resources for combating terrorism under one ministry, but
each recognizes that it must coordinate its efforts to develop national policy on combating terrorism so it
has interagency coordination bodies. Each country also has clearly designated leadership at the scene of
terrorist incidents. The five countries have policies and strategies that emphasize the prevention of
terrorism using resources such as intelligence collection, police presence, and security measures. In
addition, each country usesits general crimina laws (e.g., those for murder or arson) to prosecute terrorists.
The countries aso have special terrorism-related laws that allow for special investigation or prosecution
mechanisms, and increased penalties. In each of the five countries, the executive branch provides the
primary oversight of organizations involved in combating terrorism.

Lead Organization With Policy Coordination

In four countries, most of the resources to combat terrorism—Iaw enforcement and intelligence services—
are centralized under a lead agency, generally the countries ministry of interior or equivalent.7 For
example, the French Ministry of Interior includes the National Police and the two domestic intelligence
agencies that have a primary role in combating terrorism. However, officials from al the countries said
they view counterterrorism as an intergovernmental effort that requires coordination among law
enforcement, intelligence, and other parts of the government that may be involved in combating terrorism,
including foreign affairs, the military, and health and emergency services. Since they view combating
terrorism as an interagency effort, officials in each country identified the prime minister or the chancellor
as the one person in charge of combating terrorism. Below that level, the effort to combat terrorism requires
an interagency body to formulate policy, coordinate activities, and provide recommendations to the prime
minister or the chancellor. In Israel, for example, there is an interagency body called the Bureau for
Counterterrorism that coordinates activities and provides advice to the prime minister regarding terrorism
matters. Appendix | shows the interior ministries or equivalent that lead efforts to combat terrorism and the
interagency bodies that provide coordination and advice on terrorism issues to the prime minister or the
chancellor.

Clearly Designated Incident L eader ship

All five countries have clearly designated who is to be in charge during aterrorist incident. For example, in
the United Kingdom, the local Chief Constable (i.e., chief of police) has overal control of all aspects of
handling a terrorist incident. For Isragl, the National Police are in command within Israel, and the military
are in command in the occupied territories. Appendix | provides details on who is designated to command
at terrorist incidents for the rest of the countries.

In Israel, the National Police are under one ministry; however, the main domestic and international
intelligence services are not in the same ministry as the National Police and report directly to the prime
minister.

Incident leadership is reinforced through written agreements and contingency plans or other agreements.
For example, in Canada, the Royal Canadian Mounted Police has written agreements with major municipal
police departments on who leads the incident response. The French government has written interagency
contingency plans with command and control details for such terrorist situations as a heightened threat,
aircraft hijacking, ship hijacking, or a chemical attack.
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Officids in the five countries stated that they use the agreements or plans as the basis of their exercises to
practice their response, which further reinforces who leads at the incident site. Clear incident command is
also strengthened because the incident commander controls all response elements, including police, fire,
medical, and other emergency services. Thus, there is one commander for police activities (e.g., assaullts,
arrest, and gathering evidence) as well as other emergency activities (e.g., evacuation, search and rescue,
medical treatment, and decontamination). Officials in the United Kingdom cited the importance of having
one person—the Chief Constable—in charge of the entire response. Officias in the other four countries
made similar comments on the need for clear and unified leadership for the whole range of activities in a
response to aterrorist attack.

Policies and Strategies

The GAO aso found that all five countries had some strategies in common, and ones
which emphasized prevention over response, and which placed a heavy emphasis on intelligence
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in order to support the prevention effort:

Each country had developed policies to combat terrorism through their experience with various terrorist
groups. The five countries national policies to combat terrorism, which were not always written,
emphasized prevention. Canadian officials were the only ones to provide us with their written policies on
terrorism. Officials in the other countries told us they had no written policies. To implement their national
policies, these countries had strategies that included intelligence collection, police presence, and other
deterrent measures.

For example, the strategies in all five countries include domestic intelligence, and each has at least one
security intelligence organization that gathers intelligence on domestic terrorist activities. Officials we
spoke with said that an effective intelligence capahility is essential for preventing acts of terrorism in their
countries. In general, the role of their domestic security intelligence organizations is to prevent acts of
terrorism by gathering information through a variety of sources and methods; assessing the threats to
security; and monitoring and sometimes disrupting the activities of certain groups considered to be a threat
within the country.

All of the countries domestic intelligence organizations are separate from their law enforcement
organizations. In Canada, France, and the United Kingdom, these organizations are under a single ministry.
In Germany there are parallel federal and state intelligence and law enforcement organizations, and both
are under their respective ministries of the interior. In Isragl, the intelligence organizations report directly
to the prime minister, and the national police are under the Ministry of Public Security. Cooperation
between both law enforcement and intelligence organizations was cited by officials in al five countries as
important, in part, because the domestic intelligence organizations do not have powers of arrest. Law
enforcement organizations become involved in combating terrorism when information from the intelligence
services indicates that criminal activity has occurred, or is likely to occur, or when their own criminal
intelligence sources indicate such.

...In addition to a strong intelligence capability, we found that the countries strategies included using a
visible police presence to prevent acts of terrorism. For example, in France, when there is a specific
terrorist threat, law enforcement increases its public presence in a visible show of force. Likewise, the
German Federal Border Police can provide additional manpower to supplement state police at events such
as political demonstrations. In Israel, the National Police, as well as military personnel, is present at various
locations throughout the metropolitan areas to respond to incidents as needed.

As part of their prevention strategies, the five countries use a variety of other techniques to deter terrorist
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attacks. For example, al five countries use physical barriers in certain critical areas and government
buildings to deter direct attacks. Other techniques are as follows. In Isragl, individuals and their belongings
are often physically searched by police, defense personnel, or security contractors and pass through metal
detectors before entering such places as shopping centers, airports, and local attractions. In the United
Kingdom, police use video cameras to monitor daily events and watch for suspicious activity in London. In
France, persons entering government buildings typically walk through metal detectors.

Claimed Reliance on Criminal Prosecution asthe Major
Response and Deterrent

Rather than deterrence and retaliation, most countries relied largely on conventiona
criminal prosecution and punishment — athough Israel seems to have understated the linkage
between the deterrent and offensive use of its military forces and counterterrorism, and Britain
seems to have understand the role of its military forces and intelligence branches in performing

direct operations against terrorist groups:

All five countries use their general criminal laws to prosecute offenses omitted during a terrorist act, such
as the crimes of murder, arson, kidnapping, and hijacking. According to Canadian officials, treating
terrorism as ordinary crime removes the political element and thereby dilutes the effectiveness of the
terrorist act. The countries have also enacted a variety of specia laws that relate to terrorism that may
include a statutory definition or description of terrorism, or may invoke special investigation or prosecution
procedures, or provide for increased penalties.

Under French law, certain crimina offenses are considered terrorism when the acts are intentionally linked
to an individual or group whose purpose is to cause a serious disruption of public order through
intimidation or terror. Penalties may be increased if a criminal offense is related to such terrorism. France
also has special judicial procedures to address terrorism such as special courts and prosecutors. Germany’s
criminal code has a special prohibition against the formation and support of aterrorist association.

In addition to its genera crimina laws, Isragl has two principal laws that govern terrorism that contain a
number of crimina offenses such as supporting terrorist organizations. The United Kingdom has two
principal terrorism laws that designate a number of criminal offenses relating to membership in and support
of terrorist organizations. Appendix Il provides additional information on the terrorism-related laws in the
five countries.

Oversight, Planning, Programming, and Budgeting

None of the countries carried out oversight, planning, programming, and budgeting
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activities similar to those in the US:

Oversight reviews of programs and resources for effectiveness, efficiency, and legality are primarily the
responsibility of those ministers in the executive branch that have a role in combating terrorism. Officials
told us that in their parliamentary style of government, ministers are accountable for oversight and that this
function is embedded in the ministers responsibilities. They generally viewed oversight as an ongoing
routine function of agency management, not an independent or separate review function. For example, in
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France, the Minister of the Interior, through their daily activities, reviews or oversees the activities of those
resources within the Ministry.

The legislatures in these countries do not hold oversight hearings or write reports that evaluate programs to
combat terrorism. In these parliamentary style governments, the legislative branches do not provide
ongoing independent oversight of efforts to combat terrorism. While the five countries do conduct some
legidative review of national security activities (e.g., through designated legislative committees), these
reviews generaly have not focused on activities to combat terrorism. At times, some members of the
legidative branch are included in standing or ad hoc executive oversight bodies. In Canada and Isradl,
independent reviews of activities to combat terrorism are done by their national audit agencies. Appendix
IV summarizes oversight organizations and functions in the five countries we visited.

Officias in the ministries involved in combating terrorism within the five countries we visited said they
made resource allocations based upon the likelihood of threats taking place, as determined by intelligence
assessments. While the officials we met with discussed resource levels in general, none of the five
countries tracked overall spending on programs to combat terrorism. Such spending was imbedded in other
accounts for broad organizational or functional areas such as law enforcement, intelligence, and defense.
Due to resource constraints, they said their countries maximize their existing capabilities to address awide
array of threats, including emerging threats, before they create new capabilities or programs.

Resource Allocations Are Targeted at Likely Threats,
Not Vulnerabilities. Limited Concern with WMD
Threats

The GAO aso found that none of the countries shared threat perceptions similar to those
that are now the focus of US planning, athough part of the reason for this response is that the
GAO only examined their response to conventional terrorism, and not to the potential threat that
state actors might carry out covert attacks: **°

The five countries we reviewed receive terrorist threat information from their civilian and military
intelligence services and foreign sources. Using various means, each of the countries’ intelligence services
continuously assess these threats to determine which ones could result in terrorist activity and require
countermeasures, which ones may be less likely to occur but may emerge later, and which ones are unlikely
to occur.

Officials in al countries told us that because of limited resources, they made funding decisions for
programs to combat terrorism based on the likelihood of terrorist activity actually taking place, not the
countries overall vulnerability to terrorist attack. For example, each of the countries may be vulnerableto a
chemical, biological, radiological, or nuclear attack by terrorists, but officials believe that such attacks are
unlikely to occur in the near future for avariety of reasons, including the current difficulty in producing and
delivering these types of weapons.

Furthermore, officials in one country told us that the effects of these types of weapons would alienate the
population from the political aim of the terrorist groups and therefore did not view this type of attack as
likely. Officials we spoke with believed that conventional bombs and other traditional means, such as
hijacking, are more likely to occur.
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For less likely but emerging threats, officials in the five countries told us that they generaly try to
maximize their existing capabilities for responding to such threats, rather than create new programs or
capabilities. For example, the same capabilities used to respond to a fire, industrial explosion, or chemical
spill would be used for aterrorist incident involving chemical, biological, radiological, or nuclear weapons.

In addition, officials in each country said additional capabilities from neighboring states, provinces, cities,
or national governments could be used by local authorities if the situation exceeded their capabilities. For
example, Germany plans to rely on existing capabilities within the states rather than develop new federal
capabilities.

Likewise, Israel has not developed new capabilities, but it has a nationwide program that provides gas
masks and training to its citizens for defense against chemical or biological attack in wartime that officials
said has use for terrorist attacks.

The countries generally did not have mgor training programs in place to train emergency response
personnel for chemical, biological, radiological, or nuclear attacks. However, the United Kingdom has a
limited program to train selected police officias as incident commanders and is considering a training
program for response personnel in selected locations. Also, Canada has launched a policy initiative to
develop a strategy to strengthen national counterterrorism response capability, particularly the ability to
respond to chemical, biological, radiological, and nuclear terrorist attacks.

Only France has created new capabilities to respond to chemical, biological, radiological, and nuclear
terrorist attacks.

L earning from Foreign Countries

These conclusions imply that the US has comparatively little to learn from the overall
response its friends and alies are making to the emerging threats posed by weapons of mass
destruction and new forms of covert state and terrorist/extremist attack. This may reflect the fact
that Israel sees such threats largely in military terms, and most European nations do not face the
mix of global threats facing the US. France is the only nation in Europe that has had enough
recent experience with nations and movements that might use weapons of mass destruction to

have some kind of contingency capability.

At the same time, it is clear that all five countries have seen the need for a single lead
agency, emphasize prevention, and separate intelligence from police and related prevention and
enforcement activity. They also have unified leadership in response to incidents. This tends to
reinforce the conclusion that having a single lead agency or office lead the US may be an
important reform, and that the US might also benefit from having a unified leader for all forms of

incident response.
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Commission Recommendations

While the federal government has failed to provide either meaningful transparency or
measures of effectiveness, for its efforts, three major commissions have released reports with
recommendations applying to federal counterterrorism efforts in 1999 and 2000. The Advisory
Panel to Assess Domestic Response Capabilities, also known as the Gilmore Commission,
released its first report, “Assessing the Threat,” on December 15, 1999. The National Defense
Authorization Act for Fiscal Year 1999 created the Gilmore Commission. The Act directed the
Gilmore Commission to assess federal domestic preparedness programs, including training for
local responders, coordination and funding, and local equipment deficiencies, and to release
three annual reports. The Commission gave eight recommendations on domestic preparedness in
itsfirst report.

The National Commission on Terrorism, also known as the Bremer Commission,
released its report, “ Countering the Changing Threat of International Terrorism,” in June 2000.
The 1999 Foreign Operations, Export Financing, and Related Programs Act established the
Bremer Commission and directed the Commission to review federal counterterrorism policies
regarding the prevention and punishment of international terrorism against the United States.
The Commission excluded domestic terrorism and consequence management from the scope of
its study. The Commission had a wide variety of recommendations ranging from intelligence to
domestic preparedness.

Comparison of Major Recommendations

The U.S. Commission on National Security/21st Century, aso known as the Hart-
Rudman Commission, was mandated to examine and propose changes to the national security
strategy to prepare for the 21st Century. The Hart-Rudman Commission released its strategy
report, “Seeking a National Strategy: A Concert for Preserving Security and Promoting
Freedom,” on April 15, 2000. Though the Hart-Rudman Commission gave broad strategic
recommendations, some apply to federa counterterrorism efforts. Table Thirty-Five illustrates
which of these recommendations coincide and which do not. Since the each commission had a
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different area of focus, no identical recommendation came from al three commissions.
However, there areas where the recommendation of two of the three commissions match. Many
recommendations from the Gilmore Commission and the Hart-Rudman Commission coincide
with the Bremer Commission because the Bremer Commission had the widest scope on terrorism

Table Thirty-Five

Comparison of Commission Recommendations

Gilmore Bremer Hart-Rudman
Executive Coordination X X
Congressional Coordination X
Information Collection/Sharing X
Authority Roles X
Controls of Pathogens
International Consensus Against Terrorism
Biological Surveillance

X X X X X X

National Plan

Threat Assessments
Terms and Definitions
Responder Standards

X X X X

Personal Liability

State Sponsorship

Terrorist Organization Designation
National Fight Against Terrorism
Preparedness Practice

X X X X X

Special Forces X

Source: Adapted by Steve Chu

Evaluating Major Recommendations

The previous analysis validates many of these recommendations, although it raises

important questions about others.
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Gilmore and Bremer Commissions: Executive Coordination and M anagement

The Gilmore Commission had similar recommendations to the Bremer Commission in
four areas. executive coordination, congressional coordination, information collection and
dissemination, and authority roles. For executive coordination, both commissions recognize that
the federal agencies are uncoordinated in regards to counterterrorism. To alleviate this problem,
the Gilmore Commission supports the concept of the NDPO:

...the Federal bureaucratic structure is massive and complex. In various forums, state and local officials
consistently express frustration in understanding where or how to enter this bureaucratic maze to obtain
information, assistance, funding and support. In addition, Federal programs, especially those involving
grants for funding or other resources, may be overly complicated, time consuming, and repetitive.

In recent months, the Federal Bureau of Investigation, pursuant to its “lead-agency” role (specified in the
related Presidential Decision Directives) for crisis management for terrorism involving weapons of mass
destruction, was directed by the Attorney General of the United States to organize, within its own
resources, a National Domestic Preparedness Office (NDPO). The ostensible purpose of the NDPO is to
serve as afocal point and “clearinghouse” for related preparedness information and for directing state and
local entities to the appropriate agency of the Federal government for obtaining additional information,
assistance, and support. There has been discussion about the issue of whether the FBI is the appropriate
location or whether the NDPO structure and approach is the most effective way to address the complexities
of the Federal organization and programs designed to enhance domestic response capabilities. The Panel is
convinced that the concept behind the NDPO is sound, and notes with interest that the Congress has
recently authorized and appropriated funds ($6 million) for the operation of the NDPO. While that
authority will give the NDPO some wherewithal to operate and to hire persons from outside the FBI, the
Panel has seen no specific direction to other Federal agencies to provide personnel or other resources to the
NDPO, to assist in a concerted, well-coordinated effort.

The Bremer Commission takes a more direct approach to solving the coordination
problem and recommends that the national counterterrorism coordinator participate in OMB
budget decisions:

The United States does not have a single counterterrorism budget. Instead, counterterrorism programs exist
in the individual budgets of 45 departments and agencies of the Federal Government. The Nationa
Coordinator for Security, Infrastructure, and Counterterrorism (currently a member of the President's staff)
is responsible for ensuring that the counterterrorism programs in these departments and agencies meet the
President’'s overall counterterrorism objectives. To discharge this responsibility, the National Coordinator
established a process to set priorities, develop counterterrorism initiatives and review their funding in
agency budgets. This process is an efficient means of balancing counterterrorism program requirements
against other agency priorities, but it has a significant drawback. The National Coordinator has no role in
the critical step when the Office of Management and Budget (OMB) decides what agency programs will be
funded and at what levels. This decision is conveyed to the agencies when budget revisions are passed back
to the agencies (called passbacks).

The Commission believes that whoever coordinates the national counterterrorism effort on behaf of the
President should also have the authority to ensure that the President's counterterrorism objectives are
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reflected in agency budgets. That means the coordinator should participate with OMB in the passback of
counterterrorism budget submissions, as well as in the final phase of the budget process when agencies
appeal OMB's decisions

Gilmore and Bremer Commissions. Congressional Oversight

The Gilmore and Bremer Commissions also agreed that congressiona coordination and
oversight of counterterrorism programs needed improvement. The Gilmore Commission
recommended an ad hoc Joint Specia or Select Committee to coordinate congressional

involvement in counterterrorism:

In much the same way that the complexity of the Federal bureaucratic structure is an obstacle—from a state
and local perspective—to the provision of effective and efficient Federal assistance, it appears that the
Congress has made most of its decisions for authority and funding to address domestic preparedness and
response issues with little or no coordination. The various committees of the Congress continue to provide
authority and money within the confines of each committee's jurisdiction over one or a limited number of
Federal agencies and programs. The Panel recommends, therefore, that the Congress consider forming an
ad hoc Joint Specia or Select Committee, composed of representatives of the various committees with
oversight and funding responsibilities for these issues, and give such an entity the authority to make
determinations that will result in more coherent efforts at the Federal level.

The Bremer Commission did not go as far as to recommend a joint committee but did
suggest joint hearings as a first step towards congressional coordination:
...Congress should develop mechanisms for coordinated review of the President’'s counterterrorism policy

and budget, rather than having each of the many relevant committees moving in different directions without
regard to the overall strategy.

As a first step, the Commission urges Congress to consider holding joint hearings of two or more
committees on counterterrorism matters. In addition, to facilitate executive-legidative discussion of
terrorism budget issues, the House and Senate Appropriations committees should each assign to senior staff
responsibility for cross-appropriations review of counterterrorism programs.

Finally, the Commission notes the importance of bipartisanship both in Congress and in the executive
branch when considering counterterrorism policy and funding issues.

Both the Gilmore and Bremer Commissions highlighted the need for improved
information collection and dissemination between counterterrorism officials. The Gilmore
Commission cited the Los Angeles area and New England as possible models information
sharing and suggests additional security clearances for state and local officials:

State and local officials express the need for more “intelligence”, and for better information sharing among

entities at all levels on potential terrorist threats. While the Panel is acutely aware of the need to protect
classified national security information, and the sources and methods by which it may have been obtained,
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the Panel believes that more can and must be done to provide timely information—up, down, and laterally,
at dl levels of government—to those who need the information to provide effective deterrence,
interdiction, protection, or response to potential threats. This may entail granting security clearances to
additional officials at the state and local level. And as noted, the FBI report on Project Megiddo, and the
briefings of itsfindings to state and local officials, is salutary.

The Panel is also aware of effortsin the Los Angeles area, in connection with the operational areaterrorism
working group (TWG) composed of LA county and municipal agencies, and the ared's terrorism early
warning (TEW) group; and of the multi-jurisdictional effort in New England aimed at collective
information sharing of terrorist and other criminal threats. Those initiatives, as well as others that have been
formed under the auspices of the FBI program to establish joint terrorism task forces, could be models for
other regional programs, and for Federa interface with state and loca jurisdictions, to improve and
facilitate information sharing.

The Pand is convinced that efforts in this area must be based on the use of the most modern information
technology available.

Gilmore and Bremer Commissions: I ntelligence Gathering and Sharing

The Bremer Commission provides a series of specific recommendations to improve
intelligence gathering and sharing. The Commission received much criticism for recommending
the CIA recruitment of terrorist informants even if they have been involved in human rights
violations. However, the Commission said that the CIA had been creating an “overly risk
averse” environment and needed to send a clear message that recruiting terrorists is a good thing.

There seems good reason to endorse this conclusion. The use of suspect informantsis the
source of most civil law enforcement activity and much of the collection of human intelligence
collection. If law enforcement and intelligence agencies were denied access to such sources on
legal or humanitarian grounds, this would cripple their activities and produce immense additional
human suffering. Terrorists are not usually criminals, and often have strong ideological motives.
They are harder to track and subvert, and they are potentially far more dangerous. In the case of
terrorists associated with the risk of CBRN attacks on the use, the threat is so great that it can
literally be catastrophic. The Bremer Commission’s recommendation is common sense, opposing

it means trying to live in afantasy world that makes no sense at all.

The Bremer Commission also concluded that the FBI has a “risk-averse culture” and
needed to clarify the guidelines for collecting information on possible internationa terrorists.

Among the other recommendations of the Bremer Commission was the relaxation of DOJ
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scrutiny for approving electronic surveillance, the need for modern computer and
communications technology to keep up with terrorists, the need for more linguists, and the need
for the maximum dissemination of terrorist-related information as the law allows to relevant
officials. There seems to be considerable truth in these comments as well, but it is unclear that
the FBI has arisk averse culture as distinguished from DOJ, and part of the problem seems to be
the tacit assumption that the same procedures should be followed for al threats. There almost
certainly is a strong case for treating the risk of CBRN attacks differently from lower level
threats, and establishing review and authorization procedures to take more “risks’ in detecting

and preventing such attacks.

Gilmore and Bremer Commissions: Clarify Authority and Command
and Control - Giving the Department of Defense a Lead Role

The fourth and last area of agreement between the Gilmore and Bremer Commissions
was the need to clarify authority and command and control when a terrorist act occurs. The
Gilmore Commission believes that the issues of “who’'s in charge” and how command and
control is transferred from local responders to federal officials needs to be resolved. The

Gilmore Commission said:

Increasingly, the Panel and its supporting staff have heard the question raised, “When an incident occurs,
who's in charge? The Panel has initialy concluded that there is no single answer to the question—a
determination will likely have to be made on a case-by-case basis, taking into consideration, among other
factors, the nature of the incident; the perpetrator source; the actual or potential consequences immediately
and over time; and the then-current capabilities for effective response at various levels. In every actua
terrorist incident, non-Federal local responders will aways be in charge initially, unless of course the
incident occurs on a military or other Federal reservation which has its own response capability. Even in
the latter case, an incident may be of such proportions that non-Federal responders may be just as engaged,
if not more so, as the Federal responders on the government enclave may be.

...When an actua incident is or becomes one that requires a major Federal response, to the point that a
Federal entity may have to “take command” of an operation, the issue of when and how an appropriate
“hand-off” from local to Federal authorities takes place continues to be a significant one for resolution—
sooner rather than later. While the Panel is aware that the issue is being addressed in inter-agency and inter-
governmental agreements, and is being included in a number of exercises, efforts by entities at al levels
must, in the opinion of the Panel, be accelerated to provide the necessary agreed-on templates for such
hand-offs to take place. Thisissue, especially any specific agreements that may be reached between Federal
and local officials, should aways be included in related training, exercises, and other appropriate forums, to
ensure that any such transition will be as smooth as possible in an actua operation.

The Bremer Commission made two related recommendations about authority and
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command and control, one of which caused some controversy. The Commission recommended
the DOD create contingency plans to take assume the lead in the case of a terrorist act so
devastating that no other agency is capable of handling. The Commission said:

The Department of Defense's ability to command and control vast resources for dangerous, unstructured
situations is unmatched by any other department or agency. According to current plans, DoD involvement
is limited to supporting the agencies that are currently designated as having the lead in a terrorism crisis,
the FBI and the Federal Emergency Management Agency (FEMA). But, in extraordinary circumstances,
when a catastrophe is beyond the capabilities of local, state, and other federal agencies, or is directly related
to an armed conflict overseas, the President may want to designate DoD as a lead federal agency. This may
become a critical operational consideration in planning for future conflicts. Current plans and exercises do
not consider this possibility.

An expanded role for the DoD in a catastrophic terrorist attack will have policy and legal implications.
Other federal agencies, the states, and local communities will have major concerns. In preparing for such a
contingency, there will also be internal DoD issues on resources and possible conflicts with traditional
military contingency plans. These issues should be addressed beforehand.

Effective preparation also requires effective organization. The DoD is not optimally organized to respond
to the wide range of missions that would likely arise from the threat of a catastrophic terrorist attack. For
example, within DoD several offices, departments, Unified Commands, the Army, and the National Guard
have overlapping responsibilities to plan and execute operations in case of a catastrophic terrorist attack.
These operations will require an unprecedented degree of interagency coordination and communication in
order to be successful.

There are neither plans for the DoD to assume a lead agency role nor exercises rehearsing this capability.
Hence, these demanding tasks would have to be accomplished on an ad hoc basis by the military.

The recommendation was distorted by some to mean that the DOD should be the lead
agency in all cases of terrorist acts, an assertion the Commission has denied. The Commission
recognized that it is possible for aterrorist act to be so overwhelming that only the DOD would
be capable responding. The Commission also recommended clarification of the legal authority
of responders have in instances of catastrophic terrorism so no one hesitates or acts improperly.

The Commission said:

The Constitution permits extraordinary measures in the face of extraordinary threats. To prevent or respond
to catastrophic terrorism, law enforcement and public health officials have the authority to conduct
investigations and implement measures that temporarily exceed measures applicable under non-emergency
conditions. These may include cordoning off of areas, vehicle searches, certain medical measures, and
sweep searches through areas believed to contain weapons or terrorists.

Determining whether a particular measure is reasonable requires balancing privacy and other rights against
the public interest in coping with a terrorist threat which may lead to massive casualties. Advance
preparation is the best way to deal successfully with a terrorist incident without jeopardizing individuas
Constitutional rights.
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The Gilmore Commission is almost certainly correct in assuming that someone must be
in charge, but this could vary by type of attack and mid to high levels of attack will inevitably
directly involve the President and National Security Council. Creating a peacetime Czar or
Cabinet level officia isonly one step in resolving the problem of operational authority.

Similarly, the recommendations of the Bremer Commission seem valid when the attack
involves response to a nuclear attack or a biological attack of any significance. It is far less clear
that such a response is needed to high explosive or most chemical attacks. At the same time, it
will be vital to ensure that biological attacks are properly characterized and that medical science
shapes the response. This again illustrates the fact that extensive simulation is needed to
determine how best to assign not only lead responsibility in given types attacks, but how to

ensure that all proper expertise is given aproper role in leading the response.

Hart-Rudman and Bremer Commissions: Biological Pathogens, | nternational
Consensus against Terrorism, and Strengthening of Public Health Systems
The Bremer Commission also had some recommendations that were similar to those of
the Hart-Rudman Commission. The three common areas were: control of biological pathogens,
international consensus against terrorism, and strengthening of public health systems. As part of
a greater counterproliferation effort, the Hart-Rudman Commission recommended an
international ban on the creation, transfer, trade, and weaponization of biological pathogens as

well as programs to deal with existing stockpiles:

The United States should seek enhanced international cooperation to combat the growing proliferation of
weapons of mass destruction. This should include an effective and enforceable international ban on the
creation, transfer, trade, and weaponization of biological pathogens, whether by states or non-state actors.
Also, when available and implemented with rigor, cooperative programs to deal with existing stockpiles of
nuclear, biological, and chemical weapons are cost-effective and politically attractive ways to reduce the
dangers of weapons and weapons material proliferation.

The Bremer Commission observed the US controls on the transfer of pathogens and
related equipment is nonexistent and recommended HHS to strengthen security and Congress to
create stricter controls of pathogens and related equipment:

The Secretary of Health and Human Services should strengthen physical security standards applicable to
the storage, creation, and transport of pathogens in research laboratories and other certified facilities in
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order to protect against theft or diversion. These standards should be as rigorous as the physical protection
and security measures applicable to critical nuclear materials.

The Congress should:
- Make possession of designated critical pathogensillegal for anyone who is not properly certified.

- Control domestic sale and transfer of equipment critical to the development or use of biological agents
by certifying legitimate users of critical equipment and prohibiting sales of such equipment to non-
certified entities.

- Requiretagging of critical equipment to enable law enforcement to identify its location.

Hart-Rudman and Bremer Commissions. Strengthening the International
Consensus Against Terrorism and the International Convention for the
Suppression of the Financing of Terrorism:

The two commissions gave recommendations to strengthen the international consensus
against terrorism. The Hart-Rudman Commission gave a broad suggestion:

The United States should also strive to deepen the international normative consensus against terrorism and

state support of terrorism. It should work with others to strengthen cooperation among law enforcement

agencies, intelligence services, and military forces to foil terrorist plots and deny sanctuary to terrorists by
attacking their financial and logistical centers.

The Bremer Commission was more specific in degpening the international consensus
against terrorism by recommending the US ratify the International Convention for the
Suppression of the Financing of Terrorism:

In addition to domestic efforts, disrupting fundraising for terrorist groups requires international

cooperation. A new United Nations convention, the International Convention for the Suppression of the

Financing of Terrorism, provides a framework for improved cooperation. Each signing party is to enact

domestic legislation to criminalize fundraising for terrorism and provide for the seizure and forfeiture of

funds intended to support terrorism. The parties are to cooperate in the criminal investigation and
prosecution of terrorism fundraising, and in extraditing suspects.

...The Congress should promptly ratify the International Convention for the Suppression of the Financing
of Terrorism and pass any legidlation necessary for full implementation.

The final common recommendation of the Bremer and Hart-Rudman Commissions was
the need to strengthen public health capabilities. The Hart-Rudman Commission gave a general
recommendation to augment U.S. capabilities, while the Bremer Commission specifically

recommended an international surveillance program to monitor outbreaks and terrorist
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experimentation with pathogens.

Different Recommendation Areas

The Hart-Rudman Commission only had one counterterrorism recommendation different
from the other commissions. The Commission said the US should have specialized forces

capable of dealing with threats and blackmail from terrorism and CBRN weapons.

Gilmore Commission: Threat Assessments

The Gilmore Commission focused on domestic preparedness and gave four additional
recommendations. One was on threat assessments. The Commission felt that not enough
attention was being given to higher-probability/lower-consequence threats and recommended

more study of those threats in addition to the lower-probability/higher-consequence threats:

The Panel has indicated its concern about a preoccupation with the “worst-case scenario,” and the
attendant assumption that any lesser incident can be addressed equally well by planning for the most
catastrophic threat—ignoring the fact that higher-probability/lower-consequence attacks might present
unique challenges of their own. As noted, this approach may not be the best means of setting budgetary
priorities and allocating resources. The Panel is convinced, therefore, that more attention should be directed
to assessments of the higher-probability, lower-consequence end of the potential terrorist threat spectrum—
not a the expense of, but in addition to, assessments and analyses of the higher-consequence threat
scenarios.

It is not really clear that this is the case in the field, and in much of the practical work
being done at the agency and state/local levels. Many of the planning sessions, meetings, and
simulations taking place outside the National Security area, do focus on “higher-
probability/lower-consequence attacks’ even when they describe them as higher level attacks.
This, however, illustrates the need to plan for a spectrum of levels and means of attack, and for

neither higher-probability/lower-consequence attacks’ nor the worst case.
Gilmore Commission: National Strategy for Domestic Preparedness and
CBRN Terrorism Response

Another recommendation of the Gilmore Commission is the creation of a national
strategy for domestic preparedness and CBRN terrorism response. The Commission is aware
that the NDPO plans on developing a nationa strategy for domestic preparedness issues but
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suggests that a true national strategy must be bottom up and have presidential direction:

Based on the Panel’s threat analysis, other relevant information that has come to its attention, and the
knowledge and experience of its own members, the Panel is convinced that a national strategy to address
the issues of domestic preparedness and response to terrorist incidents involving CBRN and other types of
weapons is urgently needed.

Combating terrorism is clearly a national issue, but the responsibility for the domestic response to a
terrorist CBRN incident is not necessarily—and will almost never be exclusively—a Federal one. For a
response to those incidents described as “higher probability, lower consequence,” the Federa role is
essentially one of providing support to state and local responders, fundamentally in reaction to a request for
assistance. It is at the local and state level where the task of the initial response and, in almost every case,
the primary responsibilities lie. It is only in the case of a catastrophic event—certainly possible, but of the
“lower probability, higher consequence”’ type—that major responsibilities will reside at the Federal level.
Federal involvement in an incident, which could include numerous civilian departments and agencies as
well as military entities, will be defined by the nature and severity of the incident. As an example, in any
case where an incident may be aterrorist act, the FBI will have an initial involvement in an investigation; if
the incident is determined to be terrorism, the FBI will assume aleading role. Nevertheless, the Federal role
will, in most cases, be supportive of state and local authorities, who traditionally have the fundamental
responsibility for responding.

At the same time, the Federal government can and must provide significant support and assistance, both in
preparation and in the event that such an incident actually occurs. There are considerable Federal resources
that can be brought to bear in the areas of planning, training, standards, research and development, and
equipment. Consequently, there needs to be a “Federal Government Strategy” component of the national
strategy one which clearly articulates Federa responsibilities, roles, and missions, and distinguishes those
from state and local ones. Federal funding, and the activities and programs of a number of Federal
agencies, to address domestic preparedness and response to such incidents, have increased dramatically in
recent years, especialy in the wake of the New York World Trade Center and Oklahoma City bombings,
and the Aum Shinrikyo attack in the Tokyo subway system. Despite good intentions, and recent
improvements in coordination and implementation, Federal programs addressing the issue appear, in many
cases, to be fragmented, overlapping, lacking focus, and uncoordinated. The Federa component of a
national strategy can help to reduce the redundancy, confusion, and fragmentation of current Federa
efforts.

Representatives of the National Domestic Preparedness Office (NDPO)(which will be discussed in more
detail below) have stated that the NDPO will develop a “national strategy” to address domestic
preparedness issues. Given the fact that the responsibility for the initial and, in large measure, continuing
response to any such incident will likely fall most heavily on the backs of state and local responders, the
Panel suggests that a true national strategy must have a “bottom-up” approach—that it be developed in
close consultation and collaboration with state and loca officials, and the law enforcement and emergency
response communities from across the country. This Panel can help to forge that collaboration. Moreover,
any such national strategy—despite its “bottom-up” structure—must have the direct leadership, guidance,
and imprimatur of the President. Only that way can a strategy have a truly national tenor; but more
importantly, it will contain a comprehensive, articulate expression by the nation’s chief executive of the
appropriateness of and distinctions between the Federal role and missions and those at state and local
levels.

By focusing on higher-probability/lower-consequence threats, while recognizing and addressing concerns
about lower-probability/higher-consequence events, a national strategy can lay the groundwork for
assessing and monitoring the threat, and for making adjustments to response strategies as required. As has
been argued elsewhere, too much of the Federal effort to date—even those programs that ostensibly are
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designed to enhance state and local response capabilities—has been predicated on the tacit assumption that
preparing for the “worst case” will automatically encompass lesser threats. The foregoing analysis suggests
otherwise, because the nature and scale of the consequences can vary so widely. This needs to be
recognized and articulated at the national level.

The Panel is aware of the “Five-Y ear Interagency Counterterrorism and Technology Crime Plan”—recently
released (September 1999) by the Attorney General of the United States, under the auspices of Department
of Justice “lead agency” responsibility—as well as the interagency working group process dedicated to
“WMD preparedness’ within the National Security Council structure. Although significant steps in the
right direction, the five-year plan does not equate to a comprehensive, fully coordinated national strategy—
nor for that matter even the Federal government component of such a strategy—one with clear, concise,
and unambiguous leadership and direction from the President in consultation with al who share
responsibility for related Federa efforts.

The Panel also recommends that any such strategy include, within its purview, incidents involving more
conventional weapons—such as conventional high-explosive or fabricated weapons (e.g., the type used in
the Oklahoma City bombing)—that have the potentia to cause significant casuaties or physical damage; as
well as incidents involving CBRN devices that may not be capable of producing “mass casualties’ but that
can, nevertheless, produce considerable fear, panic, or other major disruptions to the infrastructure or
economy of the potential domestic target.

Considering the serious nature and potential consequences of any terrorist incident, the Panel is convinced
that comprehensive public education and information programs must be developed, programs that will
provide straight-forward, timely information and advice both prior to any terrorist incident and in the
immediate aftermath of any attack. The national strategy should lay the groundwork for those programs.

In al frankness, this recommendation has only tenuous logic. It is certainly true that most
of the burden of responding to low level attacks and response will fall on local and state officials,
but it is not clear that they need a national strategy as much as flexible national assistance than
can supplement their activity when needed. Providing a flexible federal capability to deal with
bottom up demand is certainly necessary, but it is uncertain that this is a strategy in any normal
sense of the term. Conversely, federal response is most needed to deal with mid and high level
attacks, even if these are not the most probable near-term contingency.

This issue does, however, raise the broader issue of clearly distinguishing between risks
where state and local authorities must have primary responsibility and the kind of CBRN attacks
that the federal government must deal with. One problem with much of the current approach to
counterterrorism is that it assumes that levels of threat that federal, state, and local authorities
have deal with for years deserve the same special attention as new and much more serious threats

to the American homeland. There seems no reason that this should be the case.
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Gilmore Commission: Standardization of Legal Terms

The fina two recommendations by the Gilmore Commission deal with standardization.
The Commission recommended codification of terms and definitions related to terrorism. The
Commission cited the different definition of weapons of mass destruction by the Nunn-Lugar-
Domenici Act and 18 U.S.C, Section 23323, the definition of terrorism by the FBI and DOD, and
the absence of a definition for mass casualties. There may well be a need for such action, but not
at the cost of creating legislative inflexibility. Such legidation should also explicitly recognize
the threats posed by proliferation and state actors, and not simply “terrorism” If necessary, it
should make it clear that there are radically different levels and means of attacks and specify

what differences — if any — are needed in the US response.

Gilmore Commission: National Standardsfor Equipment

The Commission recommended the creation of national standards for equipment used by
responders to a terrorist incident. The Commission recognized that different response entities
may have incompatible equipment that would greatly diminish responder capabilities. The
Commission is aware of DOJ s efforts through the Nationa Institute of Justice to develop a list
of equipment that meets certain standards, but the Commission suggested that more research and
development was needed to develop effective standards for compatibility and inter-operability:

The Panel will devote significant attention during its current fiscal year activities to standards, especially
for training and equipment. Given the likelihood that multiple jurisdictions in one or more states, as well as
agencies of the Federal government, will be involved in any serious terrorist incident, it will be critical that
every responder in a particular emergency function be trained to the same standard. The types of equipment
used by response entities—detection devices, personal protective equipment, and communications
equipment—must be compatible and inter-operable. The Panel commends the efforts being undertaken by
the Interagency Board (IAB) for Equipment Standardization and InterOperability—composed of
representatives of various Federal, state, and local entities, as well as some nongovernmental professional
organizations—in its attempt to develop a national “standardized equipment list,” to provide responders at
all levels with aresource with which to make better-informed decisions about the selection and acquisition
of equipment. Such efforts are a positive step toward ensuring better compatibility and inter-operability of
equipment among potential responders.

Local responders continue to express frustration at the vast array of devices and equipment available from
industry that may have application for domestic preparedness for terrorist attacks. At the same time, some
have expressed displeasure at the fact that certain items, previously purchased by local responders, do not
measure up to the claims of manufacturers.

In order to develop and maintain operationally effective standards for equipment compatibility and inter-
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operability, the Panel has determined that more research and development is required to meet local
responder needs. Given the significant costs associated with sophisticated equipment, such as certain
chemical and biological detection devices, emphasis should be placed on the development of multi-purpose
pieces of equipment, which can be used not only in the terrorism context, but which will aso have
application in other fields, such as the detection of naturally transmitted infectious di seases.

To help to reassure responders that the equipment that is being used is in fact capable of doing what it is
designed to do, it is likely that an ambitious program of independent testing and evaluation will have to be
undertaken. The Panel recognizes that any such program will likely have to be conducted—because of its
national implications—under Federa sponsorship; and will require the addition or realocation of
significant resources. For reasons that are self-evident, local responders are insisting that testing be done
with “live” agents.

The Panel is aware of a project being undertaken by the Nationa Institute of Justice (NIJ), an agency the
U.S. Department of Justice’'s Office of Justice Programs, which is ultimately designed to be a “consumer
report” catalogue of available equipment that meets certain listed standards.

The problem with this recommendation is that it assumes that federal, state, and local
authorities aready know the effects of CBRN attacks, what to stockpile to respond to them,
where to put the stockpiles, and when and how to distribute them. This may be true in case of
lower levels of attack, athough it is brutally clear in meeting after meeting that local and state
officials, and elements of federal agencies, see such stockpiles as one more way of getting more
federal money to solve long-standing problems or provide new capabilities that have little to do
with terrorism. Thereisarea risk of creating a new federal entitlements program.

The problem is very different in dealing with more lethal levels of CBRN attacks. It is
not clear that federal, state, and local authorities know what to buy, where to put it, or how to
ensure it can get to the user. There are certainly some cases where the need is obvious, but in
many cases — particularly in the event of biological and nuclear attacks, far more work needs to

be done on requirements planning.

Bremer Commission: Treatment of Former and Future States of Concern

The Bremer Commission focused on what could be improved to combat international
terrorism. The Commission’s remaining recommendations were mainly related to designation of
state sponsors and foreign terrorist organizations and to national counterterrorism efforts. For
designations, the Commission recommended that the US keep Iran and Syria on the list of state

SPONSOrs.
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Iran remains the most active state supporter of terrorism. Despite the election of reformist President
Khatami in 1997, the Iranian Revolutionary Guard Corps and Ministry of Intelligence and Security have
continued to be involved in the planning and execution of terrorist acts. They also provide funding,
training, weapons, logistical resources, and guidance to a variety of terrorist groups. In 1999, organizations
in Tehran increased support to terrorist groups opposed to the Middle East peace process, including
Lebanese Hizbollah and Palestinian regjectionist groups such as the Idamic Resistance Movement
(HAMAYS), the Palestine Islamic Jihad (PIJ), and the Popular Front for the Liberation of Palestine-General
Command (PFLP-GC). Iran continues to assassinate political dissidents at home and abroad. The Iranians
responsible for terrorism abroad are often also responsible for political oppression and violence against
reformers within Iran. So a firm stance against Iranian-sponsored terrorism abroad could assist the
reformers.

There are indications of Iranian involvement in the 1996 Khobar Towers bombing in Saudi Arabia, in
which 19 U.S. citizens were killed and more than 500 were injured. In October 1999, President Clinton
officially requested cooperation from Iran in the investigation. Thus far, Iran has not responded.

International pressure in the Pan Am 103 case ultimately succeeded in getting some degree of cooperation
from Libya The U.S. Government has not sought similar multilateral action to bring pressure on Iran to
cooperate in the Khobar Towers bombing investigation.

The Syrian Government till provides terrorists with safehaven, alows them to operate over a dozen
terrorist training camps in the Syrian-controlled Bekaa Valley in Lebanon, and permits the Iranian
Government to resupply these camps. Since its designation as a state sponsor of terrorism, Syria has
expelled a few terrorist groups from Damascus, such as the Japanese Red Army, but these groups aready
were of margina vaue to Syrian foreign policy. Meanwhile, Damascus continues to support terrorist
groups opposed to the peace process. Although Syria recently made a show of "instructing” terrorists based
in Damascus not to engage in certain types of attacks, it did not expel the groups or cease supporting them.
This suggests Syria's determination to maintain rather than abandon terrorism.

The Bremer Commission also recommended that the US designate Afghanistan at a state
sponsor and consider designating Pakistan or Greece as countries “not cooperating fully with
U.S. antiterrorism efforts.” On Pakistan, the Commission said:

Pakistan has cooperated on counterterrorism at times, but not consistently. In 1995, for example, Pakistan

arrested and extradited to the United States Ramzi Ahmed Y ousef, who masterminded the World Trade

Center bombing in 1993. In December 1999, Pakistan's cooperation was vital in warding off terrorist

attacks planned for the millennium. Even so, Pakistan provides safehaven, transit, and moral, political, and

diplomatic support to several groups engaged in terrorism including Harakat ul-Mujahidin (HUM), which
has been designated by the United States as a Foreign Terrorist Organization(FTO). HUM is responsible

for kidnapping and murdering tourists in Indian-controlled Kashmir. Moreover, as part of its support for
Usama bin Ladin, HUM has threatened to kill U.S. citizens.

The Commission suggested that countries designated “Not Cooperating Fully” should not
be eligible for the Department of State’'s Visa Waiver Program. For non-state sponsored terrorist
organizations, the Commission recommended more frequent updating and inclusion of groups
into the Secretary of State’'s designation of Foreign Terrorist Organization. The Commission

also recommended that Congress review of Foreign Terrorist Organization statute to determine if
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changes need to be made.

Bremer Commission: Targeting Terrorist Financial Resour ces

For national counterterrorism efforts, the Commission recommended that the US target
terrorist financial resources. The Commission suggested the creation of a joint task force of al
relevant agencies that combat terrorist fundraising to develop and implement a plan to disrupt
terrorist financial activities. The Commission also suggested that the Office of Foreign Assets
Control in the Department of Treasury created a unit dedicated to enforcing economic sanctions

against terrorist organizations. The Commission said:

Rather than relying heavily on the FTO process, the U.S. Government should take a broader approach to
cutting off the flow of financial support for terrorism from within the United States. Anyone providing
funds to terrorist organizations or activities should be investigated with the full vigor of the law and, where
possible, prosecuted under relevant statutes, including those covering money laundering, conspiracy, tax or
fraud violations. In such cases, assets may a so be made subject to civil and criminal forfeiture.

In addition, the Department of the Treasury could use its Office of Foreign Assets Control (OFAC) more
effectively. OFAC administers and enforces economic sanctions. For example, any U.S. financia
institution holding funds belonging to aterrorist organization or one of its agents must report those assets to
OFAC. Under OFAC's regulations, the transfer of such assets can be blocked. OFAC's capabilities and
expertise are underutilized in part because of resource constraints.

Other government agencies, such as the Internal Revenue Service and Customs, also possess information
and authority that could be used to thwart terrorist fundraising. For instance, the IRS has information on
nongovernmental organizations that may be collecting donations to support terrorism, and Customs has
data on large currency transactions. But there is no single entity that tracks and analyzes al the data
available to the various agencies on terrorist fundraising in the United States.

These recommendation make excellent sense, provided that they are carried out under
sufficient review to ensure that the selection of groups and individuals to be monitored does not
become an abuse of civil liberties, or lead to surveillance of groups that are politically

undesirable or who criticize the US without posing a threat of violence.

Bremer Commission: Monitoring Foreign Students

The Bremer Commission proposed that the federal government create a monitoring
system of foreign students to ensure none are exploiting the US educational system for terrorist
purposes. The Commission said:

While the problems of controlling America's borders are far broader than just keeping out terrorists, the
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Commission found this an area of specia concern. For example, thousands of people from countries
officially designated as state sponsors of terrorism currently study in the United States. This is not
objectionable in itself as the vast mgjority of these students contribute to Americas diversity while here and
return home with no adverse impact on U.S. nationa security. However, experience has shown the
importance of monitoring the status of foreign students. Seven years ago, investigators discovered that one
of the terrorists involved in bombing the World Trade Center had entered the United States on a student
visa, dropped out, and remained illegally. Today, there is still no mechanism for ensuring the same thing
won't happen again.

One program holds promise as a means of addressing the issue. The Coordinated Interagency Partnership
Regulating International Students (CIPRIS), a regiona pilot program mandated by the 1996 Illegal
Immigration Reform and Immigrant Responsibility Act (IIR/IRA) collects and makes readily available
useful and current information about foreign student visa holders in the United States. For example,
CIPRIS would record a foreign student's change in magor from English literature to nuclear physics. The
CIPRIS pilot program was implemented in 20 southern universities and is being considered for nationwide
implementation after an opportunity for notice and comment. The Commission believes that CIPRIS could
become a model for a nationwide program monitoring the status of foreign students.

This proposal drew much criticism from civil liberties organizations that claimed the
monitoring would infringe on civil liberties and constitutional rights. In balance, however, the
Bremer Commission seems correct. Studying in the US is not a right. Student visas are granted
only to legitimate students for a specific course of study. Tracking students to the point of
ensuring that they (a) meet the terms of their visa, and (b) there is some record of their course of

study is little more than common sense.

Bremer Commission: Liability Insurance

The Bremer Commission recommended that the FBI and CIA reimburse their agents for
the full cost of personal liability insurance so that agents could be more aggressive in combating
terrorism and not fear lawsuits for officially sanctioned activities. Providing such insurance
seems valid and providing it would not affect adequate supervision or discipline or the right to
sue and seek legal redress with all of the attendant public scrutiny.

Bremer Commission: Realistic Exer cises

The Commission also recommended more federa preparedness exercises and more
funding for TOPOFF, the senior management exercise administered by the DOJ and FEMA.
The Commission said:

In addition to DoD exercises, arealistic interagency exercise program, with full participation by al relevant
federal agencies and their leaders, is essential for national preparedness to counter a catastrophic terrorist
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attack. In June 1995, the President established an interagency counterterrorist Exercise Subgroup and
program which included preparation for a catastrophic terrorist attack. However, not all federal agencies
have participated in or budgeted for these exercises.

Additionally, in September 1998, Congress funded and mandated the Department of Justice and the Federa
Emergency Management Agency to conduct a counterterrorism and consequence management exercise,
called TOPOFF, involving relevant federal agencies and their senior leadership, with select state and local
governments participating, to evaluate the U.S. Government's preparedness for a catastrophic terrorist
incident. However, sufficient funding was not provided and there is no requirement to exercise on aregular
schedule.

The President should direct (1) the Exercise Subgroup, under the direction of the national coordinator for
counterterrorism, to exercise annualy the government's response to a catastrophic terrorism crisis,
including consequence management; and (2) all relevant federal agencies to plan, budget and participate in
counterterrorism and consequence management exercises coordinated by the Exercise Subgroup and ensure
senior officer level participation, particularly in the annual exercises.

As has been noted earlier, it is far more important that federal, state, and local authorities
understand what they really need to do and how to do it than to establish new lines of authority,
fund the wrong program, and focus efficiently on the wrong set of contingencies and
requirements.

General Recommendations

The US faces real and growing potential threats from state actors, their proxies, or
independent extremists and terrorists. While US agencies and analysts have tendency to
exaggerate the immediate threat, or the threat posted by given actors, there are many potentially
hostile foreign and domestic sources of such threats, and some key threats like biological
weapons involve rapidly changing technologies that will pose a steadily growing threat to the
America homeland.

It is also clear from the proceeding analysis that the federal government is making major
progress in many areas, and laying the groundwork for improved cooperation with states,
localities, the private sector, and the public. Indeed by the standards of many governments that
face far more clear threats than the US, the US has already made significant progress in
beginning to address these issues. In many cases, the US is already well ahead of its friends and
alies.
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At the same time, there still seems to be much that can be done. Some detailed
recommendations have already been discussed in the analysis of the threat, and federal activities
and spending by agency, and the recommendations of various commissions. There are, however,
anumber of addition recommendations that could help refine and improve the US effort..

Planning for Both Higher-Probability, Lower-
Consequenceand L ow Probability/Catastrophic Events

The US must come firmly to grips with the fact it does not exist at the end of history and

has not forged a kinder and gentler world:

Unchecked vulnerability is an unacceptable danger for “ the world’'s only superpower.”
Nature may abhor a vacuum, but enemies do not, and the evolution of more effective
homeland defense is almost certainly essential to deterrence. At the same time, the very
term “homeland defense” can be misleading. There are no boundaries that separate US
counterproliferation and counterterrorist activity in defense of the American homeland

from defense of its allies, military forces, and citizens overseas.

Deterrence, counterproliferation, counterterrorism, and law enforcement must be closely
linked in dealing with these new threats, and it is clear that US must rethink many of its
current security concepts. Even the strongest advocates of homeland defense must
recognize that a better offense may often be more effective than improved defense.
Improving the offensive threat of retaliation overseas may often be the best way of
defending both US interests overseas and US territory. A given investment in
strengthening our allies may often be a better defense against proliferation and terrorism
than investing in domestic counterterrorism programs. Hard trade-offs may have to be
made between investments in the intelligence needed to intimidate and deter foreign
states and terrorist groups, and the law enforcement capabilities needed to intercept

attackers once they enter the US.

The US cannot afford to rely on rethinking the offense as a substitute for improved
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defense, anymore that it can use defense as a substitute for deterrence, offense, and
retaliation: The US cannot prepare itself for the new threats posed by asymmetric
warfare, foreign proliferation and terrorism, and domestic violence using new means like
chemical, biological, and information warfare without much stronger programs to prevent
such attacks in the US and to respond to them if they succeed. The world of the 21%
Century will not be a repetition of the mutual assured destruction of the Cold War.
Radical states, regimes acting under extreme pressure, terrorists, and American citizens
can turn threats like chemical, biological, and nuclear weapons into grim realities in ways

the US will never be able to deter with complete confidence.

The US must act now if it is to prepare for the future. Developing an effective program
means thinking at least 25 years into the future. It will take at least a decade for federal,
state, and local authorities to develop the organization they need to dea with these
threats. There are massive organizational problems that federal, state, and local
authorities must solve to cooperate efficiently. The role of the federal government must
be redefined in ways that are both compatible with a free society and which can preserve
one when it is under attack and when attacks are successful. It will take years of
exercises, tests, and training to determine what courses of action can be made to work
and are most effective. Investing in such a process of change means that it must be
flexible and modular enough to react to the fact no one can predict the nature of future
attacks, but any meaningful improvement in capability will be so expensive that it can
only bejustified if it can cope with uncertainty.

The US must decide whether it will begin now to fund effective defenses attacks on a
scale far different from any form of covert or serious attack than it has planned to deal
with since the end of its efforts to provide civil defense against nuclear attack. Marginal
changes in federal, state, and local efforts, and in the relationships between federal, state,
and local agencies, can do much to cope with the threat posed by attacks using large
amounts of high explosives, chemical weapons, and low-lethality biological and
radiological attacks. While the level varies by state and locality, attacks involving 1,000
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t010,000 do not require radical changes in response capabilities. Nuclear and high
lethality biological attacks can, however, easily produce casualties in excess of 10,000-
100,000 Americans. To date, most studies and exercises indicate that existing programs
and capabilities would not be adequate to deal with such attacks, and they would require
far more decisive federal action and intervention than is currently feasible. There are
those who argue strongly that no such threat currently exists and those who argue with
equal force that they are inevitable. The present reaction of the federal government seems
to be to try to improve near-term response capabilities to deal with lower levels of attack
while conducting research and development into the higher levels of attack, but the
policies involved remain unclear and the actions of federal agencies reflect very different

perceptions of these threats.

The US must take a new approach to research and development and technology: There
are many areas of new technologies which must be moved off the drawing board, tested,
deployed, and modified if the US is to have defensive tools that begin to match its
offensive capabilities. At the same time, the US needs careful net assessments of the
trends in the threat and how thse impact oon new approaches to defense and response.
Effective planning means that the US cannot afford to mix the myth of technology with
the reality. The past track record of US efforts to create and use new technologies in its
defense is one of amazing eventual success. At the same time, it is one of amost
universal evidence that even the best technologists cannot be trusted to create successful
and deployable tools with anything like the promised effectiveness at the promised cost
and time.

The development of such a complex approach to threat assessment, based on a frank
admission of the vast uncertainties involved, goes against the basic grain of the American
character, and forces far more demanding criteria for program justification than are normally
required. The US cannot, however, deal effectively with threats posed by state actors, their
proxies, or independent extremists and terrorists unless it adopts such an approach.

Even if the US adopts such an approach, however, it will still have to concentrate its limited
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resources on making marginal improvements in current capabilities to deal with current threats,
while adopting a research and development-driven approach to dealing with more serious and
emerging threats. As a result, any US program is likely to have marginal impact, and require
constant evolution for at least the next half decade.

Reacting to the Uncertain Nature of the Threat

There are many “true believers” who fedl that a given threat will or will not materializein
a given form. Given the inherently uncertain nature of predictions as to who will be a threat, the
means of attack they will use, and the effectiveness of the means of attack they use, it is amost
certain that some of these “true believers’ will prove to be right. The problem is that there is no
sufficient evidence to say which threats are most important, or to predict the means of attack and

level of effectiveness.

Federal programs are being forced to deal with an extremely broad spectrum of potential
threats that individually have low probability, but where there is high probability that some of
these threats will emerge as threats to the American homeland. As a result, each agency and
department tends to threat the threat in terms of its own mission and institutional bias, and this
problem cannot be resolved by central direction. Having the National Security Council, a
“terrorism” czar, or an interagency forum agree on a given threat or threats will not affect the

laws of probability. Uncertainty is simply uncertainty.

There is aso an inherent danger in attempting to create a truly coherent program. When a
truly high degree of uncertainty exists regarding the need for specific forms of federal action,
enforcing a high degree of coherence from the center may actually interfere with the efficient
use of resources. In many cases, individual agencies will achieve a higher capability to deal
with uncertainty if they suboptimize around those marginal steps each can take to improve their
existing capabilities to deal with a wide range of threats. This is particularly true in a sharply
resource-constrained environment where many potentially desirable actions will remain
unfunded until a much clear pattern of threats emerges.

Thisis particularly true because the threats at issue involve a wide spectrum of extremely

Copyright CSIS, al rights reserved.



CSIS Homeland Defense: Federal Effortsin Asymmetric Warfare & Terrorism 7/19/00 Page 127

lethal biological weapons and nuclear weapons. Large amounts of high explosive, chemical
weapons, and less lethal biological weapons can produce truly tragic consequences. However,
the level of deterrence, defense, and response pales in terms of cost in comparison with the
ability to deter, defend, and respond to the kind of attacks that could involve casualties far in
excess of 10,000 Americans and billions of dollars worth of damage.

There are three further problems involved in such threat analyses that badly need to be
dealt with in further US efforts to plan and execute effective programs:

Most of the lethality and effects data for chemical, biological, radiological, and nuclear
weapons involve major uncertainties that badly need to be resolved, and the federal
government is just beginning to develop effective models and simulations of such effects.
Thereis no lack of effects data or models per se, simply an immense lack of credibility
and parametric modeling of uncertainty in a form that goes from dramatizing the
problem to being useful in developing specific lessons for federal, state, and loca
responses. These problems have also been compounded by a natural tendency to build
models to justify given policy recommendations or programs. To be blunt, agencies in
the federal government, FCRCs, contractors, and NGOs are far better at using analysis
to market given policies and programs than to perform analysis per se. There is a
striking lack of intellectual rigor and analytic integrity in many of today’s efforts that
must be remedied if the USisto prioritize federa actions and funding.

Programs shaped around today’s threats, or some prioritization based on current
assessments, will not solve any of the key problems in planning and programming.
Democracies do not suddenly develop solutions they can then keep secret from their
enemies. US programs take time to implement and must be publicly funded and
implemented in an open society. As a result, potential attackers can adopt new methods
of attack and respond to any remaining gaps in US capability. This males it absolutely
essential to explicitly analyze the cost of defeating any given federal program over time,

and the probable impact improving any US capability will have in driving attackers to
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use other means.

New methods of analysis must be development that examine the present and future
balance of offensive, defensive, and response capabilities. They must be supported by
adequate net technological assessments, and analysis of countermeasures and costs to
defeat all ongoing and proposed federal activities. It is difficult enough to analyze
current or near-term risks, but such analysis simply is not adequate. Effective US
programs can take a decade or more to fully implement, and the technology shaping
current threats is constantly changing. Thisis not ssimply a matter of basic advances like
biotechnology, it is a matter of the steadily growing dissemination of the technology
equipment needed to produce and deliver large amounts of high explosive, chemical
weapons, and biological weapons. Much of the description of potential threats does not
explicitly analyze the potential growth or changes in threat technology even when it
proposes the adoption of new deterrent, defensive, and response technologies over a
period of many years. There is a lack of technological net assessment that is a key not
only to identifying and prioritizing effective programs, but to managing them so they

counter technology growth.

TheLack of “Transparency” in Federal Programs

There is nothing unique about the lack of transparency in federal programs to deal with
the threats posed by state actors, their proxies, and foreign and domestic extremist, and the use of
high explosives, chemical, biological, radiological, and nuclear weapons. The US budget, and
agency program and budget description often fail to describe their budgets, the nature of their
programs, and measures of effectiveness in any detail. Aside from the Department of Defense,
there are virtually no future year spending projections, and the Department of Defense classifies
the breakouts of its future year spending projections that provide any useful description of how

money is to be spent.

Far too much of the federa literature on “terrorism,” however, is threat-driven. It does

not describe and justify the program, it describes the threat. There is no description of exactly
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what program activities are involved, or of past, current, and projected costs. There are no
measures of effectiveness, or total spending and procurement are confused with such spending.
As aresult, it becomes extremely difficult to understand what the federal government is doing
and why it should do it. Many of the descriptions that agencies do provide raise real questions
about the extent to which given agencies have simply reshaped existing activities to take account
of the fact the Congress is providing new incremental funding, and counter-terrorism has become
fashionable.

These problems are compounded in part by the fact that OMB is required to report to the
Congress, but there is no central agency charged with creating a plan, program, and budget. At
the same time, they are compounded by a host of jurisdictional problems with the Congress, and
the lack of a single committee or joint committee structure that could provide a cohesive degree
of overview. As a result, there is a large pool of federal reporting on individual problems and

issues, but little effort to appraise the overall program.

There are those who would argue that part of the reason for the lack of transparency is
security. There are certainly areas like intelligence where detailed program descriptions could
compromise security. There are other areas where too detailed a description of US investigative
and response capabilities could aid an attacker in planning an attack. In broad terms, however,
there is little reason to classify most of the information needed to allow outside analysts to fully
understand the nature of federal efforts, and there are good reasons to require federal agencies to
provide such data.

To put it bluntly, far too many federal activities seem to have limited substantive value,
raise major uncertainties, reflect the reshaping of existing programs to obtain incremental
funding, or raise questions about duplication. Furthermore, there is a tendency to imply short-
term solutions can be found to long-term problems, or fund minor palliatives simply for sake of
seeming to act. Few, if any, programs provide any picture of what it will cost to fully implement
the activities agencies are now beginning. None seem to provide meaningful measures of
effectiveness, or any analysis of the current and future costs of “defeating” the capabilities being
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funded.

While there are sharp limits to how much coordination can be forced on a wide range of
federal activities, the federal effort would almost certainly benefit from a requirement for
a comprehensive annual report similar to the one the Secretary of Defense provides on
the national security activities of the Department of Defense, and for including both a net
assessment of the threats and US capabilities, and the future year budget implications of
given federal activities as well as a description of the current budget request.

Regardless of how the issue of Congressional jurisdiction is resolved, there is also a
clear case for requiring the federal government to submit an annual budget justification
document, and future year budget plan, that covers all related federal activities at the
same time the President submits the federal budget. Such a document could be both
unclassified and classified. It would thus ensure that the Executive Branch had to
coordinate its programs fully as part of the budget process. It would ensure that whoever
isin charge in the federa government had real review authority, and control of money is
generdly better than a title. It would ensure that all elements of Congress reviewed a
common plan, which may be far more important that creating a single new committee. It
would also full public review and state and local access to the overall federal plan, It is
easy to talk about “reinventing government;” it would be nice to actually provide some
degree of functional transparency in acritical new mission area.

Focusing on Priorities, Programs, and Trade-offs:
Creating Effective Planning, Programming, and
Budgeting

The US would face serious resource alocation problems even if CBRN threats were less
uncertain and ambiguous. The threat posed by covert, terrorist, or extremist use of weapons of
mass destruction is only one of the new threats the US must react to. Homeland defense includes
direct threats such as missile attack, and other evolving threats like information warfare. There

are other transnational threats like narcotics, organized crime, and illegal immigration that pose a
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serious threat to American society even if they are not military or paramilitary in character. At
the same time, the US faces mgjor problems in funding its existing future year defense program,
and its civil discretionary and entitlements budget. Money is, and will remain, a critical factor,
and will force hard trade-offs on all government action.

This report focuses on the threats to the American homeland posed by state actors, the
use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist and
extremist attacks by residents of the US using conventional weapons and weapons of mass
destruction. Separate reports focus on the threat posed by direct attacks by foreign states using

weapons like ballistic missiles, and the threat of information and economic warfare.

This focus is not intended to imply that the emerging threats to the American homeland
can be neatly compartmented, or do not interact. The spectrum of threats foreign governments
can pose includes all of these methods of attack. Well-organized foreign and domestic
terrorist/extremist groups have the potential to pose a wide range of high explosive, chemical,
biological, and information warfare threats. There are no rules that say foreign governments and
foreign and domestic terrorist/extremist groups cannot cooperate or piggyback on each other’s
activities. In broad terms, however, the threats to the American homeland posed by state actors,
the use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist
and extremist attacks by residents of the US using conventional weapons and weapons of mass
destruction require a different mix of responses. These responses can only be discussed in terms
of practical aternatives if it is narrowed down to the point where each of the major relevant
homeland defense options can be analyzed in depth.

As is the case with national missile defense, this report also deals with issues that are
highly politicized. Preparing to deal with the spectrum of threats posed by foreign states and
terrorists using weapons of mass destruction is currently fashionable and “politically correct.”
This has had major benefits in many ways. The President and high level officials have set forth
clear policies for dealing with many aspects of the problem. The Congress has passed dramatic
new legidation, and maor changes are well underway to improve federal, state, and local

preparation to deal with the threat. There is new money available to federal agencies at a time
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when severe budget constraints exist on virtually every form of government spending.

Unfortunately, however, the very popularity of the issue of terrorism and weapons of
mass destruction also means that there has been a rush to react to potentia threats without
developing a common definition of the combined threat posed by covert attacks by state actors,
state use of proxies, terrorist and extremist attacks by foreign groups or individuals, and terrorist
and extremist attacks by residents of the US. There is still insufficient definition of the different
kinds of threat that different kinds of weapons of mass destruction pose and how these relate to
threats using conventional explosives. In many cases, departments and agencies are defining the
nature and intensity of the threat to meet their own internal needs and perceptions, or are acting
on assumptions that imply afar better ability to predict the future than can possibly exist.

As yet, there is only limited coordination in many federal, state, and local efforts except
at the organization chart level. Departments and agencies struggle for resources and influence,
and there are good reasons for the resulting “feeding frenzy. Even if one ignores al federal
funding for critical infrastructure protection, funding for counterterrorism has risen from $8.3
billion in FY 1998 to $12.9 hillion in FY 2001, and funding for new efforts like dealing with the
threat posed by weapons of mass destruction have risen from approximately $645 million in
FY 1998 to $1.6 billion in FY 2001.

Under these conditions, old programs are being recast to suit new policy priorities and
rhetoric, while agencies compete to create new programs and assume lead responsibility. In
some ways, homeland defense has replaced the Strategic Defense Initiative as the “next best
thing.” Asthe GAO and CBO have pointed out, the sharp rise in spending has not yet led to tight
central management of the homeland defense effort, although there is a growing and steadily
more effective effort to develop balanced and coordinated capabilities. There also has been little
success in estimating the mid and long term budget implications of program growth and new
responsibilities at the federal level, much less the state and local level. Many RDT&E efforts
have been started without clear deployment and life cycle implementation plans, and there are
few meaningful measures of effectiveness for federal spending.
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The sharp limits on how much money and human resources can be alocated to this
aspect of homeland defense will, however, soon force the US to be much more selective in
choosing the programs it can continue to expand or sustain. Even today, the government needs to
make every effort to coordinate its efforts and prioritize them. Regardless of partisan rhetoric, it
is clear that US is not yet prepared to pay for its existing military forces and capabilities.
Furthermore, there are other magor transnational problems like drugs immigration, and
cybercrime. There are many unrelated shortfalls in law enforcement and emergency response
capabilities. For example, the US faces a mgor crisis in medical spending even without
considering the impact of responding to chemical, nuclear, and biological attacks, and is sharply
reducing the size of its emergency medical facilities and hospital intensive treatment capabilities.

It is only possible to ignore these realities at the start of a homeland defense program, at a
time when planning is large threat driven and the cost of new activities is relatively limited. As
long as current outlays are limited, it is all too easy to can find a credible potential threat, issue
warnings, make a speech, issue an executive order, or pass a law. Any competent analyst,
contractor, research firm, NGO or advisory group can find a new way to focus on potential
threats and the potential merit of uncosted and poorly defined solutions. The end result is start far
more activities than can be finished, fail to consider the future trade-offs that must be made to
deploy effective capabilities, duplicate other efforts, or refashion existing programs under new
labels.

Improvements in policy and strategy are no substitute for effective management
programming, budgeting, and measures of the effectiveness. The practical challenge
IS to use more management information systems and PPB methods to tie the efforts of
government together develop clear priorities, ensure that cost estimates are provided
of bring programs to maturity and sustaining them, tightly manage where the money
goes on an ongoing basis, ensure that the risk of countermeasures and cost to defeat
is assessed on a continuing basis, find suitable measures of effectiveness, and make
suitable iterative trade-offs. In fact, one recommendation of this report is that there
be one central point in the federal government charged with developing a budget
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overview of current programs, an analysis of their future year costs and deployment
costs, relevance to the threat, and measures of effectiveness.

Unless this transparency is ruthlessly forced upon the federal government — both in
the executive branch and Congress -- no amount of organizational changes,
committees, legisation, and directives will create the proper focus. The creation of
lead agencies will be a bureaucratic farce, and state and local authorities will be
confronted with conflicting demands, and will often have little impact on federal

bureaucratic infighting.

Equally important, Congressional oversight and effective outside review and
constructive criticism will be impossible. The constant misuse of security
classification will create large areas of “black programs’ that encourages
departmental empire building and a lack of management. Programs with limited
relevance will be recast as part of the homeland defense effort, and areas that really
need funding will be ignored.

Effective Action Must Be Broad-Based and Sub-
Optimize Efficiently

At the same time, there are limits to how much coordination is practical, and how much
central direction can be applied. The federal government, individual agencies, and state and local
governments will often have to sub-optimize changes to their current programs in those areas
where they can do the most in the near term with the least money. While the Clinton
Administration is seeking to create a cohesive federa program, and has made progress towards
this end, there are no models, analytic methods, or simulations which can hope to integrate all of
the elements of homeland defense into some master analysis or set of priorities based upon a
common model.

The problem is not speciaization and compartmentation per se. It is that it must be the
result of central management and oversight, particularly given the severe limits on what any
foreseeable combination of allied, federal, state, and local efforts can do. Cost constraints will be
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tight, trade-offs will be made whether or not they are made openly and explicitly, and the result
will be anything but leak-proof. Most important, central direction is needed to ensure that the
capabilities the US creates evolve to respond to reality and not to established bureaucratic
priorities.

It is dso far from clear that threat and risk assessments can be used to create a set of
scenarios that focus the defense effort, or which prioritize it around a select and well-defined
group of scenarios. Once again, the problem is to determine the range of low probability events
the US may have to react to, and what this means for deterrence, offense, defense, and response.
While it is most likely that the US will have to react to a series of relatively low level eventsin
the near term, the cumulative probability that the US may have to react to a few much more
serious events over the mid to long term may well be equally high. As a result, threat and risk
assessments must consider nuclear and highly lethal biological attacks.

Furthermore, there are deep conceptual problems. As has aready been discussed in
depth, the range of threats ssmply are not predictable enough for given agencies to attempt more
than a constantly evolving and uncertain process of suboptimization. Put differently, departments
and agencies must often do what they can to improve their capabilities at the margin, rather than
seek to create building blocks in some kind of coherent homeland defense.

Such efforts may not, however, have great impact on US ability to defend against nuclear
and highly lethal biological attacks. They may gave the impression of defense and response
capability, but the end result may not be able to cope with very high levels of attack, which may
well force all levels of government to improvise radically with little warning and under intense
pressure. Marginal improvements in resources may fail to deal with response requirements or be
impossible to allocate efficiently within the time windows required. This is particularly true
because there currently seems to be little practical understanding of what a “worst case” or high
level attack would really do, and how uncertain its effects now are.

Finally, the present coordination effort often focuses either on “worst cases’ or on those
federal programs identified as being directly designed to defend or respond to the threat state
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actors, their proxies, or independent extremists and terrorists pose to the American homeland.
This is aimost certainly not the right way to will prove to create the most effective overall
program to actually improve Homeland defense. Such a program must explicitly consider the
offensive, deterrent, and retaliatory capabilities of US military and intelligence agencies, and the
role their activities overseas can play in creating an effective deterrent to foreign attacks on the
us.

As a result, the US needs to rethink its approach to develop a program that constantly

evolves, and which is based on the dilemmacthat it must try to manage chaos:

Effective homeland defense must be based on responding to the patterns of threats that
actually emerge, and to shifts in the most likely contingency requirements. It is virtually
an iron law that any effort will fail that is based upon the current theories of what threats
may emerge in a given area. Once again, a guiding principle is that there is a timeline of
at least a quarter of a century of uncertain risk. No program or analysis made today can
possibly be based on the correct priorities. The issue is rather how quickly and effectively

programs can anticipate change and react to it.

The key to a successful result is that sub-optimization must be deliberate and subject to
broad review, and not simply evolve by accident. Whatever the federal government does,
it must involve an explicit and well-reasoned balance between:

Offense and defense

Action overseas and in concert with our friends and allies, and measures actually
taken in the US.

Counterproliferation and counterterrorism.
Defense and response.

Including threats in the spectrum of threats requiring specia action by the federa
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government as part of homeland defense, and the role played by conventional law

enforcement.

Managing Research and Development, Rather Than
Treating CBRN As A Wish List and Slush Fund

Research and development programs receive little detailed description and the description
that is provided often concentrates on the threat being dealt with, and provides little program
detail. No agency provides a meaningful description of its future program, future costs,
milestones, or measures of effectiveness. Cooperation with state and local agencies is often
ignored, and when it is not, it tends to be discussed in anecdotal terms

There is no evidence that any department or agency has provided a technology net
assessment to examine whether its programs will provide defensive capabilities that outpace
advances in offensive capability. There is virtually no discussion of the risk posed by
countermeasures or the cost to defeat current and planned programs. There is no discussion of
the outyear costs of research and development activity or of estimated deployment schedules,
measures of effectiveness, and life cycle costs. Almost without exception, there is no way to be
certain to degree to which given programs in given departments or agencies are actually focused
on CBRN and other counterterrorism activities, or have simply recast ongoing or desired

programs to compete for such funds.

Federal research and development efforts have a poor to dismal record of effective
management. It istime to reverse this situation.

L ooking Beyond CBRN: Dealing with All Medical Risks
and Costs

The previous analysis indicates that there is a need for a zero-based review of the current
data on the lethality of biological weapons, and for a comprehensive net technical assessment of
current and future trends in biological offense and defense. Biologica warfare defense and

response efforts cannot, however, be separated from the need for an effective national health
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program.

Response measures against biological and nuclear attacks can require truly massive
increases in public health efforts and emergency services at a time when the US already faces
major problems in funding medical entitlement programs and growing cost constraints are being
placed on investments in medical capabilities which normally have high utilization rates. The
response capabilities required to deal with large biological and nuclear “incidents’ may simply
be unaffordable without far more evidence that such attacks are likely, and effective treatment
may simply be impossible. One grim result is that “triage” may have to be performed in ways

that deliberately leave a very high number of casuatiesto die.

The risk of attacks on the American homeland that have massive medical consequences
requires that homeland defense measures deal with two major interrelated problems in public
health policy and spending.

There is a significant amount of medical literature -- including a recent report by the
National Intelligence Council -- that indicates that the US is under significant
cumulative threat of the outbreak of some disease for which current medical
treatment is not adequate. In short, the US may face a serious threat from nature as
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well as from foreign attackers and domestic extremists.

US medical spending has already reached the point where it dominates much of the
end use of the entitlements in the federal budget,, and where drastic efforts are being
made to down-size medical spending. These facts are largely ignored in much of the
current discussion of Homeland defense, which focuses on threats and then on
research and development measures that do not have a deployment cost, and which
often involves response efforts so limited in estimated casualties that the list of
equipment is “affordable” largely because it is assumed that the existing
infrastructure can deal with the casualties and the medical impact is both treatable and
involves non-infectious threats. These assumptions, however, are only valid as long

as the most serious threats are defined away and the eventual need to pay for facilities
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and a full spectrum of response measures isignored.

Homeland Defense and/or Law Enfor cement

The US also faces mgor problems in defining the point at which federal intervention in
some form of homeland defense program is needed, as distinguish from a reliance on normal
federal, state, and local law enforcement. Many of the definitions now used for terrorism can
include virtualy any threat of violence by an individual or small group with a political or
ideological agenda, or who is willing to attack civilians. In practice, however, most such threats
are dedlt with as normal law enforcement activities unless some foreign element is involved.
Even in those cases where foreigners are involved, many cases are dealt with through normal law
enforcement means.

It does not make sense to change these arrangements without clear cause, and the
previous statistics on terrorism in the United States need to be kept in perspective in alocating
law enforcement resources. According to the FBI’s uniform crime statistics, there were 10 cities
in the US with populations of 100,000 or more that had more than 100 murders in the first six
months of 1999, and three with over 200 murders. If rapes and assaults are counted, there were
47 cities in the US with populations of 100,000 or more that had more than 1,000 “casualties’ in
the first six months of 1999, and nine with over 3,000.”

There is a reason that it now takes some 40,000 armed men and women to try to secure
the greater New York metropolitan area alone. There is also a reason why law enforcement
activity cannot be centered around counterterrorism or dealing with low probability covert
attacks until there is a far clearer and more dangerous threat than now appears to exist. At the
same time, it is inconceivable that the US could develop an effective approach to homeland
defense that did attempt to make use of these resources at every level of law enforcement.

The task is to find the right trade-offs between reliance on normal law enforcement
and specialized homeland defense activity, and between using existing resources with
other primary missions and creating new dedicated homeland defense components.
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Rule of Law, Human Rights, Asymmetric Warfare,
High Levelsof Attack and “New Paradigms’

Homeland defense impacts heavily on legal and human rights issues. Until now, the
threats to the US have been limited enough so that the US can afford to shape its response on the
basis of strict observance of civil law and human rights. There is also ample emergency authority
for the President, Governors, and local officials to use virtually all of the assets of government to
dea with homeland defense emergencies if they arise. Even restrictions on the use of the
military, such as like the Posse Comitatus Act (18 USC 1385), have so many exceptions that the
problem is much more likely to be getting sufficient warning to act than any practical legal

barrier to effective action.

Much of the present discussion of legal and human rights issues, however, ignores what
would happen if the threat of the use of biological or nuclear weapons against the US homeland
became more tangible and immediate. It also ignores the real world effects of state actors or
terrorists/extremists carrying out highly lethal attacks. These effects include the problems in
human rights created by the need to deal with mass triage in the face of saturated medical
facilities and/or to contain a civil population with force in the event of an attack using a highly

infectious agent.

Today, the US has the luxury of examining such options with attitudes shaped by the fact
such attacks do not seem imminent and there are no real precedents for the kind of damage that
may occur. There have been no successful attacks using weapons of mass destruction in the US,
barring minor incidents, and only one partially successful major attack overseas — the Aum
Shinrikyo attack in Japan. No nation or group has yet exploited the use of effective biological
weapons, in spite of the fact that many nations have developed such weapons, and nuclear
proliferation remains contained enough to limit the threat posed by regimes and nations that have

demonstrated a high willingness to take risks as well as terrorist and extremist groups.

America’'s enemies are developing a steadily more sophisticated understanding of

asymmetric warfare and America’s vulnerabilities. If major unconventional attacks occur and
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succeed anywhere in the world in the years to come, such attacks might well become a new norm
for asymmetric warfare. America's enemies might then respond by rapidly developing such
capabilities to attack the US, and such shifts could occur relatively quickly and with little
strategic warning. With luck, such a world will never happen. Reliance on luck, however, is
scarcely areliable criterion for planning. It is quite clear, however, that the US and its allies may

face avery different future/

US intelligence efforts and law enforcement must both reorganize to deal with the
risk of a “paradigm” shift in the willingness and ability to use weapons of mass
destruction in unconventional attacks on the US homeland, and be given the proper
legidlation and regulations. Many states are now involved in a process of
proliferation that will change their capabilities to carry out such attacks. Advancesin
manufacturing, petrochemicals, and the biological science are making it steadily
easier for both states and non-state actors to build lethal chemical and biological
weapons. The technology and components to develop every aspect of nuclear
weapons other than weapons grade uranium and plutonium are becoming steadily

more available.
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