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Perceptions of the Iranian Threat

Alt is in the view of many analysts that with the occupation of Iraq, Iran now sees new opportunities to enhance
its strategic interests and to reemerge as the key power in the Arabian Gulf region. They have enumerated five
threats to the region posed by Iran:

0 Ambition to acquire nuclear weapons and long-range ballistic missiles;

0 Support for International Terrorism;

o Opposition to the Middle East peace process and its rising political influence there;

o Offensive military buildup;

o Threat to the stability of the Gulf States. Iran has also annexed the islands of Abu Musa, which
dominate the entrance to the Straits of Hormuz.

Alran looks upon Nuclear Weapons and Ballistic Missiles as:

0 attractive alternatives to expensive modern conventional weapons for Power Projection and
Deterrence purposes;

0 a means to increase so-called status and prestige.

AAs a response, the U.S. policy objective has been not to allow the Arabian Gulf region to be dominated by a
hegemonic Iran. The United States believes that Iran cannot try to dominate the Gulf region as long as a U.S.
military power is present. Iran maintains that the U.S. is actually positioning itself to confront Iran, and is
building military bases to be used as launching pads for a possible strike against it.



How Iran views its National Security

AMany believe that a confrontational approach to Iran will drive it to justify the pursuit of a nuclear capability
as a deterrent. The Iranian National Security Doctrine is based on the perceptions that:

o Iran as having a leadership role in the Arab and non-Arab Muslim world, and to have a dominant role

in the Arabian Gulf region especially in any GCC security arrangements;

o The occupation of Iraq by the U.S. and the presence of the U.S. Fifth Fleet offshore in the waters of

the Gulf, and the past U.S. declared policy for #Areg
Security;

o Israeli intentions to destabilize Iran and attack its nuclear facilities, which Iran claims to be for the

purpose of producing nuclear power;

o Iran is worried about unfriendly neighbors surrounding it, including a nuclear armed Pakistan.

U.S. - Russia

AThe U.S. 1 Russia nuclear agreement, July 6, 2009, is considered by many as a first step in a broader effort
to reduce the threat of Nuclear Weapons and to prevent their further spread. President Obama in his remarks
hailed the arms agreement as an example for the world as he pursued a broader agenda aimed at countering
T and eventually eliminating the spread of Nuclear Weapons.

APresident Obama views Russia as an influential partner willing to help fight the proliferation of nuclear
weapons mainly in Iran and North Korea. It has become clear that more collaboration between the US and
Russia on nuclear non-proliferation could increase pressure on Iran, which has always taken advantage and
benefitted from any disagreements between the two countries.

Alt is believed that Russia could be a key player in preventing Iran from having a nuclear weapons program.
However, Russia seems to have a different perception of the threat and has not shown any interest so far in
applying pressure on Iran. Obama managed to link the BMD in Eastern Europe with the emerging Iranian
Nuclear Threat and Long Range Ballistic Missile capability.



U.S. Position

AThe Obama Administration has been sending messages to Iran trying to dissuade it from pursuing Nuclear
Weapons. The message is that the Iranian Nuclear Weapons program will:

0 not advance its security;

0 not achieve its goal of enhancing its power both regionally and globally;
o spark an arms race in the region;

o cause Iran to become more insecure.

AThe current U.S. position towards Iran is based upon the choice of:

o Further sanctions and containment if Iran continues its pursuit of Nuclear Weapons or ;
o Start a dialog with wider economic incentives if it abandons its nuclear weapons program.

Aln the event that Iran continues to pursue Nuclear Weapons the U.S. Secretary of State outlined how the U.S.
might deal with a such a policy:

oWashington would arm allies in the region, and exte
o Iran possessing nuclear weapons would be unacceptable to the U.S;

o Iran crossing the Nuclear Threshold would not make Iran safe;

0 By extending assistance and a defense umbrella, Iran will not be able to intimidate and dominate its

neighboring countries in particular the GCC, as Iran believes it can, once it possesses nuclear weapons.



Iranian Response

Alran has a 2,500 km coastline along the waters of the Arabian Gulf and the Arabian Sea, which is the only
route to export oil, and around 95 percent of its foreign exchange revenues comes from exporting oil.

Aln addition to viewing itself a regional power,
presence and prevent outside countries from playing a role in shaping the future political and security
architecture of the Gulf region.

Alran has recently been active diplomatically trying to convince the GCC States, with regard to the U.S.
and other Western Powers, that their security would be better ensured by signing mutual security
agreements with it. Iran has been stressing that for longer term regional security and stability, Iran and the
GCC states should replace the reliance on foreign military presence and intervention.

Awith regard to a possible Israeli or U.S. attack on Iranian nuclear facilities, the following is what has been
written on the possible Iranian military response:

o Immediate retaliation using its ballistic missiles on Israel. Multiple launches of Shahab-3 including
the possibility of CBR warheads against Tel Aviv, Israeli military and civilian centers, and Israeli
suspected nuclear weapons sites;

0 Using proxy groups such as Hezbollah or Hamas to attack Israel proper with suicide bombings,
covert CBR attacks, and rocket attacks from southern Lebanon;

o Give rise to regional instability and conflict as well as terrorism;

o Destabilizing Iraq through the Shia against US occupation, further arming insurgency groups when
possible;

0 Support and upgrade Taliban capabilities in Afghanistan;

o Increase the threat of asymmetric attacks against American interests and allies in the region;

o Target U.S. and Western shipping in the Gulf, and possibly attempt to interrupt the flow of oil through
the Gulf. Danger is not simply a cut-off in the supply of oil from Iran, the GCC, or the closing of the
Strait of Hormuz, but a prolonged threat to the wider Gulf region.

rané



Israel and U.S. Position on a Military Strike against Iranian Nuclear Facilities

AThe Israeli time frame as to when Iran would have a Nuclear Weapon is between 2009 and
2013, whereas the U.S. time frame is after 2013. Israel further states that Iran should not be allowed to
obtain any nuclear capabilities that could eventually allow it to produce nuclear weapons.

Alsrael views Iran as an Existential Threat and must be dealt with in the immediate future with a

Military Strike against i1itdéds main nuclear facilities.
Iran from developing the capability rather than the U.S. arming its allies in the region and providing a

defense umbrella.

Aln the month of March, Haaretz Service on March 12 reported the following statements by U.S.
Defense Secretary Robert Gates:

AThe current American administration as well as th
caution before launchingapre-e mpt i ve mil i tary strike against an e
Al think one of the biggest | essons | earned in thi
an attack, you had better be very confident of the
ATheydbre (lran) not close to a stockpile, theyore
i's some time. o

Gatebs concludes in other interviews that any mil.@

controversial nuclear program would have merely temporary ineffective results, and that
imposing sanctions on Iran made more sense.

AThe United States has given Iran until September, 2009, during the convening of the U.N. General
Assembly to respond to President Obamabés offer of di a



What could accelerate a confrontation with Iran

AThere is the suspicion that Iran could start an open ended dialog plus negotiations with no commitments to
terminate its pursuit of nuclear weapons. The following general concerns could drive the region into conflict:

oBy 2010 Iran could pose a serious threat to itdés nei
weapons that can serve as a deterrent against U.S. and Israeli strikes.

oHaving in ités possession highly accurate short, med
carrying Weapons of Mass Destruction (WMD).

o A modern SAM air defense system, such as the Russian S-3 0 0 P MW@voritoi, gi vi ng | ran an
Ballistic Missile Defense (BMD) capability in addition to an advanced SAM Air Defense System.

o0 A maritime capability that can threaten commercial shipping and Naval Forces in the Gulf , and possibly
interrupt the flow of oil through the Straits of Hormuz.

o Train and control a number of Counter Insurgency groups to Increase the threat of asymmetric attacks
against American interests and allies in the region and even beyond the region.

oShould I ran acquire the above capabilities the quest
that i1t is convinced it can impose itds own politica
serve its own interests?o



AHow then, should the U.S. enhance the military capabilities of the Arab Gulf states to counter any
likelihood of an Iranian military aggression. The requirement would be to enhance the conventional
military ability for the GCC states to achieve a specified wartime objective (win a war, or destroy a target
set). It includes four major components:

o Force Structure;
0 Modernization;
0 Readiness;

0 Sustainability.

o In addition it would include developing an asymmetric warfare capability.

GCC Strategic Depth Vulnerability

AThe Arab Gulf states have been investing heavily in the modernization and upgrading of their force
structures. The United States, France and United kingdom have been the major weapons suppliers.

AThey also recognize that the assistance of outside regional powers will be required to deal with any
military aggression in the region. As a result they have signed bilateral defense agreements with their
Western allies - United States, Britain and France.

ATwo main considerations underlying the choice of a Military Doctrine by the GCC states have been:
Bal ance of Forces and Strategic Depth. Il n particul ar
Kuwait, Bahrain, Qatar, UAE and Oman, the main concern would be strategic depth to an Iranian attack.

ALack of Strategic Depth results in limitations on the area of operational maneuverability during
conflict, time to respond, and an increase in the vulnerability of vital strategic economic centers due to the
proximity to the borders. Saudi Arabia would be the only state that has strategic depth.



ASaudi Arabia is looked upon to play a pivotal role in the Security Arrangements of the Gulf and the Arab
|l sraeli conflict. Saudi Arabiads oil resources, popu
participant in any regional security arrangements or conflict in the Gulf region.

Aln 2002 the GCC made a major security shift from a Common Security arrangement to a Joint Defense
Pact which essentially is a Collective Security arrangement. Joint Defense Pact or Collective Security is
directed against an aggressor coming from outside on

AAgreement entails a commitment by each member to join the coalition and if one is attacked that implies

an attack on the other partners. This being based ei
deterrence.
Albn the foreseeable future the GCC has to plan itds ¢

What they can do is to build their collective and national assets so as to provide a military deterrent
sufficient to make any direct confrontation as costly as possible to Iran or any other adversary.

Alt is in this deterrent role that lies the ultimate rationale for any GCC Joint Defense Pact and Cooperation.

AWhen transformed into an operational doctrine, the GCC states would base their Force Structure
Planning on:

o Defensible Borders. Borders which can be defended without a pre-emptive initiative.
o In parallel the capability to take the war to the enemy, fight on enemy territory.

(See Military Technology. MILTECH 11/2005. Interview with Maj. Gen. Khaled Abdullah Al-Buainain, Commander of the UAE
Air Force and Air Defense)



Time lines

Alsrael believes that Iran will have a nuclear weapon capability between 2009 to 2013
AU.S. believes this will be beyond 2013.
ADuring this time frame 2009-2013, the GCC will need to :

o Decide as early as possible what Objective Force Level can the GCC states build their military
capabilities up to. A level of military forces that needs to be attained within a finite time frame and
resource level to accomplish approved military objectives, missions and tasks.

o Develop a Flexible Response capability in the military forces for effective reaction to any threat
or attack with actions appropriate and adaptable to the existing circumstances.

0 Upgrade and modernize conventional military capability and start improving capability in
Asymmetric Warfare.

o Further strengthen and update Defense Pact with Western Allies; U.S., France and Britain

oFurther develop the recently U.S. proposed
Security Guarantees.

i Def e



Aim and Methodology of Study

AThis study addresses and compares the Balance of Forces and operational fighting capabilities of the Air Power,
SAM Defense and Theater Ballistic Missile (TBM) forces of the GCC States and Iran.

AThe study consists of two parts, Part | analyses the conventional war fighting capability, Part Il briefly addresses
Asymmetric Warfare that Iran has been developing a fighting doctrine and a force structure for. We leave it to the
reader to refer back to a number of more in-depth publications by Anthony Cordesman, CSIS, analyzing Asymmetric
Warfare. (See http://www.csis.org/burke/reports)

AEach of the GCC States has its own Fighting Doctrine and subsequently its own technical requirements for the weapon
systems procured which are somewhat different in specifications to what the USAF has on its platforms. To avoid

going into this level of depth in Part | of the study, we use as a guideline for the analysis, the U.S. Air Force Doctrine,
which defines and outlines the specific functions required to achieve Strategic, Operational and Tactical-level objectives.

AFor instance two of these functions are Offensive and Defensive Counterair Operations, and with each of these functions
we review what operational missions would be required then compare the availability and effectiveness of the military
resources of the GCC and Iran.

AcCare must be taken that referring back to the USAF Doctrine definition of Functions and Missions does not imply that

the study is using the actual fighting and operations doctrine of the USAF, but in defining what these functions and missions
are and how they fall under the overall Air Force plans to shape and control the battlespace. Definition of terminology is
important as the study throughout refers to the various functions and missions.

Awith respect to the analysis of missions and weapon systems it should be noted that there exists an extensive literature
of higher resolution models that address the weapons systems in this study from Design and Performance Evaluation up
to Mission, Force and Campaign Levels.

AWe have left the calculations as simple as possible and just up to a first order level. The purpose being to give us a
general idea on the capabilities and mission performance outcome of the GCC and Iranian Forces.

Awe believe that simple analysis procedures can produce substantial insights which are sufficient to compare the
Operational Fighting Capabilities of the GCC and Iran, and give a general direction for the doctrine and to the next
generation weapon systems requirements.


http://www.csis.org/burke/reports
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GCC ran

AConcernsletermining doctrine: AConcerns determinindoctrine:
o Balance of Forces o Balance of Forces.
As the Balance of Forces is unfavorable then adc As the Balance of Forces is unfavorable then:
U Technological Edge U Since Iran presently does not have acce
U QualityvsQuantity to modern technology weapon systems, it
will need toDevelop alranges of Ballistic
o Strategic Depth. None and therefore the need t Missiles to compensate for deficiencies in
take war to enemy territory. conventional forces capabilities.
AForceStructure Planning based on 0 No problem with Strategic Depth, can be an

advantage fighting in and over familiar terrain.
oDefensible Borders

oTake the war to the enemy, fight on enemy AForce Structure Planning based on:

territory. Needs excellen€4ISRyearreal time o High attrition rate inflicted on adversary civilians
situation awareness of the hostile and friendly o In depth defense, as Iran has the strategic dept
military developments in the area, and their

operational levels. AContinue developing Asymmetric Warfare capabilities.

ANeedto upgrade and further modernize conventional ~ AAs Iran sees it, the need and capability to develop
military capability to carry out such operational functions Nuclear Weapons to further enhance Deterrence.

AThe need to develop an Asymmetric Warfare capability



AThe total GCC Air Power is 491 combat aircraft, we assumed only 75% are operationally ready (full-mission
capable). The total available force will then be 368 and with a sortie rate of 3 per aircraft per day the total number
of sorties generated will be 1,105.

AWhereas for Iran, a total of 158 aircraft with an operational readiness rate of 60%, the available combat force will
be 95 combat aircraft, and with 2 sorties per aircraft per day the total sorties generated will be 190.

ABy following the guidelines of the USAF Doctrine manuals in the missions needed for Offensive

Counterair, Defensive Counterair as well as Counterland Operations, an operational analysis is then
conducted, over a 7 day conflict period, to determine possible Force Allocation requirements among the various
missions.

Force Allocation Requirements

Mission GCC Iran
Combat Air Patrol (CAP) 60 24
Strip Launched Interceptors (SLI) 55 38
Closure of 5 Airfields for 7 days. 56 No Capability
Suppression of Enemy Air 10 15

Defense (SEAEH Radars

(2 per radar site)

(3 per radar site)

Escort of Strike Aircraft 40 No Capability
Fighter Sweep 35 No Capability
Total Force Allocated 266 77

Total Left for other missions 102 18



Arhe remaining 18 to 20 Iranian aircraft can be allocated for counterland operations (Close Air Support
and Air Interdiction Missions). Based upon the advancement in weapons technology and overall
survivability of GCC vs Iranian aircraft, we can safely assume the following in a 7 day conflict duration:

AGCC Daily Loss Rate is 1.5%, Sortie rate of 3 per aircraft per day, Single Shot Target Kill 75%
Iran Daily Loss Rate is 5%, Sortie rate of 2 per aircraft per day, Single Shot Target Kill 40%

7 Day Conflict Cumulative Sortie Rates Cumulative Single Target  Aircraft Remaining
Kills

Iran : 20 combat aircraft 200 131 12

GCC: 20 combat aircraft 360 340 15

GCC: 50 combat aircraft 906 850 38

AOver a 7 day conflict during Counterland Operations:

0 GCC: 5 combat aircraft lost
o Iran: 8 combat aircraft lost

Aln the Air to Air Combat the total estimated Losses are:

0 GCC: 27 combat aircraft
o Iran: 62 combat aircraft

Arhe above estimates project the weakness of the Iranian Air and SAM Power vs the GCC countries
in a 7 day campaign. Throughout we find that on the average there is a substantial advantage in
favor of the GCC States in all missions studied.



l rands Current Air/ Mi ssile Defenses

AU.S. never delivered integrated system before fall of Shah.

AOnly modern short-range point defense system is TOR-M.

AOther short-range systems mix of older Russian system, SHORADs, and aging i possible inactive British
and French systems.

AMedium to long-range systems are low capability or obsolescent.

AHAWKS and IHAWKSs do not have capable ECM. Date back to 1960s and 1970s.

Avarious versions of SA-2 obsolete.

ARadar sensor and battle management/C4l systems have major limitations.

ALess than 30 export versions of MiG-29, some not operational.

AF-14s do not have ability to use primary air defense missile since 1979-1980.

(Source: Anthony Cordesman Security Challenges and Threats in the Gulf: A Net Assessment. September 2008)

Tactical Ballistic Missiles Threat:

Alrands ballistic missiles cover the&500kmmthd ete spectrum
Short, Medium, and Intermediate Ranges of Ballistic Missiles. Iran believes that these will compensate for any
deficiencies in its Air Power.

ADeploying Ballistic Missiles against military targets would require a number that is very likely to be beyond
what the Inventory in Iran is. For instance to close one airfield 9000ft in length and 200 ft in width (leaving
3000ft of Minimum Clear Length and 50ft Minimum Clear Width), using a Shahab Il class missile with a range
of 500km and a 700kg warhead would require some 250 missiles.

AFor Suppression of Enemy Air Defense (SEAD) Missions, just to destroy 1 radar, 18 missiles would be
required. This is not taking into consideration that the tactical radar site could be mobile which would then
require near real time intelligence information on the exact location and definitely more missiles will have to be
allocated.

AOn the other hand, Ballistic Missiles can be used with success against Soft Targets, in open areas and cities
to inflict maximum human casualties and create terror. In essence what is considered as a major component in
Asymmetric Warfare in the form of high civilian casualties.



General Recommendations for GCC Force Structure Planning

With regard to Balance of Forces and Defensible Borders, these would require the GCC to maintain its technological
and gualitative edge, mobility and the strength of the Air Power. The following are some general criteria that would be
required:

AAircraft:
AMulti-mission capability.
AHigh Operational Readiness/Full Mission Capable state and high sortie rates.
AAIl weather day / night operational capability
AQuick response / ground launched interceptors against incoming intruders.
AHigh Endurance.
AAirborne Electronic Warfare (ESM/ECM/ECCM) survivability
ADetect track and engage multiple mobile ground targets as well as Hard and Deeply Buried Targets (HDBTS).
ARapidly destroy advanced air defense systems.
AcCapable of carrying out deep strike missions.

AAir to Air Missiles:
AAircraft to be capable of multiple target engagement. Fire and Forget/Launch and leave with high single shot
kill capability.
AGood target discrimination and enhanced resistance to countermeasures.
Alncrease in range of firing missile at the same time shortening the flight time to the target.

AAir to Ground:
AWeapons that serve as an effective force multiplier.
AsStand-off capability, operating from ranges outside enemy point defenses.
ALow and high altitude launches.
APreserve crew and aircraft survivability
AEffective against a wide array of land and sea targets with high single shot kill probability.
AWeapons that employ launch and leave with high accuracy (small CEP).
AcCapable of day/night and adverse weather conditions



Ballistic Missile Defense System, C4ISR & Battlefield Management.

AThe Challenge for the GCC States is to design an effective multi-layered Ballistic Missile Defense System (BMDS) to
counter the Short, Medium and Intermediate Ballistic Missiles.

ADue to the very short time window in the defense against Ballistic Missiles, they will have to be engaged
automatically, which requires intercept authorization and rules of engagement to be agreed upon in advance.
All part of an effective C4ISR / BM system in both peace time and war. This will also act as a Force Multiplier.

AEvident that the key to an effective BMD lies in regional cooperation, which can take a range of forms from

coordination and cooperation between command centers and defense systems for BMD purposes - while enabling

each state to control its own defenses. Similar to the 0
centers in the GCC states, which produces a Common Operational Picture.

ACooperation to be comprehensive in nature, leading to a near-real time situation awareness of the military

developments in the area, hostile and friendly military capabilities and their operational levels. This would also

be in the form of cooperation into BMDs and NBC threat assessment. Thisrequiresan C4ISRcapabi |l ity i n al
components.

AUnmannedAi r Syst emdnmandei&8ds) Vehi cles (UAVOsS) .

AAs the Front Lines will be over the Arabian Gulf region, the Navy will have to play a role in Air Defenses and in a
Ballistic Missile Defense Network. Sea based systems will provide an efficient and highly mobile defense against
Theater Ballistic Missiles.

AThe Naval System will allow the BMD command to move its defense capabilities close to the enemy sites and serve
as a forward deployed sensor and will have the Long Range Engagement and Tracking Capability. This will extend the
battle space of the BMDs and contribute to an integrated layered defense.
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Oil and Gas Fields in the Gulf Region
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Gulf States

Total Oil Supply 2008
(Thousand Barrels Per Day)
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Gulf States

Crude Oil Proved Reserves 200¢
(Billion Barrels )
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World

Crude Oil Proved
Oil Reserves 1342
(Billion Barrels)

Total Oil Supply
(Million Barrels 85.5
per Day)

Proved Reserves
of Natural Gas 6,254
(Trillion Cubic Ft)

(Source: www.eia.doe.gov)
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