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Key Issues Addressed
ATerrorism
Asymmetric Warfare;
AViaritime and Border Security;
ACombating Piracy:
KCritical facilities and Infrastructure;
ARole of Chokepoints; and
ARole of State and NorState Actors
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— Key Solutions

Mrepare for all types of threats, and full spectrum of
terrorism and asymmetric warfare;

Alointness and interministry cooperation;
ARegional and international cooperation
Aocus on both active and passive defense;

ABroad, non-compartmented situational awareness with real
world operational response- critical value of IS&R and C4l,

Antelligence Cooperation
AlGaming and fired teamingo

ADesign civil and commercial facilities and infrastructure
for deterrence and defense. .
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Global Patterns in Terrorism versus Terrorism in
Middle East, Afghanistan, and Pakistan in 2008

Approximately 11,800 terrorist attacks against noncombatants occurred in various
countries during 2008, resulting in over 54,000 deaths, injuries and kidnappings.

ACompared to 2007, attacks decreased by 2,700, or 18 percent, in 2008 while deaths
due to terrorism decreased by 6,700, or 30 percent.

M\s was the case last year, the largest number of reported terrorist attacks occurred
in the Near East, but unlike previous years, South Asia had the greater number of
fatalities. These two regions were the locations for 75 percent of the 235 high
casualty attacks (those that killed 10 or more people) in 2008.

Attacks in Iraq, Afghanistan and Pakistan accounted for about 55 percent of all
attacks

AOf the 11,770 reported attacks, about 4,600, or nearly 40 percent, occurred in the
Near East where approximately 5,500 fatalities, or 35 percent of the worldwide total,
were reported for 2008.

Anttacks in Iraq have continued to decline since 2007.

Annother 35 percent of the attacks occurred in South Asia with Afghanistan and
Pakistan registering increased attacks.

Aattacks in Pakistan more than doubled in 2008.

National Counterterrorism Cente2008 Report on Terrorisn30 April 2009, http://www.nctc.gov/, p. 11.
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Most Likely Foreign Threats
Are Not Formal Conflicts

ADirect and indirect threats of using force. (I.e. Iranian efforts at
proliferation)

AUse of irregular forces and asymmetric attacks.

AProxy conflicts using terrorist or extremist movements or exploiting internal
sectarian, ethnic, tribal, dynastic, regional tensions.

AArms transfers, training in host country, use of covert elements like Quds
force.

AHarassment and attrition through low level attacks, clashes, incidents.
ALimited, demonstrative attacks to increase risk, intimidation.

AStrike at critical node or infrastructure.
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—______ Going Nuclear: Intimidation as a Form
of Terror

AEven the search for nuclear power is enough to have a major effect.
ADevelopment of long range missiles add to credibility, and pressure.

ACrossing the nuclear threshold in terms of the bomb in the basement
option.

AThreats to Israel legitimize the capability to tacitly threaten Arab
states. Support of Hamas and Hezbollah increase legitimacy in Arab
eyes-- at least Arab publics.

AMany future options: stockpile low enriched material and disperse
centrifuges, plutonium reactor, underground test, actual production,
arm missiles, breakout arming of missiles.

Meclared forces, undeclared forces, lever Israeli/lUS/Arab fears.

7



CSIS \ inskbhiedilpnian.
Going Asymmetric: Leveraging Weak
Conventional Forces for Intimidation

ACombined nuclear and asymmetric efforts sharply reduce need
for modern conventional forces-- which have less practical value

ALinkages to Syria, Lebanon, other states, and anstate actors
like Hamas and Hezbollah add to ability to deter and
iIntimidate/lever.

ACan exploit fragility of Gulf, world dependence on oil exports,
GCC dependence on income and imports.

AThreats to Israel again legitimize the capability to tacitly
threaten Arab states
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Source: Adapted by Anthony H. Cordesman from
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Key Ships for Asymmetric Warfare
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Amphibious Ships & Landing Craft, 2009
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Air/Missile Threats

Arecision air strikes on critical facilities: Raid or mass attack.
Aerror missile strikes on area targets; some chance of smart, more accurate Kkills.
AGrowing use of UAVs; possibility of use for unconventional strikes.
Asariationon 19871 988 fiTanker War 0

ARaids on offshore and critical shore facilities.

AStrikes again tankers or naval targets.

Anttacks on US-allied facilities

But:

A ow nearterm probability.

Adigh risk of US and allied intervention.

A imited threat power projection and sustainability.

AJnclear strategic goal.
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Comparative High
Quality Fighter/Attack,
2009
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Comparative High Quality Combat
Air Strength By Type
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Planning for Asymmetric Warfare

ADeterrence and conflict prevention as critical as defense.
ANeed integrated GCC force planning and war planning efforts.

Alust show GCC will act together. Threats cannot divide or exploit weakest
link.

AExercise rlelavedtwar igaemdes to deter |
requirements.

AFollow-up with realistic CPXs and FTXs.

AEmphasize joint warfare approaches that tie in paramilitary and security
forces.

ADemonstrate have exercised a retaliatory capability.
Alnteroperability with other Gulf states and with US, UK, France.

ADefend againsistrikes at critical nodes and infrastructure.

17
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The Islamic Revolutionary Guards Corps

A125,000+, drawing on 1,000,000 Basij.
Aey is 20,000 Naval Guards, including 5,000 marines.

AArmed with HY -3 CSSC-3 Seersucker (612 launchers, 100 missiles, 95
100 km), and 10 Houdong missile patrol boats with 802s (120 km), and
40+ Boghammers with ATGMSs, recoilless rifles, machine guns.

A arge-scale mine warfare capability using small craft and commercial
boats.

Mased at Bandar eAbbas, Khorramshar, Larak, Abu Musa, Al Farsiyah,
Halul, Sirri.

Al RGC air branch reported to fly UA\
strategic missile force.

Al Shahab SRBM Bde (30600700 km) with 1218 launchers, 1 Shahab
3 IRBM Btn (1,200-1,280 km) with 6 launchers and 4 missiles each.

18
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IRGC Key Assets and Capabillities

Arhe IRGC hasa wide variety of assetsat its disposalto threaten shipping lanesin
the Gulf, Gulf of Oman, and the CaspianSea

28 Kilo (Type 877) and unknown number of midget (Qadr-SS-3) submarines smart
torpedoes,(anti-ship missiles?)and smart mine capability.

AJseof 5 minelayers,amphibious ships, small craft, commercial boats
Attacks on tankers, shipping, offshore facilities by naval guards.

MARaids with 8 P-3MP/P-3F Orion MPA and combat aircraft with anti-ship
missiles(G801K (8-42km), CSSN-4, and others).

Aree-floating mines,smart and dumb mines, oil spills.

A.and-based,long-range anti-ship missilesbasedon land, islands (SeersuckerHY-2,
CSSC-3), and ships(CSSN-4, and others. Sunburn?).

Aorceswhoseexercisesdemonstratethe capability to raid or attack key export and
infrastructure facilities.

19
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IRGC Naval Branch Modernization

ALarge numbers of antiship missiles on various types of launch platforms.
ASmall fastattack craft, heavily armed with rockets or anti-ship missiles.
AMore fast mine-laying platforms.

AEnhanced subsurface warfare capability with various types of submarines and sensors.

AMore small, mobile, hard-to-detect platforms, such as sersubmersibles and unmanned
aerial vehicles.

AMore specialized training.

AMore customized or purposebuilt high-tech equipment.

ABetter communications and coordination between fighting units.
AMore timely intelligence and effective counterintelligence/deception.

AEnhanced ability to disrupt the enemies command, control, communications, and
intelligence capability.

AThe importance of initiative, and the avoidance of frontal engagements with large U.S.
naval surface warfare elements.

AMeans to mitigate the vulnerability of even small naval units to air and missile attack.

20
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IRGC Naval Branch

AThe IRGC has a naval branch consists of approximately 20,000 men, including marine units
of around 5,000 men.

AThe IRGC is now reported to operate all mobile lanebased antiship missile batteries and
has an array of missile boats; torpedo boats; catamaran patrol boats with rocket launchers;
motor boats with heavy machine guns; mines as well as Yono (Qaditlass midget
submarines; and a number of swimmer delivery vehicles.

AThe IRGC naval forces have at least 40 light patrol boats, 10 Houdong guided missile patrol
boats armed with G802 antiship missiles.

AAlhe 1 RGC controls Irand6s coast al defense f
Seersucker landbased antiship missile unit deployed in five to seven sites along the Gulf
coast.

AThe IRGC has numerous staging areas in such places and has organized its Basij militia
among the local inhabitants to undertake support operations.

AIRGC put in charge of defending Iran's Gulf coast in September 2008 and is operational in
the Gulf and the Gulf of Oman, and could potentially operate elsewhere if given suitable
sealift or facilities.

ACan deliver conventional weapons, bombs, mines, and CBRN weapons into ports and oil and
desalination facilities.

Aorce consists of six elements: surface vessels, midget and unconventional submarines,

missiles and rockets, naval mines, aviation, and military industries.
21
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IRGC Naval Branch Facilities

CSIS

AThe IRGC has numerous staging areas in such places and has organized its
Basij militia among the local inhabitants to undertake support operations.

AThe naval branch has bases and contingency facilities in the Gulf, many
near key shipping channels and some near the Strait of Hormuz.

AThese include facilities at AlFarsiyah, Halul (an oil platform), Sirri,
Abu Musa, Bandaere Abbas, Khorramshahr, and Larak.

Alran recently started constructing new naval bases along the coasts of the
Gulf and the Sea of Oman for an faiI m

AOn October 27, 2008, Iran opened a new naval base at Jask, located at the
southern mouth of the Strait of Hormuz, a strategic chokepoint for Persian
Gulf all.

22
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Expanding Mission

Alran's Deputy Army Commander Brigadier General Abdolrahim Moussavi
has announced that Iran is commitment to expanding its strategic reach,
arguing that, "In the past, our military had to brace itself for countering
regional enemies. This is while today we are faced with extr@gional
threats."

Alran upgraded a naval base at Assalouyeh in Iran's southern Bushehr
province.

AThis base is the fourth in a string of IRGC bases along the waterway
that will extend from Bandar Abbas to Pasa Bandar near the Pakistan
border.

Aart of, what IRGC's Navy Commander Rear Admiral Morteza Saffari
describes as a new mission to establish an impenetrable line of defense a
the entrance to the Sea of Oman.

23
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Expanding Capabillities

AForces can carry out extensive raids against Gulf shipping, carry out regular amphibious exercises with the
land branch of the IRGC against objectives like the islands in the Gulf, and could conduct raids against
countries on the southern Gulf coast.

Alran could launch a coordinated attack involving explosivesaden remotecontrolled boats, swarming
speedboats, sermsubmersible torpedo boats, FACs, kamikaze UAVs, midget and attack submarines, and shore
based antiship missile and atrtillery fire.

ACoul d s wa-esooted eonvoy. oSsurface action group transiting the Strait of Hormuz, and barrages
of rockets with cluster warheads could be used to suppress enemy defensive fire and carrier air operations.

ANaval Guards work closely with Iranian intelligence and appear to be represented unofficially in some
embassies, Iranian businesses and purchasing offices, and other foreign fronts.

Aran has launched a domestic weapons procurement campaign aimed at improving its defense capabilities and
has announced the development of 109 types of advanced military equipment over the past two years.

An December 2008 Iranian Navy Rear Admiral Habibollah Sayyari confirmed the delivery of two new
domestically-built missile boats, Kalat (Fortress) and Derafsh (Flag), as well as a Ghasitass light
submarine to the lranian navy.

AThe deputy commander of the IRGC's navy, Rear Admiral Ali Fadavi, told the Fars News Agency on 11
November 2008 that both unmanned speedboats and UAVs are now mgmseduced in the country.

AOon December 6, 2008 the Iranian Navy tedired a new surfaceto-surface missile from a warship as
part of exercises along a strategic shipping route. "The Nas2 was fired from a warship and hit its target
at a distance of 30 km (19 miles) and destroyed it," Iranian state run radio reported.

24



CSIS |

CENTER FOR STRATEGIC &
INTERNATIONAL STUDIES

Iranian Asymmetric Doctrine

Alran sends signals about its use of asymmetric warfare through its military parades and
exercises.

AThe IRGC often claims to conduct very large exercises, sometimes with 100,000 men or more.
The exact size of such exercises is unclear, but they are often a small fraction of IRGC claims.

AOne important aspect of the exercise was the almost total absence of the regular Iranian navy,
whose functions are more oriented towards the classical tasks of sea denial and power
projection ashore in the Gulf and the Straits of Hormuz.

ABYy displaying both its real and virtual military (e.g. naval) fighting capabilities through
electronic, printed and network media, and through endless official statements, Iran tends to
achieve the following politicadiplomatic and propaganda ends (4Ds):

Source: Jahang
Future Conflic

ADefiance (to maintain a course of resistance, targeting primarily the Western political will and

system).

ADeception (on the real state of Iranian warfighting capabilities, targeting the Western military
establishments).

ADet errence (with the | RI military fAmighto, tar
media).

ADemonstration (of the outreach of its own power, targeting the Iranian people and the Moslem world).

ir Arasli, fiObsol ete Weapons, Unconventioanfaa{eIDocTriaecirtai25s,
t,o0 George C. Mar shall European Center For Security St
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AOn September 1, 2007, Khamenei promoted Mohammad Ali Jafari, then coordinator of the
IRGC Research and Command Center, to the rank of major general and the post of
commander in chief of the IRGC.

AThroughout his military career Jafari has emphasized asymmetrical warfare and developing
Iran's ballistic missile capabilities throughout his military career

Aln 1992, he was appointed commander of the ground forces. One of the tasks he carried out
in this capacity was "to study and assess the strengths and weaknesses of America [as
refl ected] I n Its attacks on Afghanistan an

AJafari has outlined the strategy he means to promote as IRGC commander, reiterating his
commitment to developing Iran's ballistic missile capabilities and the asymmetrical warfare
capacities of the IRGC:

AAsymmetrical warfare... is [our] strategy for dealing with the considerable capabilities

of the enemy. A prominent example of this kind of warfare was [the tactics employed by
Hizbullah during] the Lebanon war in 2006... Since the enemy has considerable
technological abilities, and since we are still at a disadvantage in comparison, despite the
progress we have made in the area of equipment, [our only] way to confront [the enemy]
successfully is to adopt the strategy [of asymmetric warfare] and to employ various
methods of this kind."

Sources multiple media outlets including: Rooz, Sharq, Baztab;&8atdeq, Mehr, Aftall;ars News Agency, MEMRI, Reuters, Associated Press, 26
etc.
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IRGC Commander and Asymmetric Strategy- I

AIRGC commander Mohammad Ali Aziz Jafari statements on asymmetric strategy
continued:

AJafari has said in the past that, in the case of a confrontation with the West,
Iran will be willing to employ the organizations under its influence. In a
January 2005 speech to intelligence commanders from the Basij and IRGC,
Jafari - then commander of the ground forces stated: "In addition to its own
capabilities, Iran also has excellent deterrence capabilities outside its [own
borders], and i f necessary it wildl

A'the Revolutionary Guards [Corps] will invest efforts in strengthening its
asymmetrical warfare capabilities, with the aim of successfully confronting the
enemies. n

A'After September 11, [2001], all [IRGC] forces changed their [mode of]
operation, placing emphasis on attaining combat readiness. The first step
[towards achieving] this goal was to develop [a strategy] of asymmetrical
warfare and to hold maneuvers [in order to practice it]."

Sources multiple media outlets including: Rooz, Sharg, Baztab-&8alleq, Mehr, Aftati;ars News Agency, MEMRI, Reuters, Associated Press,
etc. 27
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Some Tangible Examples

Alranian tanker war with Irag

AOil spills and floating mines in Gulf.

ALi byan fistealtho mining of Red S
AUse of Quds force in Iraqg.

Alranian use of UAVs in Iraq.

Ail ncidentso in pilgrimage in Mak
ASupport of Shiéite groups in Bah

AMissile and space tests; expanding range of missile programs (future
nuclear test?).

ANaval guards seizure of British boat, confrontation with US Navy,
exercises in Gulf.

ADevel opment of | imited ficlose th
AFlow of illegal's and smuggling across Yemeni border.

28
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Iranian Military Exercises: 2006-2009- |

January 27, 2006:1ran completes major military exercise that testes Teheran's ability to attack Gulf shipping and
Arab oil facilities. Sources said the exercise was designed to test capabilities to strike U.S. and Arab targets
throughout the area of the Gulf. According to a diplomatic source, the exercise was meant to show the West that
could stop all oil shipments in the Gulf and destroy numerous oil facilities in Gulf Arab countries,” and included a
range of fightefets and helicopters from the Iranian Air Force, with the Iranian navy contributed surface vessels a
submarines.

August 19, 20061ran launches a series of largeale military exercises aimed at introducing the country's new
defensive doctrine, staten television reported. The television report said the military exercise would occur in 14 o
the country's 30 provinces and could last as long as five weeks.The first stage of the maneuvers began with air
strikes in the southeastern province of Sistan va Baluchistan,. The military exercise, is said to involve 12 infantry
regiments, and is called "The Blow of Zolfaghar," in reference to a sword that belonged to Imam Ali, one of the m
revered figures for Shi‘ite Muslims.

November 3, 2006iran’'s Revolutionary Guards began another series exercises on days after a UnitdeldStates
naval exercise began in the Gulf. Iran began the 10 days of maneuvers in the Gulf by test firing dozens of missile
including the longrange ShahaB (estimated range: 2000 km or 1,240 miles), and the SHahalich Iran says

can carry a cluster warhead that can deliver 1,400 bomblets at once.Major General Yahya Rahim Safavi, leader
the Revolutionary Guards, says on television that Iran's military exercises were not meant to threaten neighborin
countries. "We want to show our deterrent and defensive power terégiosal enemies, and we hope they will
understand the message of the maneuvers," he said. "The first and main goal is to demonstrate the power and
national determination to defend the country against possible threat." General Safavi said the exercises would la
days and would take place in the Gulf, the Gulf of Oman and several Iranian provinces.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated 29
Press, etc.
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Iranian Military Exercises: 2006-2009 ||

March 23-302007:l r ands r egul ar -loNggwargamesaon its sonteesn sherese ke military
exercises are being carried out in the Gulf by Iran's regular Navy, the report said, adding that they would contint
until March 30.

January 7, 2008:US ships harassed by Iran. Iranian boats approach three U.S. Navy ships in the strategic Strait
Hormuz, threatening to explode the American vessels. U.S. forces are reported to be on the verge of firing on th
Iranian boats, when the boatiselieved to be from the Iranian Revolutionary Guard's Rduyn and move away. A
Pentagon official say. "It is the most serious provocation of this sort that we've seen yet,"” He says the incident
occurs at about 5 a.m. local time Sunday as Navy cruiser USS Port Royal, destroyer USS Hopper and frigate U
Ingraham were on their way into the Gulf and passing through the-sdraifjor oil shipping route. to take evasive
maneuvers. There were no injuries but the official said there could have been, because the Iranian boats turned
"literally at the very moment that U.S. forces were preparing to open fire" in self defense.

July 7, 2008:Iran's elite Islamic Revolutionary Guards Corps launch laogde, fiveday wargames, dubbed
AExercise Stake Neto, was carried out in the Strai
weapons were brought into play. The Iranian military maneuvers take place on the same day the United States
announces it too will holding naval exercises in the Gulf.

Iranian state media say that the military maneuvers by the IRGC's Navy and Air Force missiles unit are aimed a
improving the force's military abilities. Separately, Brigadier General Mahmoud Chaharbaghi, commander of the
| RGC Ground Forces artillery and missiles unit, al
weapons and cluster bomibsan later tesfires nine missiles including what is claims is an upgraded version of
Shahak3 ballistic missile with a onton warhead capable of destroying targets within a 2kl@tneter (1,245

mile) range.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated 30
Press, etc.
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Iranian Military Exercises: 2006-2009- Il

September 7, 2008tran’'s armed forces test the country's new weapons systems and defense plans-oag three
military maneuver. Iran's naval forces claim to have made a breakthrough in building various types of "radar
evading" submarines to guard its territorial waters. The IRGC says it successftiieteativanced shot®-sea,
surfaceto-surface and se@-air missiles. The Islamic Revolution Guards Corp (IRGC) and the Army take part in
drills involving anttaircraft defense systems. The main purpose of the maneuvers is to maintain and promote the
combat readiness of relevant units and to test new
Admiral Habibollah Sayyari, said Iran is upgrading its naval fleet with a new generation of domebtidally
submarines.

September 15, 2008The Islamic Republic Air Force tests Iran's domestade warfare in a joint military exercise
with the IRGC, the Defense Ministry says. The joint aerial maneuver is aimed at boosting Iran's defensive
capabilities and operational tactics, Iran's Defense Minister Brigadier General Mostafa Mohidajjaadaid. The
military exercise, which involves The Islamic Republic of Iran Air Force (IRIAF) and the Islamic Revolution Guard
Corps (IRGC), comes in the wake of escalating US and Israeli threats to strike the country's nuclear facilities.

October 10, 20081slamist militiamen affiliated to Iran's Islamic Revolutionary Guards Corps (IRGC) stage military
exercises in the suburbs of Tehran on Friday to defend the Iranian capital against "natural disasters" and "enemy
assaults". Members of the paramilitary Basij take part in military drills under the command of the Tharallah Garris
in Tehran. Similar war games are held in Karaj, Islamshahr, Shahre Rey, Rabat Karim, and Varamin, said the acti
deputy commandant of the IRGC, Brigadier General Mohammad Hejazi, who also commands the Tharallah
Garrison. The maneuvers last for 48 hours. Meanwhile another senior Basij leader announces that the paramilita
force is giving specialized training" to its units across Iran."These units are receiving specialized air, sea and groi
training to be prepared for defending the country, the ruling establishment, and the revolution”, said Brigadier
General Ahmad Zolgadr on the sidelines of a military parade in Zanjan;westhran. Zolgadr is the operational

commander of the Basij.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated 31
Press, etc.
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Iranian Military Exercises: 2006-2009- IV

November 12,2008 r an | aunc hes aandembalistiomidsilke dubbead "Sajjil," but ity general layout was
indistinguishable from the description of the "Ashura," which was fligbted about one year ago.

December 27, 2008:Iran announcerecent upgrades to the Naval Base in Asalouyeh and the now online base facilities in
port of Jask. Iranian officers state that long range tactical missile silos and shore baseigp amssiles have long beenyke
aspects of planning of potential military operations in the event of an open conflict. Top Iranian Army commander Major
General Ayatollah Saleh is quotedRresstv Nov 3@s saying "the heavy weight of the enemy warships provides the Iranian
side with an ideal opportunity for launching successful cotattacks" Iran announces that it is in the final stages of pignni
an extensive naval and military exercise 'Unity 87' due to commence in December 2008. Iran says it will seek to accomp
objectives that include defense against a Israeli and US threat, closing the Strait of Hormuz to local and internatiogal shi
and the testing new and improved military equipment and tactics.

Admiral Qasem Rostamabadi tells states radio that "The aim of this maneuver is to increase the level of readinesavef Irat
forces and also to test and to use domesticalge naval weaponry." He says the naval maneuvers cover an area of 50,00C(
square miles, including the Sea of Oman off Iran's southern coast. "In thisysi@ng maneuver there will be more than 60
combat vessel units," Kayhan quotes Admiral Habibollah Sayyari, commander of the navy as saying it will include destro
missileequipped battleships, submarines, spemarations teams, helicopters, and fighter planes. Iran has previously claim
it could close the Strait of Hormuz to shipping, through which about 40 percent of the world's globally traded oil passes.
United States has pledged to protect shipping routes. An Iranian naval commander says a week earlier that the country's
could strike an enemy well beyond its shores and as far away as-Bal@db, the southern entrance to the Red Sea that lea
to the Suez Canal. Iran tegies a new surfaceo-surface missile from a warship in a strategic shipping route, as partwéthe
games in the Sea of Oman and the Gulf region: State radio reports, "The-tmdadace NasP missile was tested in the
(Sea of) Oman operational region,". IRNA reports that, "The-Rasas fired from a warship and hit its target at a distance of
30 km (19 miles) and destroyed it," adding it was the first test of the new, medalig® missile.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated 32
Press, etc.
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Iranian Military Exercises: 2006-2009- V

Mach 8, 2009:Iranian officials reported "successfully” testing a newtaisea missile with a range of 110

kilometers (68 miles), the Fars news agency reported. It did not say when the test was conducted. "Iranian defe
specialists are able to successfully install missiles with a range of 110 kilometers on fighter planes and launch tt
the report said, adding that the higrecision weapon weighs about 500 kilos. The report said the latest test showe
the Islamic republic's "ability to automatically direct the missile and carry warheads to destroy large targets at se

May 20, 2009:Iran testfired a solidfuel missile capable of reaching Israel or US bases in the Middle East. Iranian
officials claim that the twestage, solidfuel Sajjil-2 surfaceto-surface missile has a range of approximately 2,000km
(1,240 miles). Iranian Defense Minister Mostafa Mohammad Najjar, claimed that in addition to the increase in
range, the SajjiR differs from the Sajjil missile launched in Novmeber 2008, because it "is equipped with a new
navigation system as well as precise and sophisticated sensors," according to Iran's official news agency, and :
that the missile |l anded fAiprecisely on the target.

Reports also indicate thatthe Sajjilo s r eact i on t i20reirutefaster thiarethe Shalbab serieS tBat

came before it. Its solid fuel booster may also be is also reliable, particularly in a mobile basing; and haves less
for maintenance. Its mobility launcher might also be harder to detect since the TEL requires fewer suppori-vehic
although the Shahab does use storable liquid fuels and the difference is might not be a serious as some source
indicate.

May 26, 2009:Iran sent six warships into international waters including the Gulf of Aden, a local newspaper
reported, just days after it tefited its Sajjil-2 missile. "We have dispatched six warships to international waters an
the Gulf of Aden," naval commander Habibollah Sayari was quoted as saying in the Jomhuri Eslami. "This missi
shows our increased capability in dealing with any foreign threat,"” he said. Iranian officials said on May 14 that t
Islamic republic had dispatched two warships to the Gulf of Aden but it was unclear whether they were among tt
six announced by Sayari.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated
Press, etc.
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Iranian Military Exercises: 2006-2009- VI

June 1, 2009:The Iranian air force has launched a large military exercise dubbed "Thunder 88" over its regional waters,
official media indicated. Iranian TV said the Air Force carried out maneuvers using various types of combat aircraft, a mov
that coincided with the Defense Ministry's launching of three new Ghldis submarines for its naval fleet (bringing thel tota
number of the sonavading vessels to seven) and 18 speedboats at the port of Bandar Abbas near the Straits of Hormuz,
Kuwait news agency KUNA reported. Officials said the exercises are meant to enhance the Iranian Air Force's capabilitie
to train them to safeguard navy ships. Iran's Mehr news agency said the Bandar Abbas ceremony was attended by Army
Commander Ataollah Salehi and Defense Minister Modtédaammad Najjar, KUNA reported.

The Ghadir class is a smaller vessel with a displacement of around 120 tons. The semiofficial Fars News Agency in 2007
the Ghadir class was equipped with stealth technology. The news comes amid a flurry of Iranian defense activity. Iran in N\
inaugurated a production line for a military hovercraft, dubbed the Younes 6. Meanwhile, Iran announced the military
production of some 20 other military devices, including laser systems and electronic warfare devices. Production also beg
a 40mm antcruise cannon dubbed Fath, which is capable of reaching targets as far as 7 miles away with a firing rate of 3
rounds per minute. The Sejfil surfaceto-surface solifuel missile, meanwhile, was launched in May with a range capable of
reaching Israel.

June 6, 20091ran has started production of a new grotmair missile system, Iranian media, amid persistent speculation
that Israel might attack the Islamic Republic's nuclear facilities. "The range of this defense system (missile) is #@kathan
and it is able to pursue and hit the enemy's airplanes and helicopters on a smart basis and at supersonic speed," Defence
Minister Mostafa Mohammad Najjar said, without specifying how the missile compared to previous such weapons.

June 22, 2009iran began three days of air force exercises on in the Gulf and the Sea of Oman to raise operational and st
capability, Iranian media said. "Lordistance flights of around 3,600 km (2,237 miles) along with aerial refueling from tankel
to fighter jet and from fighter jet to fighter jet will be part of this exercise," state broadcaster IRIB's website rdponted.
altitude flights over the waters of the ... Gulf and the Sea of Oman by Iranian fighter jets over distances of 700 $mbevill al
tested.," it said. IRIB reported that the exercises were also aimed at raising the force's ability to use intelliggnte aircra
send signals and analyze threatsi.

Sources multiple media outlets including: Iranian State Radio, IRNA, Rooz, Sharq, Baztale, Saddr, Mehr, Aftab, Fars Newgexcy, MEMRI, Reuters, Associated
Press, etc.
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The Broader Patterns in Iranian Activity

Iranian Actors

Revolutionary Guards
Al Qaeda force
Vevak/other intelligence
Arms transfers
Military and security advisors
Clerics, pilgrims, shrines
Commercial training
Finance/investment
Investment/training companies
Education: scholarships, teachers
Cultural exchanges
Athletic visits

Related States/ Target/Operating
Non-State Actors Country
Iran Iraq
Syria Israel
Hezbollah Egyp_t
Hamas Kuwait
Mahdi Army Bahrain
Yemeni Shi 6i tYergen
Bahraini Shi ggbanen
Saudi Shi oi f\ghgnistan
Venezuela
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The Al Quds Force- |

AComprised of 5,000 15,000 members of the IRGC (Increased size of force in 2007)
AEquivalent of one Special Forces division, plus additional smaller units
ASpecial priority in terms of training and equipment

APlays a major role in giving Iran the ability to conduct unconventional warfare overseas using
various foreign movements as proxies

ASpecialize in unconventional warfare mission
AContr ol many of I randés training camps for
AHas offices or fAsectionso in many | ranian

Arhrough its Quds Force, Iran provides aid to Palestinian terrorist groups such as Hamas,
Lebanese Hizballah, Iragbased militants, and Taliban fighters in Afghanistan.

Mespite its pledge to support the stabilization of Irag, Iranian authorities continued to provide
lethal support, including weapons, training, funding, and guidance through its Quds Force.

AGeneral David H. Petraeus has stressed the growing role of the Quds force and IRGC in
statements and testimony to Congress.

Source: various news outlets, CRS reports, Congressional testimony, Intelligence assessments and official statements. 36
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The Al Quds Force- Il

Auds Force continue to provide Iragi and Afghani militants with:
Aspecialized training,
Afunding,
Alranian -produced advanced rockets,
Asniper rifles,
Aautomatic weapons,
Amortars,
Almprovised Explosive Devices (IEDs)

Aand explosively formed projectiles (EFPs) that have a higher lethality rate than other
types of IEDs

ASince 2006, Iran has arranged a number of shipments of small arms and associated
ammunition, rocket propelled grenades, mortar rounds, 107mm rockets, and plastic
explosives, possibly including masportable air defense systems (MANPADS), to the Taliban.

Alsraeli defense experts continue to state that they believe the IRGC and Quds force not only
played a major role in training and equipping Hezbollah, but may have assisted it during the
Israeli-Hezbollah War in 2006, and played a major role in the Hezbollah anhip missile
attack on an I-chassanesdile patidledoeayy Saodar

Source: various news outlets, CRS reports, Congressional testimony, Intelligence assessments and official statements. 37
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Iran and Hezbollah - |

AHezbollah was originally formed in 1982 by Iranian seminarians.
Al ranés aid packages (arms and money) to Hez

Alran has gone from supplying small arms, shorrange missiles and training to providing more
sophisticated longrange missiles and other higheend weaponry

A Iran exported thousands of 122mm rockets and Fajr-4 and Fajr-5 long-range rockets to
Hezbollah in Lebanon, including the Arash with a range of 2029 kilometers.

A Between 1992 and 2005, Hezbollah received approximately 11,500 missiles and rockets;

400 short and mediumrange pieces of artillery; and Aresh, Nuri, and Hadid rockets and
transporters/launchers from Iran.

A In 2005, Iran sent Hezbollah a shipment of large Ugab missiles with 338illimeter

warheads and an enormous supply of SA and G802 missiles, two of which were used in
an attack on an Israeli ship.

Alran also supplied Hezbol |l ah wMirsdd, thatiHezbotlak n o w
briefly flew over the Israel-Lebanon border on November 7, 2004, and April 11, 2005; at least
three were shot down by Israel during the summer 2006 war.

Alran supplied Hezbollah advanced surfaceo-air missiles, including Strela2/2M, Strela-3, Igla-

1E, and the Mithag-1. The same missiles were reported to have been used to target Israel
helicopters.
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Iran and Hezbollah - |1

During Hezboll ahds summer 2006 war with |s
weapons stocks.

Adezbollah has recovered from its 2006 confrontation with Israel and has been able to rearm
and regroup, and Iran has been an important part of that recovery.

Avarious Types of Rockets, reportedly increasing its stockpile to 27,000 rockets, more
than double what Hezbollah had at the start of the 2006 war.

AAmong the deliveries were 500 Iraniarma d e fiZel zal 06 ( Eart hqua
range of 186 miles, enough to reach Tel Aviv from south Lebanon.

AFi ghting in Lebanon in 2006 seems to have
Hezboll ahés | oss of weapons and fighters 1ir
to its reputation and position within Lebanon made it more reliant upon Iran.

AElements of Hezbollah planned attacks in Egyptian Sinai; operate in Iraq

Source Multiple news outlets and Congressional reports and Intelligence assessments including: ii | s r Rezeks &ays Iran Arming Hizbollah.0 Reuters, February 4, 2002;
Kenneth Katzman, Iran: U.S. Concerns and Policy Responses, Congressional Research Service Report for Congress RL32048, April 14, 2009, available at:
http://www.fas.org/sgp/crs/mideast/RL32048.pdf; Robin Hughes, fi | r Amswers Hizbullah Call for SAM Sy s t e dha n éDéfence Weekly, August 7, 2006, available at:
www.janes.com/defence/news/jdw/jdw060807_1_n.shtml; Rotella, Sebastian. fi | lkebanon, Hezbollah Arms Stockpile Bigger, Deadlier.0 Los Angeles Times, May 4, 2008;
Shadid, Anthony. i Ar mWitth | r a Milosis, Fighters Turn to Rebuilding.0 Washington Post, August 16, 2006; MEMRI, fi | raadnthe Recent Escalation on | s r aB®idebss
Reaction in Iran, Lebanon, and Sy r iSpeciab Dispatch Series no. 1207, July 17, 2006, available at: www.memri.org/bin/articles.cgi?Page=archives&Area=sd&ID=SP120706; Ali
Nouri Zadeh, fiL30 Officers from the Iranian Revolutionary Guard Corps and Quds Force Aid Hezbollah: 11,500 Missiles and Rocket-Propelled Grenades Sent from Tehran to
He z b o | Aslkaty, AbAwsat, July 16, 2006, available at: www.aawsat.com/details.asp?section=4&issue=10092&article=373305&search=C802 &state=true; fi N e kanian
capabilityist r o u b | eTeeoWashington Times, 19 February 2009; The Israel Project, i H e z b dHarhaa Rearm as Israel Works to Resume Peace P r o c epsess,retease,
February 22, 2007, available at: www.theisraelproject.org/site/apps/nl/content2.asp?c=hsJPKOPIJpH&b=689705&ct=3601455., etc.
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lran and Hamas

Alran openly supported Hamas and spoke out against the lack of support
for Hamas by Arab regimes throughout the Middle East during
engagements between the IAF and Hamas in late 2008 and early 2009 in
Gaza.

Alran provided training, arms and logistical support to Hamas during the
fighting in Gaza between Israeli forces and Hamas militants in late
December 2008 and early January 2009.

Alsraeli intelligence sources continued to report Iranian efforts to rearm
Hamas after a ceasefire agreement was reached in January 20009.

Arms transfers come through Sudan and Sinai.

A evel of Iranian financial support uncertain.

Source Multiple news outlets and Congressional reports and Intelligence assessments including: Kenneth Katzman, Iran: U.S. Concerns and Policy Responses, Congressional
Research Service Report for Congress RL32048, April 14, 2009, available at: http://www.fas.org/sgp/crs/mideast/RL32048.pdf; Alon Ben-David, i | r a influemae looms as
fragile Gaza ceasefire h o | dlane'sDefence Weekly, 22 January 2009; Mike Shuster, i | r a SupparhFor Hamas Running High Post-G a z aNPR, available at: 4 February
2009, available at: http://www.npr.org/templates/rundowns/rundown.php?prgld=3; The Israel Project, i He z b oHarhas Rearm as Israel Works to Resume Peace Pr oc e
press release, February 22, 2007, available at: www.theisraelproject.org/site/apps/nl/content2.asp?c=hsJPKOPIJpH&b=689705&ct=3601455; etc.
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ATruth is there is limited regional cooperation among the Gulf nations with regards to Iran.

ARegionwide drive to bolster naval forces to countering the perceived growing threat from
Iran.

AOman, like Syria and Qatar, sees in Iran an important political and economic ally that is too
powerful and too potentially dangerous to ignore, let alone antagonize; while defying Egypt,
Saudi Arabia and other Arab nations in their efforts to curb Iranian influence and Nuclear
ambitions.

AUnited Arab Emirates, which is battling with Iranian leaders over the title to three Persian
Gulf islands, has done little to stop billions of dollars in annual trade with Iran.

ASunni-led Arab countries are concerned over Tehran's influence with the Shiitdominated
government in Iraq.

AQatar says it is mediating between Iran and Arab powers such as Egypt and Saudi Arabia,
where the ruling family feels threatened by Iranian power.

AContinued developments in Saudi and Egyptian outreach to Arab nations to unite against
Iranian influence and Nuclear Ambitions as well as outreach efforts to Syria in efforts to break
Iranian -Syrian ties.

AContinued U.S. engagement and fisecurity umb
Regional Cooperation in regards to Iran.



Securing the Gulf, Petroleum EXxports,
Key Infrastructure, and Key Imports
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World Energy Use: 19802030
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sources: History: Energy Infarmation Administration (EIA),
International Energy Annual 2006 (June-December 2008),
web site www.eia.doe.goviea. Projections: EIA, World
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Gulf Energy as Percent of World in 2007
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Proven Conventional Oil Reserves

(In Billions of Barrels)
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World Oil Consumption and
Non-OPEC Production
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Net Import Share of U.S. Liquid Fuels
Consumption, 19902030 (2008 Estimate)
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Unconventional Share of U.S. Liquid Fuels
199062030 (2008 Estimate)
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The Entire Gulf: Breaking the Bottle at Any Point
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Source: EIA, Country Briefs, World Oil Transit Chokepoints, January 2008
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Vulnerability of Gulf Oil Fields

>\\\\\ : :%z \\\ I8 [Primary Ofl and Gas Deposits in

CSIS

. the Middle East and the Shia
N \ Majority Areas.

\ A Major Oil field
A Super-Giant Qil field

N 4 Major Gas field

Islam:
B Shiism (to include Alevis/Alawis)
' | Sunnism (Hanafi, Shafi’i, Maliki)

Hunbli

[ ] Ibadism

[ Christianity
[ Judaism I
[ Other

1 Mixed population areas

| Sparsely populated areas
Uninhabited areas
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Energy Infrastructure is Critical, But

ASteadily rising global demand for Gulf crude, product, and gas
ARising Asian demand (much exported indirectly to the West)

Adeavy concentrations in facilities designed to economies of scale, not
redundancy.

APoor response planning, and loalgad time replacement for critical key
components.

ADay-to-day use often near limits of capacity
A ack of systems integration and bypass capability at national and GCC level
Amproving lethality and range of precision strike systems.

Mmarter saboteurs and terrorists.
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| ImEnrtant World Qil Trans it Ehukeeuints |

Key Gulf-Related Chokepoints- |
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Abu Musa, Tumbs, Hormuz: Factoids

A34 miles (55 KM) wide at narrowest part.

AChannels consist of Znile (3.2 km) navigable channels for inbound and outbound
traffic, separated by 2mile wide buffer zone.

A40% of all globally traded oil supply.

A5%-pl us of Japands oil [/

A13.4 MMBD of crude through Strait in May 2007

AAdditional 2 MMBD of products and over 31 million tons of LNG.

A90% of all Gulf exports go through Strait.

AE1A predicts exports will double to 3034 MMBD by 2020

ABulf will export 40% of worl dodés LNG by

Source: gandBrig. General Said Mohammed -Slowaidi, Martimer Challenges in the Gulf,
March 2008.
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Hormuz: Breaking the Bottle at the Neck
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A280 km long, 50 km
wide at narrowest point.

Arraffic lane 9.6 km wide,
including two 3.2 km
wide traffic lanes, one
inbound and one
outbound, separated by
a 3.2 km wide separation
median

Bantiship missiles now
have ranges up to 150
km.

ASmart mines,
guided/smart torpedoes,

Aloating mines, small
boat raids, harassment.

ICovert as well as overt
sSensors.
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NCl osing the Gul

A3 Kilo (Type 877) and unknown number of midget (QadtSS-3) submarines;
smart torpedoes, (antiship missiles?) and smart mine capability.

A Use of 5 minelayers, amphibious s
A  Attacks on tankers, shipping, off

A Rai ds-3MP/Pt3R Oridn MPA and combat aircraft with anti -ship
missiles:(G801K (842 km), CSSN-4, and others).

A Floating mines, smart and dumb mines, oil spills.

A L “asel, longrange anti-ship missiles based on land, islands (Seersucker
HY-2, CSSC-3), and ships (CSN-4, and others).

A Il RGC raids on key export facilit.y
Alranian built Nasr -2 ship based SSM.
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CSIS | The Bab El Mandab
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Suez

Source: EIA, Country Briefs,
World Oil Transit Chokepoints,
January 2008

Aan estimated 3.9 million bbl/d of oil flows northbound through the Suez Canal to the Mediterranean, while 0.6
million bbl/d travels southbound into the Red Sea.

AOver 3,000 oil tankers pass through the Suez Canal annually. With only 1,000 feet at its narrowest point, the
Canal is unable to handle large tankers.

ASuez Canal Authority (SCA) has discussed widening and deepening to accommodate VLCCs and ULCCs.

A00-mile long Sumed Pipeline, or Sueiediterranean Pipeline also provides a route by crossing the northern
region of Egypt from the Ain Sukhna to the Sidi Kerir Terminal.

Alhe pipeline can transport 3.1 million bbl/d of ci
(approximately 2.3 million bbl/d of crude) are transported through the Sumed pipeline.

AClosure would divert tankers around the southern tip of Africa, the Cape of Good Hope, adding 6,000 miles

transit time.
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