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The Warnings in the Weapons Annex to the IAEA Report of
November 8, 2011

l rands potenti al acquisition of nucl ear weapc¢c
with such weapons represents the most serious risk that shapes US, Arab, Israshesnd
international perceptions. It is an area which the exact details of threat perceptions are
particularly critical, although many key aspects of Israeli, US, arifipgtceptions as well as

the perceptions of the decision makers in other statgs again impossible to determine at an
unclassified level.

The new IAEA report issued on November 8, 2011 highlights both the evident and the
uncertainties involvedReports by groups like ISIS describe what the new IAEA report says

about l rands near term capability to manuf ac:
point in the new | AEA report do, however, pr
intenions:

Non-Compliance on Enrichment and Research Activity

Once again, Iran is failing to comply with its obligations under the Nuclearpxaieration
Treaty (NPT). The IAEA report states that:

e The Agency is still awaiting a substantive response from Iran to Agency requests foriffdireation in
relation to announcements made by Iran concerning the construction of ten new uranium enrichment
facilities, the sites for five of which, according Iran, have been decided, and the construafomne of
which was to have begun by the end of the last Iranian year (20 March 2011) or the start of this Iranian
year. In August 2011, DrAbbasi was reported as having said that Iran did not needolitd new
enrichment facilities during the next two yeahsn has not provided information, as requested by the
Agency in its letter of 18 August 2010, in connection with its announcement on 7 February 2010 that it
possessed laser enrichment technoloys a resul t of Il rands |l ack of co
Agency is unable to verify and report fully on these matters.

e Contrary to the relevant resolutions of the Board of Governors and the Security Council, Iran has not
suspended work on all hea water related projects, including the construction of the heavy water
moderated research reactor, the Iran Nuclear Research Reaef@ R&actor), which is subject &gency
safeguards.

e On 17 October 2011, the Agency carried out a DIV at thelQRReator at Arak and observed that
construction of the facility was ongoing and the coolant heat exchangers had been installed. According to
Iran, the operation of the HR0 Reactor is planned to commence by the end of 2013.

e Since its visit to the Heavy Wat@roduction Plant (HWPP) on 17 August 2011, the Agency,l@tter to
Iran dated 20 October 2011, requested further acoeld$VPP. The Agency has yet teceive areply to
that letter, and is again relying on satellite imagery to monitor the statd/BP. Based orecent images,
the HWPP appears to be in operation. To date, Iran has not provided the Agency ateekedoy water
stored at the Uranium Conversion Facility (UCF) in order to take samples.

e Although it is obliged to suspend all enrichmealated activities and heavy water related projdcas, is
conducting a number of activities at UCF and the Fuel Manufacturing Plant (FMP) at Esfsibhnas
described below, are in contravention of those obligations, although both facilities aneAgshcy
safeguards.

e Uranium Conversion Facility: On 18 October 2011, the Agency carried out a DIV at UCF dwwinigh
the Agency observed the ongoing installation of the process equipment for the conversioreofithiel
up to 20% U235 into U308. Dung the DIV, Iran informed the Agency that the initial teststto
conversion line, originally scheduled to start on 6 September 2011, had been postponed and would not
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involve the use of nuclear material.

e Contrary to the relevant resolutions of the BoafdGovernors and the Security Council, Iran is not
implementing its Additional Protocol. The Agency will not be in a position to provide credible assurance
about the absence of undeclared nuclear material and activities in Iran unless and until Iras phevid
necessary cooperation with the Agency, including by implementing its Additional Protocol.

e While the Agency continues to verify the ndiversion of declared nuclear material at the nudieilities
and LOFs declared by Iran under its Safeguardsedment, as Iran is not providing tmecessary
cooperation, including by not implementing its Additional Protocol, the Agency is unalpeotide
credible assurance about the absence of undeclaréshnucaterial and activities iman, andtherefore to
conclude that all nuclear material in Iran is in peaceful activities.

Development of Nuclear Weapons

What is different in this IAEA report, however, is that there is an explicit annex describing the
evidence that Iran is actively pursuing nuckaapons and putting them on nuclear warheads

e The Agency has serious concerns regar dgrogrgmmp.ossi bl e
After assessing carefully and critically the extensive information available to it, the Adiedsythe
information to be, overall, credible. The information indicates that Iran has carried out actétiest to
the development of a nuclear explosive device. The information also indicates that pricertd tfe2003,
these activities took place underteustured programme, and that some activities may stitingming.

e Given the concerns identified above, Iran is requested to engage substantively with the Witeoay
delay for the purpose of providing clarifications regarding possible mildaryme ns i onmucleaero | r an
programme as identified in the Annex to this repSihce late 2002, the Director General has reported to
the Board of Govercmomaorce®rons BbheutAgehey@®dature of I ral
concerns coincided i the appearance iopen sources of information which indicated that Iran was
building a large underground nuclear relatadlity at Natanz and a heavy water production plant at Arak.

e 3. Between 2003 and 2004, the Agency confirmed a number of signifiitures on the part of Irato
meet its obligations under its Safeguards Agreement with respect to the reporting of nuclear thaterial,
processing and use of undeclared nuclear material and the failure to declare facilities where the nuclear
materialhad been received, stored and processed. Specifically, it was discovered that, as early as the late
1970s and early 1980s, and continuing into the 1990s and 2000s, Iran had used undeclaredatadksar
for testing and experimentation in several uramigonversion, enrichment, fabrication amchdiation
activities, including the separation of plutonium, at undeclared locations and facilities.

e In October 2003, Iran informed the Director General that it had adopted a policy of full diseéodunad
decided to provide the Agency with a full picture of its nuclear activiteiowing thatannouncement,
Iran granted the Agency access to locations the Agency requested to visit, prioVatetation and
clarifications in relation to the origin of imped equipment and components and maukviduals
available for interviews. It also continued to implement the modified Code 3.1 ofSubsidiary
Arrangements General Part, to which it agreed in February 2003, which provides fubthission of
design nformation on new nuclear facilities as soon as the decision to construct authorize
construction of such a facility is takein November 2003, Iran announced its intention to sgn
Additional Protocol to its Safeguards Agreement (which it did éed&nber 2003 following Boampproval
of the text), and that, prior to its entry into force, Iran would act in accordance wighavisions of that
Protocol.

e Between 2003 and early 2006, Iran submitted inventory change reports, providedifesigation with
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respect to facilities where the undeclared activities had taken place and made nuclear material available for
Agency verification. Iran also acknowledged that it had utilized entities with linkbetoMinistry of

Defence in some of its previousbindeclared activitiedran acknowledged that it had hadntacts with
intermediaries of a clandestine nuclear supply network in 1987 and the early 1990s, and @&, it had

received a handwritten one page document offering assistance with thepdeeat ofuranium centrifuge
enrichment technology, in which reference was also made to a reconversion umiastitiy equipment.

Iran further acknowledged that it had received a package of information relatedttduge enrichment
technology thaglso included a 15 page document (hereafter referred to &suthea ni um met al docu
which Iran said it did not ask for and which describes, inter alia, processi foonversion of uranium
fluoride compounds into uranium metal and the productioheshisphericakenriched uranium metallic
components.

The Agency continued to seek clarificati outlecaof | s s u:¢
progr amme, particularly in |light of | rsinedusleaad mi s si
supply network, information provided by participants in that network and information whiclhdead

provided to the Agency by a Member State. This last information, collectively referred tofasithel e g e d
studi es document aé knoam do, the vigency m 2005 sdicated that Iran hadn

engaged in activities involving studies on acatled green salt project, high explosives testingtaede

engineering of a missile #@ntry vehicle to accommodate a new payloaldl.of this information, taken

together, gave rise to concerns about possible mili:@i
I n August 2007, Il ran and the Agency agr eadtheon AUNd
IAEA on the Modalities of Resolutoon f t he Outstanding | ss dievod k( god rmenrog |
(I NFCI RC/ 711) . By February 2008, theutstrandi eams i s5de

and the two items identified as fbpthebAgencytobdegtherandi n g
closed, completed or no longer outstandifige remaining issues which neededbe clarified by Iran

related to the alleged studies, together with other matters which had arisecanrdes of resolving the six

other issuesind which needed to be addressed in connection with the aktggiés, specifically: the
circumstances of Il rands acqui siti onandfesearchand ur ani u
development (R&D) activities of military related institutes and camgmathat could bauclear related;

and the production of nuclear equipment and components by companies belomigifent® industries.

Between February and May 2008, pursuant to the work plan, the Agency shared withfdranation
(including document#on) on the alleged studies, and sought clarifications from IraMay 2008, Iran
submitted to the Agency a 117 page assessment of that information. While Iran cotffienvedacity of
some of the information which the Agency had shared with it (sischcknowledgement efames of
peopl e, pl aces and organizations), I r a rfodnsat, amd s e S s me |
di smi ssed the allegations as having dateeen based on A

The Agency continued to ceive additional information from Member States and acquired new about the
information, and finally wrote to Iran in October 2010 to inform it about this additiofaimation.

Between 2007 and 2010, Iran continued to conceal nuclear activities, byforobing the Agencyin a

timely manner of the decision to construct or to authorize construction of a new nuclear power plant at
Darkhovin and a third enrichment facility near Qom (the Fordow Fuel Enrichment RAlaethgency is

still awaiting substantiveresponses from Iran to Agency requests for further information ai®ut
announcementsn 2009 and 2010 respectiveljat it had decided to construct ten additiosatichment
facilities (the locations for five of which had already been identifeet)that it possessedser enrichment
technology.

The Agency has continued to receive, collect and evaluate information relevant to possible military
di mensions to Irands nuclear programme. As additio
the A oncy has been abl e, not withstanding I ranbés | ack
military dimensions to Iranb6s nucl ear programme.
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Credibility of Information

The IAEA also reports that the volume of indicators that Iran is pursuimgclear weapons
program is reaching a critical level:

e As indicated in paragraph 6 above, among the information available to the Agency is the silielgesd
documentation:; a large volume of documentation (including correspondence, reports, viewfrgnaphs
presentations, videos and engineering drawings), amounting to over a thousand pagefarmha&on
reflected in that documentation is of a technically complex and interconnected saturéng research,
development and testing activities over timeal$ip contains working levelorrespondence consistent with

Pr

the day to day implementation of a formal programme. Consistent wittAthee ncy 6s pr acti ce

information has been carefully and critically examined. The Agency has alsew@l meetings wi the
Member State to clarify the information it had provided, to question the Me®tater about the forensics it
had carried out on the documentation and the information reflected in it, abthio more information on
the underlying sources.

¢ In addition to the alleged studies documentation, the Agency has received information frothancen
Member States. This has included procurement information, information on international kyavel
individuals said to have been involved in the allegedvities, financial records, documents reflecting

health and safety arrangements, and other documents demonstrating manufacturing techniques for certain

high explosive components. This information reinforces and tends to corroborate the informatiordreflecte
in the alleged studies documentation, and relates to activities substantially beyond those identified in that
documentation.

e |n addition to the information referred to in paragraphs 12 and 13 above, the Agency has acquired
information as a result of itgswn efforts, including publications and articles acquired through open source
research, satellite imagery, the results of Agency verification activities and information provided iy Iran
the context of those verification activitidsaportantly, the Ayency has also had direct discussiwiith a
number of individuals who were involved in relevant activities in Iran, including, for exampleteaview
with a leading figure in the clandestine nuclear supply network (see paragraph 35 beloinjoifhaion
obtained by the Agency from the discussions with these individuals is consistent witfotheation as a
result of its own efforts. The Agency tried without success to engage Iran in discussions information
provided by Member States, and that acgutfeough its own efforts, in terms of time frames
and technical content.

e As indicated in paragraph 8 above, Iran has acknowledged certain information reflectechliegbé
studies documentation. However, many of the answers given by Iran to questieasby thedgency in

connection with efforts to resol ve indomapletd,gedihey 6s co
information has been slow in coming and sometimes contradictory. This, comitheslvents such as the
dismantling of the LavisaShian site in late 2003/early 2004 (see paragraphel®w), and a pattern of
late or after the fact acknowledgement of the existence of previously undeglaredt s o f Il rands
programme, have tended to incrispeltsem. t he Agencybés con
e As indicated above, the information consolidated and presented in this Annex comes fronvarigigef
independent sources, including from aeffoitssandhfeom of Mer
information provided by Iran itselit is overall consistent in terms of technical contémdjviduals and
organizations involvedand time frames. Based on thesensiderations, and in light of thkgency 6 s
general knowledgefdhe Iranian nuclear programraed its historical evolutionhe Agency
e Within its nuclear programme, Iran has developed the capability to enrich uranium to a levéb &03p
U-235, declared to be for use as fuel in research reactors. In the absence of any indicatorsithat Iran
currently considering reprocesgi irradiated nuclear fuel to extract plutoniuthe Agency has, tolate,
focused its analysis of I rands nucl ear puracignr a mme o0
(HEU) . Based on indicators obser vendcled wctivitiestete Agency

Agencyds work has concentrated on an anadeyiei s perti
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Programme M anagementStructure

There are new indicators that Iran has aselictured and carefully organized nuclear weapon
programi onethe repordescribes in detail:

e The Agency has been provided with information by Member States which indicates tleatithiges
referred to in Sections C.2 to C.12 were, at least for some significant period of time, mdmaggta
programme structure, assisted by advisory bodies, and that, owing to the importance effahsssenior
Iranian figures featured within this command structure. From analysis of this inforraatioimformation
provided by Iran, and through its owndeavours, the Agency has been able to construat it believes to
be a good understanding of activities undertaken by Iran prior to the end of 2008.gThkenc y 6 s a b i
construct an equally good understanding of activities in Iran after the eraD8fi2reduced, due to the
more limited information available to the Agency. For ease of reference, the bglow depicts, in
summary form, what the Agency understands of the programme structuradmimstrative changes in
that structure over the yea Attachment 1 to this Annex provides furthietails, derived from that
information, about the organizational arrangements and projects withjprtiggmme structure.

e ¢& The Agency received information from Member States which indicates that, somatienethe
commencement by Iran in the late 1980s of covert procurement activitggmizational structures and

Pr

it

administrative arrangements for an undeclared nuclear programme were established and managed through

the Physics Research Centre (PHRC), @rce overseen, through a Scientific Committee, by the Defence
Industries Education Research Institute (ERI), established to coordinate defence R&D for the Ministry of
Defence Armed Forces Logistics (MODAFL). Iran has confirmed that the PHRC was estalliglo&9

at LavisarS hi an, in Tehran. I ran has stated that the

PHF

to combat and neutralization of casualties due to nuclear attacks and accidents (nuclear defence) and also

support and provide scientificadve and services to the Ministry of

those activities were stopped in 1988late 2003/early 2004, Iran completely cleared the site.

e According to information provided by Member States, by the late 1990s or 2@0Qs, the PHRC

D

activities were consolidated under the AAMAD Pl ano.

of ficer of the AMAD Plan, the executive affohirs
the activities carried out under tAéMAD Plan appear to have been conducted during 2002 and Z0@3
majority of the details of the work said to have been conducted under the AMAD Planfroomehe
alleged studies documentation which, as indicated in paragraph 6 above, refer tcstudlieted in three
technical areas: the green salt project; high explosives (including the developragplodling bridgewire
detonators); and fengineering of the payload chamber of the Shahab 3 missietry vehicle.

e Accordi ng t cassessnment &f the informadicn contained in that documentatiogreba salt
project (identified as Project 5.13) was part of a larger project (identified as Projeqirbyite a source
of uranium suitable for use in an undisclosed enrichment programhee product of thigprogramme
would be converted into metal for use in the new warhead which was the subject of the rmessiig
vehicle studies (identified as Project 111). As of May 2008, the Agency was not in a position to
demonstrate to Iran th@nnection between Project 5 and Project 111. However, subsequenfigetney
was shown documents which established a connection between Project 5 and Project Hdrigcaadink
between nuclear material and a new payload development programimenaion the Agency has
received from Member States indicates that, owing to groworgerns about the international security
situation in Iraq and neighbouring countries at that time, workhenAMAD Plan was stopped rather
abruptly pursuant ntsaracfihalnt sesim tiamian officrals. IAecdrding 0 0 3
that information, however, staff remained in place to record domment the achievements of their
respective projects. Subsequently, equipment and work placeseitlegecleaned or disposed of so that
there would be little to identify the sensitive nature of the work whazhbeen undertaken.

e The Agency has other information from Member States which indicates that some agtiétiesisly
carried out under the AMAD Phawere resumed later, and that Mr Fakhrizadeh retainegbriheipal

of

by



Cordesman: l rands Evolving Nucl ear Weapgons Pr

organizational role, first under a new organization known as the Section for AdvBesetbpment
Applications and Technologies (SADAT) 28, which continued to report to MODAFL lated, in mid-
2008, as the head of the Malek Ashtar University of Technology (MUT) in TehranAJdwecy has been
advised by a Member State that, in February 2011, Mr Fakhrizadeh moved his epatatfons from
MUT to an adjacent location known as the Modjete,Sand that he now leads tl@rganization of
Defensive Innovation and Researdte Agency is concerned because some ofatiwities undertaken
after 2003 would be highly relevant to a nuclear weapon programme.

e Under the AMAD Pl pmocure goodas anil servieds faltegetllys invdlved a number of
ostensibly private companies which were able to provide cover for the real purpose of the procurements.
The Agency has been informed by several Member States that, for instance, Kimia Maadatoves a
company for chemical engineering operations under the AMAD Plan while also being used to help with
procurement for the Atomic Energy Organization of Iran (AEQm).addition, throughout the entire
timeline, instances of procurement and attemptedypemaeent byindividuals associated with the AMAD
Plan of equipment, materials and services which, although hatieg civilian applications, would be
useful in the development of a nuclear explosive device, have b#haruncovered by the Agency itsedf
been made known to ikmong such equipment, materials s®tvices are: high speed electronic switches
and spark gaps (useful for triggering and firing detonatdrigh speed cameras (useful in experimental
diagnostics); neutron sources (useful dalibrating neutrommeasuring equipment); radiation detection and
measuring equipment (useful in a nuclear mat@riatluction environment); and training courses on topics
relevant to nuclear explosives development (sasmeutron cross section calculasoand shock wave
interactions/hydrodynamics).

Nuclear M aterial Acquisition

There are indications that Iran preparing to produce weag@ue fissile material at some point
in the future:

e |n 2008, the Director General informed the Board that: itd@éhformation at that timé apart from the
uranium metal documet on the actual design or manufacture by Iran of nuctegerialcomponents of
a nuclear weapon or of certain other key components, such as initiators, or on matdésd physics
studies, and that it had not detected the actual use of nuclear material in connectitwe witbged studies.

e However, as indicated in paragraph 22 above, information contained in the alleged diadi@entation
suggests that Iran was working on a pecoge secure a source of uranium suitable forimsa undisclosed
enrichment programme, the product of which would be converted into metal for tiee mew warhead
which was the subject of the missileastry vehicle studies. Additional informatigmovided by Member
States indicates that, although uranium was not used, kilogram quantities of nednmain metal were
available to the AMAD Plan.

e Information made available to the Agency by a Member State, which the Agency has beerexsdieine
directly, indicates that Iran made progress with experimentation aimed at the recovery of dranium
fluoride compounds (using lead oxide as a surrogate material to avoid the possibility of uncontrolled
contamination occurring in the workplace).

e In addtion, although now declared and currently under safeguards, a number of facilities detticated
uranium enrichment (the Fuel Enrichment Plant and Pilot Fuel Enrichment Plant at Natanz Feord dle
Fuel Enrichment Plant near Qom) were covertly built lay land only declared once the Agem@as made
aware of their existence by sources other than Iran. This, taken together with the past effamstby
conceal activities involving nuclear material, create more concern about the possible existence of
undelared nuclear facilities and material in Iran.

Nuclear Components for anExplosive Device
Iran has the technology to prepare such fissile material for use in a weapon:
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e For use in a nuclear device, HEU retrieved from the enrichment process is fiivsirted to metalThe
metal is then cast and machined into suitable components for a nuclear core.

e As indicated in paragraph 5 above, Iran has acknowledged that, along with the handwritfagene
document offering assistance with the developmentafium centrifuge enrichmetdgchnology, inwvhich
reference is also made to a reconversion unit with casting equipment, Iran also receiraditin metal
document which describes, inter alia, processes for the conversion of uranium compéumdanium
metal and the production of hemispherical enriched uranium metallic components.

e The uranium metal document is known to have been available to the clandestine nucleanetwaply
that provided Iran with assistance in developing its centrifigietement capability, and is aldmown to
be part of a larger package of information which includes elements of a nuclear exgéssgre A similar
package of information, which surfaced in 2003, was provided by the same netwirkao

e The informaton in the Libyan package, which was first reviewed by Agency experarnary 2004,
included details on the design and construction of, and the manufacture of componeatsifolear
explosive device.

¢ In addition, a Member State provided the Agencyesis with access to a collection of electrdilés from
seized computers belonging to key members of the network at different locationsolléetton included
documents seen in Libya, along with more recent versions of those documehiding an p-dated
electronic version of the uranium metal document.

e |n an interview in 2007 with a member of the clandestine nuclear supply network, the Age¢oicythat
Iran had been provided with nuclear explosive design information. From informarieided to the
Agency during that interview, the Agenisyconcerned that Iran may havétained more advancetsign
information than the information identified in 2004 as having been provided to Libya bydlear supply
network.

e Additionally, a Member Statprovided information indicating that, during the AMAD Plareparatory
work, not involving nuclear material, for the fabrication of natural and high enriched uranetai
components for a nuclear explosive device was carried out.

e As the conversion of BU compounds into metal and the fabrication of HEU metal compogeitéble in
size and quality are steps in the development of an HEU nuclear explosive device, clarifigdtim is
needed in connection with the above.

Detonator Development

Iran alsois acquiring ofi has acquired the specialized detonators and technology needed for a
weapon:

e The development of safe, femtting detonators, and equipment suitable for firing the detonatoas, is
integral part of a programme to develop an implodigpe nuclear device. Included among the alleged
studies documentation are a humber of documents relating to the development by Iran, during the period
20022003, of fast functioning detonator s, k sadfewn as
alternatives to the type of detonator described for use in the nuclear device design referpeaagraph
33 above.

e |n 2008, Iran told the Agency that it had developed EBWs for civil and conventional méjialications
and had achieved a simultatyeof about one microsecond when firing two to thdegonators together,
and provided the Agency with a copy of a paper relating to EBW developmentpresé&nted by two
Iranian researchers at a conference held in Iran in 2005. A similar paper was gulbiisthe two



Cordesman: l rands Evolving Nucl ear Wealeons Pr

researchers at an international conference later in 2B6th papers indicate that suitaliiggh voltage
firing equipment had been acquired or developed by Iran. Also in 2008, Iran told the Algadyefore
the period 20022004, it hadalready achieved EBW technology. Iran also providedAbency with a
short undated document in Farsi, understood to be the specifications for a dettmattmpment
programme, and a document from a foreign source showing an example of a epjlaration in which
detonators are fired simultaneously. However, Iran has not explained to the Agermayn need or
application for such detonators.

e The Agency recognizes that there exist-moiclear applications, albeit few, for detonators H&Ws,and
of equipment suitable for firing multiple detonators with a high level of simultandiywithstanding,
given their possible application in a nuclear explosive device, and the fact that therétedecivilian and
conventional military applicatian f or such t ederelopmerd gfysuchdetonators éasd
equipment is a matter of concern, particularly in connection with the possible use wifultigoint
initiation system referred to below.

Initiation of High Explosives andAssociatedExperiments
Iran may now be able to fullintegrate these technologiego a bomb:

o Detonators provide point source initiation of explosives, generating a naturally diverging detormation
In an implosion type nuclear explosive device,aalditional component, known as a multipaimitiation
system, can be used to reshape the detonation wave into a converging smooth imp&saretaniform
compression of the core fissile material to supercritical density.

e The Agency has shared wilttan information provided by a Member State which indicates that Iran initiate
effectively and simultaneously a high explosive charge over its surféme Agency has beeable to
confirm independently that such a design concept exists and the couotiginfof that desigrconcept.
Furthermore, the Agency has been informed by nualespon States that the specifialtipoint initiation
concept is used in some known nuclear explosive devices. In its 117 page subtmigsofgency in May
2008, Iran tated that the subject was not understandable to Iran and that Iramohadnducted any
activities of the type referred to in the document.

e Information provided to the Agency by the same Member State referred to in the prpaiagsaph
describes the nitipoint initiation concept referred to above as being used by Iran in at ledstrgaescale
experiment in 2003 to initiate a high explosive charge in the form of a hemisphericalAskeliding to
that information, during that experiment, the intérmamispherical curved surface of thagh explosive
charge was monitored using a large number of optical fibre cables, and the light outptesplosive
upon detonation was recorded with a high speed streak camera. It should be noteddihatrtbiens of
the initiation system and the explosives used with it were consistent with the dimensidhs faw
payload which, according to the alleged studies documentation, were given to the enginearmsravho
studying how to integrate the new payload itibte chamber of the Shahab 3 missileentry vehicle
(Project 111) (see Section C.11 below). Further information provided to the Agency by the same Member
State indicates that the large scale high explosive experiments were conducted by Iran in thef region
Marivan.

e The Agency has strong indications that the development by Iran of the high explosives irstiatam,
and its development of the high speed diagnostic configuration used to monitor esjaéeiinents, were
assisted by the work of a foreig@xpert who was not only knowledgeable in thiestinologies, but who, a
Member State has informed the Agency, worked for much of his career wite¢hi®logy in the nuclear
weapon programme of the country of his origin. The Agency has revipulglitaions by this foreign
expert and has met with him. The Agency has been able to verify thtlongghseparate routes, including
the expert himself, that this person was in Iran from about 1996 to 2808t ostensibly to assist Iran in
the development of dacility and techniques for making ultdispersedd i a mond s (AUDDs O
Ainanodi amondso), where he also |l ectured on explosio
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e Furthermore, the Agency has received information from two Member States that, after 20@8g gl
in experimental research involving a scaled down version of the hemispherical initiation aystdngh
explosive charge referred to in paragraph 43 above, albeit in connection witluclearapplications. This
work, together with other studies makigown to the Agency in which the sanmitiation system is used in
cylindrical geometry, could also be relevant to improving and optimizingrihi@point initiation design
concept relevant to nuclear applications.

e The Agencyds ¢ on eedestribedbnahistSectioh @erivascfron tlaei facti tmtkipoint
initiation system, such as that described above, can be used in a nuclear exigloiseeHowever, Iran
has not been willing to engage in discussion of this topic with the Agency.

Hydro dynamic Experiments
Iran may be conducting simulations of key aspects of nuclear weapons development:

e One necessary step in a nuclear weapon development programme is determining whetbestiaal
design of an implosion device, the behaviour of whiah be studied througilomputersimulations, will
wor k i n practice. To that end, hi ghexpepli cmginvtsot a:
conducted in which fissile and nuclear components may be replaced with surrogate materials.

e Information which the Agency has been provided by Member States, some of which the Agency has been
able to examine directly, indicates that Iran has manufactured simulated nuclear exgogpanents
using high density materials such as tungsten. These componentsaicete have incorporated small
central cavities suitable for the insertion of capsules such as those described inG8ctielow. The end
use of such components remains unclear, although they can be linked tmfottmeation received by the
Agency oncerning experiments involving the use of high speed diagnestipment, including flash X
ray, to monitor the symmetry of the compressive shock of the simulatedf@raiclear device.

e Other information which the Agency has been provided by MemiagesSindicates that Irazonstructed a
large explosives containment vessel in which to conduct hydrodynamic experimentgpldsves vessel,
or chamber, is said to have been put in place at Parchin in 2000. A buildingpmsteucted at that time
arourd a large cylindrical object at a location at the Parchin military complebarge earth berm was
subsequently constructed between the building containing the cylinder aweigtebouring building,
indicating the probable use of high explosives in the deamThe Agency hasbtained commercial
satellite images that are consistent with this information. From indeperdéshénce, including a
publication by the foreign expert referred to in paragraph 44 above, the Agenbgdraable to confirm
the date otonstruction of the cylinder and some of its design features (suchdiméssions), and that it
was designed to contain the detonation of up to 70 kilograms of high explaghiek, would be suitable
for carrying out the type of experiments describegdaragraph 43 above.

e As a result of information the Agency obtained from a Member State in the early 2000s alegilrgn
was conducting high explosive testing, possibly in association with nuclear materials, Reirthén
military complex, theAgency was permitted by Iran to visit the site twice in 2005. From satiefidgery
available at that time, the Agency identified a number of areas of interest, none of duaher,
included the location now believed to contain the building whiminses the explosives chambsgntioned
above; consequently, the Agencyds visits did not wun

¢ Hydrodynamic experiments such as those described above, which involve high explosieegiiction
with nuclear material or nuclearaterial surrogates, are strong indicators of possible wed@aiopment.
In addition, the use of surrogate material, and/or confinement provided by a chambetypéthmelicated
above, could be used to prevent contamination of the site with nucleatiaindteremainsfor Iran to
explain the rationale behind these activities.
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Modeling and Calculations
New data are provided on how far Iran is moving towards modeling weapons designs:

e Information provided to the Agency by two Member States relatingpddelling studies allegetb have
been conducted in 2008 and 2009 by Iran is of particular concern to the Agerunyrding to that
information, the studies involved the modelling of spherical geometries, consisting of components of the
core of an HEU nuelar device subjected to shock compression, for their neutronic behaviour at high
density, and a determination of the subsequent nuclear explosive yield. The information also identifies
models said to have been used in those studies and the results afithekgions, which the Agency has
seen. The application of such studies to anything other than a nuclear explosive is unclear to thdtAgency.
is therefore essential that Iran engage with the Agency and provide an explanation.

e The Agency obtained infaration in 2005 from a Member State indicating that, in 198@resentatives
from Iran had met with officials from an institute in a nuclesapon State to requesaining courses in
the fields of neutron cross section calculations using computer cogésying MonteCarlo methodology,
and shock wave interactions with metals. In a letter dated 14 May 2008, Iran ateigegency that there
was nothing to support this information. The Agency has also been providedfaithation by a Member
State indiating that, in 2005, arrangements were made in Iran for settingrajpcts within SADAT
centres (see Section C.1 and Attachment 1), inter alia, to establish a databén& ¢puat i on of st
informationand a hydrodynamics calculation centre. The Agency has alsgpbeéded with information
from a different Member State that, in 2005, a senior official in SABAlcited assistance from Shahid
Behesti University in connection with complex calculatiosakting tothe state of criticality of a solid
sphere of uranium being compressed by high explosives.

e Research by the Agency into scientific literature published over the past decade has revehkauahat
workers, in particular groups of researcharsShahid Behesti University and Amir Kaluniversity, have
published papers relating to the generation, measurement and modelimgfrohtransport. The Agency
has also found, through open source research, other Iranian publicationgeldteHo tle application of
detonation shock dynamics to the modelling of detonation in high exploaiveéshe use of hydrodynamic
codes in the modelling of jet formation with shaped (hollow) charges. Sudies are commonly used in
reactor physics or conventidmardnance researcbut also havapplications in the development of nuclear
explosives.

Neutron I nitiator

There is now further evidence Iran is developing the neutron initiators needed to sustain a fissile
reaction and produce high yields from a fission weapon:

e The Agency has information from a Member State that Iran has undertaken work to manuiaetilire
capsules suitable for use as containers of a component containing nuclear material. The Agatsy was
informed by a different Member State that Iran may also have experimented with such compaorelets in
to assess their performance in generating nesitrSuch components, if placed in the centre nticear
core of an implosion type nuclear device and compressed, could produce a burst of reeitaibhes for
initiating a fission chain reaction. The location where the experiments were conductedioves have
been cleaned of contamination after the experiments had taken place. The desigoapttite, and the
material associated with it, are consistent with the device design information whidartlestine nuclear
supply network allegedly provided Iran.

e The Agency also has information from a Member State that work in this technical area magritauesd
in Iran after 2004, and that Iran embarked on a four year programme, from aroundn2@iéls, on the
further validation of the design of thheutron source, including through the use of a nonnutiatarial to
avoid contamination.
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e Given the importance of neutron generation and transport, and their effect on geometries cdissiiring
materials in the context of an implosion device, Irmeds to explain to the Agency its objectivesl
capabilities in this field.

Conducting aTest
For the first time, the IAEA reports Iran may be preparing for a future test:

e The Agency has information provided by a Member State that Iran may have pkamhaddertaken
preparatory experimentation which would be useful were Iran to carry out a test of a expleaive
device. In particular, the Agency has information that Iran has conducted a number of piesiSdal see
whether its EBW firing equiment would function satisfactorily over long distances betwefiing point
and a test device located down a deep shaft. Additionally, among the alleged dbcliegentation
provided by that Member State, is a document, in Farsi, which relates diredliglogistics and safety
arrangements that would be necessary for conducting a nuclear test. The Agebegrhagormed by a
different Member State that these arrangements directly reflect those which hausdedamnuclear tests
conducted by nucke-weapon States.

Integration into a Missile Delivery Vehicle
The report notes that Iran seems to be actively developing nuclear missile warheads:

e The alleged studies documentation contains extensive information regarding work which istallegesl
been conducted by Iran during the period 2002 to 2003 under what was known as ProjEcbrblthat
information, the project appears to have consisted of a structured and comprelpeogreenme of
engineering studies to examine how to integrate a neerishpayload into the existinmayload chamber
which would be mounted in the-entry vehicle of the Shahab 3 missile.

e According to that documentation, using a number of commercially available computer codes, Iran
conducted computer modelling studidsab least 14 progressive design iterations of the payload chamber
and its contents to examine how they would stand up to the various stresses that would be encountered on
being launched and travelling on a ballistic trajectory to a target. It shouldtée that the masses and
dimensions of components identified in information provided to the Agency by Member States that Iran is
alleged to have been developing (see paragraphs 43 and 48 above) correspond to those assessed to have
been used in Project 11hgineering studies on the new payload chamber.

e During these studies, prototype components were allegedly manufactured at workshops kexigtiro
Iran but which Iran refused the Agency permission to visit. The six engineering groupssare teorked
under Project 111 produced many technical reports, which comprise a substantial paatlefi¢iiestudies
documentation. The Agency has studied these reports extensively and finds that theth anéernally
consistent and consistent with other sugipgrinformation related to Project 111.

e The alleged studies documentation also shows that, as part of the activities undertakeProjitloin111,
consideration was being given to subjecting the prototype payload and its chambginiering stress
tests to see how well they would stand up in practice to simulated launch andsftiegges (soalled
fenvironment al testingo). Thi s wor kkodelrg wsimdlationav e co
studies referred to in paragraph 60 above. Accordintheéoinformation reflected ithe alleged studies
documentation, within Project 111, some, albeit limited, preparations were alsaubdigrgaken to enable
the assembly of manufactured components.

e Iran has denied conducting the engineering studies, clgithat the documentation which tAgency has
is in electronic format and so could have been manipulated, and that it would have bdenfaasyate.
However, the quantity of the documentation, and the scope and contents of theower&d in the
docunent ati on, are sufficiently comprehémalkeleto and c ol
have been the result of forgery or fabrication. While the activities described as tiRregeof 111 may be
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relevant to the development of a mouclear payload, they are highly relevant tonaclear weapon
programme.

Fusing, Arming and Firing System

The IAEA also explicitly notes that Iran needs missile warheads with weapons of mass
destruction if these systems are to be an effective and lethal threat:

e The alleged studies documentation indicates that, as part of the studies carried ouehgirtging
groups under Project 111 to integrate the new payload into tbetme vehicle of theShahab 3 missile,
additional work was conducted on the development of a prototype firing systewdbiat enable the
payload to explode both in the air above @es or upon impact of the -entry vehiclewith the ground.
Iran was shown this information, which, in its 117 page submission (referred to albjpasagnaph 8), it
di smi ssed as being fian ani mati on gameo.

e The Agency, in conjunction with experts from Mber States other than those which had provitied
information in question, carried out an assessment of the possible nature of the new paylacasuh®f
that assessment, it was concluded that any payload option other than nuclear which coealéxgsatbd
to have an airburst option (such as chemical weapons) could be ruled out. Iran was askemheat on
this assessment and agreed in the course of a meeting with the Agency which took pédocarinin May
2008 that, if the information upon wdhi it was based were true, it would constituggragramme for the
development of a nuclear weapon. Attachment 2 to this Annex reproduces thegelultst he Agencyb
assessment as it was presented by the Secretariat to the Member States in the beéefinigahat took
place in February 2008.
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The Broader Context of the Iranian Nuclear and Missile Threat

It is important to understand h a t Il rands nucl ear program i s o0
evaluated in terms of the fact that Iran has a massiNigary program that combined the
development of long range missiles that lack the accuracy and lethality to be more than terror
weapons of the kind Iraq used in the Gulf War in 18@hles they are armed with weaponis o

mass destructian

Similarly, Iran is substituting asymmetric warfare forces for its inability to modernize its
conventional forces in ways that compete with US and Southern Gulf capabilities. Its ability to
use these forces to make credible thréats with any safety against majoounterattacks
depends on finding some way to deter US and Southern Gulf reprisals.
The deployment of nuclear armed missiles and aircraft, and the risk Iran might transfer nuclear
weapons or use them in covert attacks, is one possible way for kegate such a deterrent.

Similarly, they agree that Iran possesses a large and growing missile force, with some missiles
capable of hitting Israel, and that Iran has begun developing long range solid fuel missiles, but
unclassified estimates disguise tiaet that the Iranian program is in constant flux and many
systems are still in a development phase where their range, accuracy, warhead, and reliability is
impossible to predict.

|l ranbdés Ballistic Missile Progrart
Military Competition

Since the early 1980s, Iran has been developing ballistic missile capabilities based on Russian,
North Korean, and Chinese technology. Iran currently possesses the largest ballistic missile
inventory in the Middl e y Bnasdientificaestablishménts are o u nt
working to increase the sophistication, scale, and reach of its missies.sees its missile
capabilities as a way to compensate for its conventional shortcomings, as well as a means to
strike at highvalue targets with little warning, such as population centers, and Western and
Westernbacked forces in the region, includiklp bases in the Gulf. As such, ballistic missiles
play an integral role in |Irands asymmetric wa
missile program, it is clear that Iran considers its ballistic missile arsenal among its most
important asets as both a deterrent to attack and leverage over other regional players.

As Figure 1.27 shows, Iran possesses a robust, diverse arsenal of ballistic missiles. Of particular
not e ar e |-namgekalisticmegles MRBMs), which include the Bila3 and its

longer range variants. Based on the North Korean Noedotige Shahal3 has a range of 1,000

to 1,500km, and can potentially reach targets throughout the Middle’ Exer Iranian
MRBMs include variants of the Shak&8bsuch as the Shah&4, Shahak3B, Shahak! (Ghadr

1), Sjjil, and the BM25. These missiles have ranges of 1,500 to 2,500km, and are thought to be

! Statement for the Record on the Worldwide Threat Assessment of the U.S. Intelligence Community for the House
Permanent Select Committee on Intelligence, James R. Clapper, 11Feb.

U. s. CongressionalRBakthishi SeMvssel eiPragr and9,: An Ov
Steven A. Hildreth.
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able to strike at targets throughout the Middle East, Turkey, and southeast EAitmmrigh

l rands mi ssi | epsecision accumtyecpssasy soecenventiomally armed missiles
to be effective against point or high value targetgeen conventionally armeaissiles can be
usedastool of terror and intimidatiomand tostrike at targets throughout the region with ljtife
any, warning.

The net ef fect of Il rands ballistic missiles
capabilities is uncertain. Although Iran boasts a large arsenal of conventiarmayg missiles

of varying ranges and payloadsiqure 1.27), US countermeasures and ||
guidance largely mitigate their effectiveness in a traditional conventional confrontation. The
psychol ogi cal i mpact of l rands ability to | at
population cerdrs and military installations, howevehouldnot be underestimated. While there

is still no evidence that Iran has installed warheads with anything other than a conventional
payl oad on its missiles, Il rands thlittiewarning t o |
renders them as a means of leveraging regional competitors.

While Iranés ballistic missile arsenal | acks
commander of the IRGC, Brigadier General Mohammed Ali Jafari, announcedptiogrdent

of a n sshaprballidtic misstlej th&halij Fars, in a February 2011 press conference.
According to Iranian press reports, tbalij Fars is allegedly capable of striking at moving

ships in the Gulf at ranges of up to 150.*

While these capabilities remain unconfiimeach d | rands cl ai ms dkaem shar
did reach such a level of sophistication in guidamegability, and operational accuragycould

potentially upset the regional balanck not only would threan the naval balance, but
potentiallyallow Iranto develop conventionally armed missiles that caiftike at highvalue

targets such as desalination plants, power plants, oil platforms, and military installations with
precision.

As long asl r a n 6 ss remairs convéneonally armed and lack precision guidance, they will

not have a decisive or significant impact on the conventional military balance in the Middle East.
They dq neverthelesshave the aforementioned capabilities of intimidating and leverggi | r an 6 s
neighbors, and force the US and its regional allies to devote resources to missile defense. If Iran
were to arm its missiles with CBRN warheads, however, it would dramatically upset the regional
balance. Such action would provide Iran with a dsaleterrent, and a greater capability to
exercise a bolder and more aggressive regional foreign policy

The situation will be gy different if they are armedith weapons of mass destruction. With
chemical, bi ol ogical, radi ol ogical, or nucl ea
provide a much more effective deterrent to attack and provide Tehran with the ability to strike at
major population cents. Given such payloads, even a small number of missiles armed with
CBRN warheads that bypassed US and Arab Gulf defenses and countermeasures could
potentially cause massive casualties, and do considerable damage to the militaries, economies,

uU. s. Congressional RBakthieshi SeMvssel eiPragr anmi,: An Ov
Steven A. Hildreth.

“Alran mass prediuci mjgssmmares:baRIGC chief.o Tehran Ti mes,
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and critical infrastructure of regional countries. These capabilities, in combination with the
deterrent and the psychological impact they would produce, would have a profound impact on
the strategic balance between Iran and the US aAdatsGulfallies.

Estimatingthe Iranian Nuclear Threat

Figures 1.25 to Figure |1.44 summarize developments in the Iranian nuclear and missile

progr ams, l rands | ack of cooperation with the
l rands nucl ear pr o g peatsnof thelllangan rucleamrand nessile prdgrannsa n y
t hat remain uncertain and controversial. Har d

efforts, and experts are forced to speculate. There are still experts who question whether Iran is
seeking nclear weapons, and there is no consensus over how soon it will be able to get the
weaponggrade fissile material it needs.

e Figurel.lshows the ranges of l rands ballistic
missiles with a range of 4,000 km, tpessibility exists that Iran may soon produce
missiles with such a capability given scale of its R&D into its ballistic missile program.

e Figurel.2r efl ects key developments in Irandés ba
years. Key points includéhe possibility that Iran could produce and intercontinental
ballistic missile by 2015, and indicators that Iran is developing a nuclear warhead for its
Shahab3 intermediate range ballistic missile.

e Figure 1.3 provides a table that indicates the nanias| types, estimated ranges, and
|l i kely payloads of the missiles in Iranods

e Figure 1.4 reflects the cumulative production of leevnr i ched uranium (LE
principal enrichment site, Natanz. As of September 2011, more than 4,500 kg tialsEU
been produced. As of February 2008, less than 200 kg had been produced.

e Figure 1.5 reflects the likely impact that Stuxnet had on the production of LEU at the
Natanz enrichment site. The figure reflects the fact that as of January 31, 2010, 11
cascads in Module A26 were disconnected. There were 1,804 dBntrifuges in these
11 cascadeds of May 24, 2010, five cascades were disconnected. It also reflects that in
the time period between August 12, 2009 and August 29, 2010, between 14 and 18
cascads were installed but not under vacuum, and up to two had their centrifuges
disconnected.

e Figure 1.6 shows trends in the number of centrifuges operating at Natanz. While the
number has increased dramatically since February 2007, the number of centiifuge
operation since August 2009 has fluctuated, possibly due to the Stuxnet virus.

e Figure 1.7 shows trends in the number of cascades enriching uranium, the amount of
LEU produced monthly, and the amount of UF6 produced monthly. Note that there has
been a general increase in each, with intermittent drops in production starting in June
2008. It is likely that equipment restrictions due to sanctions and the effects of the
Stuxnet virus are to blame for the sporadic drops in production.

e Figure 1.8 shavs the amount of fissile materiaéededo build a basic fission weapon.
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e Figure 1.9 summarizes the February 25, 2011 IAEA report. It shows that continues to
refuse to cooperate with the IAEA regarding weaponization issues, heavy water
production, R&D ito uranium enrichment, and enrichment locations.

e Figurel.10pr ovi des a detailed account of | ranos
matters pertaining weapons production and the militarization of its nuclear program as of
February 25, 2011. These aseinclude production of LEU up to-2B5 20% at Natanz;
construction of the Fordow Fuel Enrichment Plant; heavy water production; locations,
equipment, persons, or documentation related to the possible military dimensions of
l rands pr ogr am;mantfactgring aedx tedtirg,s explogling bridgewire
detonator studies, particularly in involving applications necessitating simultaneity, and
missile reentry vehicle redesign activities for a new payload assessed as being nuclear in
nature; IR40 reactors.

e Figure 1.11 shows that Iran continued to show a lack of cooperation with the IAEA on
seven key matters relating to weaponization as of May 24, 2011 that were objects of the
| AEAGs concern in February 2011.

e Figure 1.12 provides details regardirenrichment activities at the Fuel Enrichment Plant
(FEP) and Pilot Fuel Enrichment Plant (PFEP) as of May 24, 2011. Both the FEP and
PFEP are located at the Natanz enrichment facility.

e Figure 1.13provides details on | r artdnsof 18.¥5260r t s t
enriched wurani um. Stockpiling uranium enri
to achieve a fast nuclear breakout capability.

e Figure 1.14 provides regarding the purpose and the capabilities of the Fordow
enrichment plant it is consicting near Qom. Iran stated that the purpose of this facility
would be the production of UF6 enriched to 5.0%, and that it would contain roughly
3,000 centrifuges.

e Figurel.l5det ai | s | r an 6-sentpfigacascades @t the previowslidikinl 6 4
Fordow facility, and triple its enrichment output of 19.75% LEU. Such a move would
provide Iran with a much faster breakout ability should it choose to produce nuclear
weapons.

e Figure 1.16 describes continuing work on heavy watelated projects asf May 24,
2011, contrary to the resolutions of the IAEA Board of Governors and the UN Security
Council. Moreover, Iran had natlowed access to these facilities of May 24, 2011

e Figure .17 describes IAEA concerns as of June 2011. Accordinguidya Amano, the
head of the IAEA, makes it clear that certain undisclosed nuésted activities in Iran
seem to indicate military dimensions to the program. It also indicates that Iran has
repeatedly rebuffed IAEA requests to inspect its facilities.

e Figurel.18s hows that as of September 2, 2011,
is reported to be 4,543 kg of low enriched uranium. If enriched further to weapons grade,
it would be enough to produce four nuclear weapons. It also indicatestbhidagust
28, 2011, Iran was enriching uranium using 5,866l IRentrifuges in 35 cascades.
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Moreover, it indicates that Iran has not installed any new centrifuges since the last
reporting period, and that Iran has approximately 8,000 centrifuges iddtaté

e Figure .19 indicates that Iran has installed two cascades of advancaduged at the
PFEP as it said it would. As of August 28, 2011, Iran had installed 2&lRentrifuges
in cascade 5, and 27 #R centrifuges in cascade 4. It also iradés that Iran produces
19.75% enriched uranium at a rate of 4.80%/month, a 23% increase from 3.91%/month in
the last reporting period.

e Figure |.20indicates that Iran told the IAEA during an August 9, 2011 visit to the Arak
IR-40 reactor that the staot the operation of the reactor is planned for 2013. On August
17, 2011, the IAEA visited the Arak Heavy Water Production Plant for the first time
since 2005. Iran informed the IAEA that the plant was operational, and had produced a
total of 60 tons of hagy water to that date. Iran continues to deny the IAEA access to the
heavy water it has produced.

There are other uncertainties as to how many nuclear facilities Iran really has and how far it has
gotten in producing more advanced centrifuges likel®@ and IR4. Some experts estimate

that even the IR could be far more reliable and have some six times the output of the IR
making it far easier to disperse and conceal
T particularly in their wost-case form.

As yet, there are no meaningful uncl assi fied
a nucleararmed force, what role aircraft and various types of missile will play, how such a force
will be based, and what kinds of commandjtcol, computer, communications, and intelligence

(C4l) systems Iran intends to deploy. Iran is constantly testing variants of its existing missiles
and claiming it is producing new types, as well as using alleged satellite launches as a vehicle for
reseach and development into ballistic missile technology. It may be shifting from Jigeidd

missiles to solifuel types, and it keeps changing warhead configurations.

Neverthel ess, mo st regi onal gover nmentils and
programs as directed towards giving Iran nuclear weapons and racieza missiles. Where

they differ is over how quickly Iran can move forward, over the extent Iran is committed to
deploying nuclear forces, and how serious the resulting threat nw@ynbe There are few
indications, for example, that Americans, Europeans, or the Gulf states see this threat as
Aexi stential , 0 or assign anything approaching

They see Iranian efforts to acquire nuclear weapons ameeway Iran can increase its strategic
leverage and influence, increase its abilityirtbmidate and exert political pressure, and deter

any military action against Iran in the facé a confrontation or crisis. While there is no
consensus among themany are more likely than their Israeli counterparts to believe that Iran is
containable and deterrable through a mix of steps like missile defenses and regional extended
deterrence.

The US View of l rands Nucl ear an

Thedifficulties in meauring this aspect of US and Iranian military competition are compounded
by the fact thereare serious limits to how much information US officials can disclose about
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of ficial US estimates of l rands nucl eany progr
competition. The annual unclassified reports to Congress by the US Director of National
Intelligence do, howevenffer acleared and coordinated overview of US perceptiomdich

now seems to track closely with the views of many European and Gulf officials and experts.

An unclassified March2010 reportproduced by the Office of the Director of National
Intelligencehas been partly overt ak e nlopingyprogrdme bufpita c e o f
still represents a useful wunclassifPed nation

Nuclear

We continue to assess Iran is keeping open the option to develop nuclear vibapghsve do not know
whether Tehran eventuallyill decide to produce nuclear weapons. Iran continues to develop a range of
capabilities that could be appliedpgooducing nuclear weapons, if a decision is made to do so.

During the reporting period, Iran continued to expand its nuclear infrastruatdreatinued uranium
enrichment and activities related to its heavy water research redetpite multiple United Nations
Security Council Resolutions since late 2006 calling for the suspension of those activities. Although Iran
made progresm expandimg its nuclear infrastructure during 2001, some obstacles slowed progress during
this period.

A In 20009, Il ran continued to make cagsoadedaleas s enr i
Natanz with firstgeneration centrifuges, and in testing and dpegeadvanced centrifuges at the
pilot plant there.

As of midNovember, Iran had produced about 1,800 kilograms of-doriched uranium
hexafluoride (LEUF6) gas product at Natanz, compared to 555 kilograms of LEUF6 in November
2008. Between January and \Wonber 2009, Iran increased the number of installed centrifuges
from about 5,000 to about 8,700, but the number reported to be operating remains at about
3,000~100.

A 1n September, Il ran di scl os e d-certrifuget uramium wa s C
eniichment plant near the city of Qom that is designed to house approximately 3,000 centrifuges.

A lran in 2009 cont i-40 Heady WaterrResearch Rdadto. ran aldringt h e |
National Nuclear Day inaugurated its fuel manufacturing plant amehethto have manufactured
a fuel assembly for the HRO.

Iran in 2009 continued to make progress on completing its Bushehr Nuclear Power Plant but did not load
fuel in the reactor. Iran currently plans to load fuel in the reactor in 2010.

Iran's Uranium Coversion Facility (UCF) at Esfahan shut down for maintenance in August and had not
resumed UF6 production as of late October. International Atomic Energy Agency reports indicate Iran has
almost exhausted its imported stockpile of yellowcake that may fantelted to its decision to extend

the shutdown of the UCF.

Missiles

Iran has continued to develop its ballistic missile program that it views as its primary deterrent. Iran is
fielding increased numbers of shaahd mediurrrange ballistic missiles (3Ms, MRBMs) and we judge

that producing more capable MRBMs remains one of its highest priorities. Iran's ballistic missile inventory
is one of the largest in the Middle East.

> ODDNI, Report to Congress on Acquisition of Technology Relating to Weapons of Mass Destruction

and Advanced Conventional Munitions, March 204ffp://www.dni.gov/reports/2009_721_ Report.pdf
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In late November 2007, Iran's defense minister claimed Iran had developed @D08vkrarange missile

called the Ashura. Iranian officials on 12 November 2008 claimed to have launched a two stage, solid
propellant missile called the Sejil with a range of 2,000 km. In 2009, Iran conducted three flight tests of this
missile.

As early a2005, Iran stated its intentions to send its own satellites into orbit. As of January 2008, Tehran
reportedly had allocated $250 million to build and purchase satellites. Iran announced it would launch four
more satellites by 2010 to improve lazwad moble telephone communications.

Iran's President Ahmadi Nejad also announced Tehran would launch & 'ffromheced” satellite into orbit
in 2008, and several Iranian news websites released photos of a new rocket called "Safic."

In mid-August 2008, Iran firstaunched its Safir space launch vehicle, carrying the Omid satellite. Iran
claimed the launch a success; however US officials believed the vehicle did not successfully complete its
mission. Iran successfully launched the Omid satellite aboard the Safiv 2nSearly February 2009
according to press reports.

Russianentities at least in the past, have helped Iran move towarddétfiency in the production of
ballistic missiles. Iran still remains dependent on foreign suppliersdore key missile compents,
however. Iran also has marketed for export at trsltews guidance components suitable for ballistic
missiles.

Chemical and Biological

We assess that Iran maintains the capability to produce chemical warfare (CW) agents and conducts
research that nyahave offensive applications. Tehran continues to seekudgatechnologies that could
advance its capability to produce CW agents. We judge that Iran is capable of weaponizing CW agents in a
variety of delivery systems.

Iran probably has the capability produce some biological warfare (BW) agents for offensive purposes, if
it made the decision to do so. We assess that Iran has previously conducted offensive BW agent research
and development. Iran continues to seek-duse technologies that could beed for BW.

Clapper gave a less detailed statement to Congress on March 3, 2011, but noted that the US
estimate of operating centrifuges had now risen to 4,100 in late 2010, and Iran had used them to
produce over 3,000 kilograms of low enriched uraniumalde stated that the US intelligence
community assessed tiat,

Iran is keeping open the option to develop nuclear weapons in part by developing various nuclear
capabilities that better position it to produce such weapons, should it choose do so. Wekdowno
however, i f lran wil!/| eventually decide to build ni
enough highly enriched uranium for a weapon in the next few years, if it chooses to do so.

éWe judge | ran woul d | idsetd preferedl mettoed of deliverig d reucledre | i v e |
weapon. Iran already has the largest inventory of ballistic missiles in the Middle East. It continues to
expand the scale, research, and sophistication of its ballistic missile forces, many of whichrarglynhe
capabl e of carrying a nucl ear payl oadélrands gr owi
and indigenous production of afstiip cruise missiles provide capabilities to enhance its power projection.

Tehran views its conventionally aeah missiles as an integral part of its strategy to deterd if necessary

retaliate againét forces in the region, including those of the US. Its ballistic missiles are inherently

capable of delivering WMD, and if so armed, would fit into this same girate

Mo s t us, European, and Arab assessments focu
programs rather than the force it may intend to build and its strategic goals in doing so. As yet,

®James R. Cl apper, iStat ement for the Record on the
Community for the Senate Committee on Armed Services, March 10, 2011.
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US officials have not issued any unclassified estimate of thsilpp@ssize and character of
Iranian nucleaarmed forces. They have, however, consistently warned that Iran is moving
progressively towards a nuclear breakout capability, and have highlighted IAEA and other
reports that show that Iran has acquired at leaste nuclear weapons design data, has explored
nuclear armed missiles, and has all of the technology to produce nuclear weapons, except
weapons grade fissile material.

USof ficials have highlighted | r an o0 slthoaghtheyvi ty i
have that l rands known e ierini2010,tha itstoven ceotrifugea ms  r &
program has had serious problems in the past, and Iran is still several years away from the point
where it has enough weapons grade fissile materia single device. (It is unclear what role, if

any, l srael]i and US actions played in the rep
it seems likely that the US did not play any role in attacks on Iranian nuclear scientists, although
Israd may have played such a role.)

Wh at |l rands Acti ons and St at e me
Ballistic Missiles

Iran continues to deny it is seeking a number of weapathis is much more forthright about its
missile programs:

e "Our missiles have tactically f f ensi ve and strategically deterrent a2
still kept on the trigger, but the number of these triggers has increaseBrigadier General Hossein
Salami, Lieutenant Commander of the IRGC, June 28, 2011.

o "We feel to be tleatened by no county but the US and the Zionist regime and the ranges of our missile
have been designed based on the distances between us and the US bases in the region and the Zionist
regime."i Brigadier General Amir Ali Hajizadeh, commander of the IRGE€ Aer ospace Divisio
2011.

e "The mass production of the Qiyam missile, the first without stabilizer fins, shows the Islamic Republic of
Iran's selfsufficiency in producing various types of missilésltanian Defense Minister Ahmad Vabhidi,
May 22, 2011.

e AAs the enemyds threats wildl |l i kely come from the
been equipped to neutral i ze MohHaremee Aliddafgyi,bcemmandler afn c ed t
the IRGC on a new ansihip ballistic mis#e that Iran has allegedly developed, February 7, 2011.

e Alran is mass producing a smart ballistic missile
speed of MaooGenethMahammed Ali Jafari, commander of the IRGC, Februal0z,1.

e AThe operational capabilities of the missile unit
e n h a n t leadian Minister of Defense Ahmad Vahidi regarding the new indigenously produced Fateh
110 ballistic missile, September 21, 2010.

e "Those wlo are hostile to the Islamic Republic of Iran definitely have the right to be concerned about the
drills, but we didn't hear any feeling of concern from the side of the regional countries since our moves and
actions have always been in pursuit of defengoes.

We are entitled to the right to growingly strengthen ourselves to protect the Islamic Iran and we naturally
increase our power on a daily basis until we acquire full (power of) deterreiic&&neral Amir Ali
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Haji zadeh, commanodesmpaacfe Dhei RGOS nAereference to |
July 9, 2017

As these statements show, Iran views its ballistic missiles as a criticaboent of its national

defense.In addition to an effective means for delivering a nuclear wathead r anés mi | i
establishment firmly believes that an effective ballistic missile program provides the country

with increased strategic and asymmetric capabilities.

Iranian officials regularly make references to their missile forces as an effectiveeniete

attack, and the Iranian | eadership is not S
ballistic missile technology. Highanki ng of ficials in I rands pol
regul arly boast of their countryds progress i

On February8, 2011, theTehran Timegseportedthatl RGC c hi ef Mo h alradne d Al
claimedat a press conference that | ran had develo
Afcannot be tracked and can hit targets with h
of 300k m® @eneral Jafari also stated at the conference tealRE&C had recently completed

studies on two mobile radars with a range ok60Q which could be attached to small destroyers.

Similarly, the Islamic Republic News Agency (
producing a smart ballistic miss for sea targets with a speed three times more than the speed of
sound. 06 The I ranian Students News Agency quo

regarding the new weapon:

i As t h é theatewilikely come from the sea, air, and by méssithe Revolutionary Guard has
been equipped with capabilities to neutralize the ediemya d vanced® t echnol ogy. o

Such statementsiadeby the commander of the IRGEannotbe taken lightly. While General
Jafari 6s statements dosnaotenmeohni @ tame ed® mygi
technologyo threatening Iran from the sea and
This statement and others |like it reflect I r a
waters, and what Iraperceives as an effective measure for countering the US presence in the

Gulf.

Ot her senior officials in Irands government h

missile development. During the Great Prophet 6 war games in late June 2011, the commander

of the | RGCOs Aerospace Divi dehpstatedthar, i gadi er G
iAwe feel to be threatened by no county [ sic] but

missile [sic] have been designed based on the distances between us and the US bases in the region and the
Zionist®regime. o

Later, on aly 9, 2011, General Hajizadeh stated the following about the war games:

" Quotes taken from aumber of Iranian news sources such as Fars News, PressTV, the Tehran Times, and others.
Also included are quotes from Western news outlets such as tBBINew York Times, andhe Washington Post.

8fil ran mass producing <marff . .MalTleihgtainc Tmimesi, | EFebriuRGg 8,
® Iranian Students News Agency, February 7, 2011.

YAAll US, Israeli Bases Wi thin Iranés Missilell,Range. 0
http://english.irib.ir/voj/news/tostories/item/7992-hll-us-israelitbaseswithin-iransmissilerange



http://english.irib.ir/voj/news/top-stories/item/79921-all-us-israeli-bases-within-irans-missile-range

Cordesman: l rands Evolving Nucl ear WeaEEOns Pr

AThose who are hostile to the I slamic Republic of
drill s, but we didnét hear any cduetree$ sinnegouranbvescandn c er n
actions have always been in pursuit of defensive goals.

We are entitled to the right to growingly strengthen ourselves to protect the Islamic Iran and we naturally
increase our power on a daily basis until we acquire fullgpow of ) dleterrence. o

On June 28, 2011, Lieutenant Commander of the IRGC, Brigadier General Hossein Salami, also
made reference to the deterrent that Iran perceives in its missile forces:

AOur missiles have tacticalhy defemsive adredtsreate/

still kept on the trigger, bu? the number of these
Remarksmade by such a higlanking figure are revealing. They are a direct indication of the

|l rani an regi meds c oove its ballistid misgiie bréenahag a eosmymnentof i mp

its asymmetric warfare capabilities and the deterrent it generates against the US and regional US

allies. Given Ilranods foreign pol i cs¥expamdingect i Vv ¢

missile progam, it is clear that Iran sees its missile program as an effective tool to improve its
strategic standing and assert itself in the region.

| rands SAbaut MualeamCorapetition: Nuclear Program

While Irandenies it is seeking nuclear weapons, itinasle statements regarding the nature of
its nuclear program and itsle in competition with the US and other counttiest provide
useful insights into Iranian attitudes

e Al ranian nat i onNotanly shoutd wéd e abledofuseall cairdcapacities and potentials in
nuclear technology, we should also export nuclear khow w .i olranian President Mahmoud
Ahmadinejad, April 11, 2011.

e "Iran plans to build four to five new reactors with a capacityl0fto 20 megawatts in different provinces
within the next few years to produce radi@dicine and perform research.

Fuel production or uranium enrichment to a purity level of 20 percent will not be halted. Iran will produce
fuel for the Tehran Researchd&dtor in due course.

To provide the fuel for these reactors, we need to continue with tper2ént enrichment of uraniumi."
Fereydoon Abbashead of the Atomic Energy Organization of Iran, April 12, 2011.

o "We will transfer the 20 percent enrichment from Natanz to the [Qum] site this year, under the supervision
of the (International Atomic Energy) Agency.

We will also triple the (production) capacity. The 20 percent enrichment will not be stopped at INgtanz
the production level is three times higher than its current ratézéreydoon Abbasi, head of the Atomic
Energy Organization of Iran, June 8, 2011.

Y f1ran Reiterates Deterrent Natur e of Recent Mi
http://english.farsnews.com/newstext.php?nn=9004183678
2 fCommander : | RGC Able to Launch Rapid, Massive Mi

http://english.farsnews.ir/newstext.php?nn=9004074141

S
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e "The day after the first Iranian nuclear test for us Iranians will be an ordinary day, but irydsecod many
of us, it will have a new shine, from the power and dignity of the nafioBXcerpt from a text entitled
"The Day After the First Iranian Nuclear Testa Normal Day," which was posted on the IRGD
Gerdab website, June 9, 2011.

e A No drénf world leaders could stop Iran from enriching uraniuri.lranian President Mahmoud
Ahmadinejad, June 7, 2011.

e "When we say we do not want to make bomb it means we do not want to. If we want to make a bomb we are
not afraid of anyone and we are nat @ ai d t o announce it, i banianne can
President Mahmoud Ahmadinejad, June 23, 2811.

It is difficult to draw any certain conclusions regarding its purpoga®&n the opacity and
controversial nat ur e Mad ofteh thannnodts Iraman officialss makep r o g r
bl anket statements that insist that their cou
namely research and the production of nuclear power and medical isotopes. It is clear, though,
that Iran perceives nuclear program as a source of national pride.

Ot her statements made by Ilranian officials re
however, are often ambiguous and contradictory. While Iranian officials often affirm that the
program is paceful, they also regularly make defiant statements about increasing the production

of uranium enriched to 20%, and implied, indirect statements about producing a nuclear weapon.

Iranian President Mahmoud Ahmadinejad stated the following at a Junela3in2@iguration of
a sewage treatment plant in southern Tehran:

"When we say we do not want to make bomb it means we do not want to. If we want to make a bomb we
are not afraid of anyone and we are n*%%t afraid to a

On June 9, 2011,the IRGCun website Gerdab published a tex
Iranian Nuclear Tedta Nor ma | Day, 06 which stated the foll

"The day after the first Iranian nuclear test for us Iranians will be an ordinary day, hatégds of many
of us, it will have a new shine, from the power and dignity of the natfon."

The text also contained the following excerpt from the Quran,

AAnd prepare against them whatever you are yable of
the enemy® of All ah. o

13 Quotes taken from a number of Iranian news sources such as Fars News, PressTV, the Tehran Times, and others.
Also included are quotes from Western news outlets ssi€N&,the New York Times, andhe Washington Post.

“ Poul adi , Far had. iAhmadi nej ad I nsists I ran Not Se
http://www.google.com/hostednews/afp/article/ALeqM5hH8mMB4iW9MJ6EIboz&508
QIlZDgA?docld=CNG.34a096065d43eb06d18ea8®Bi0a9.01

5 Ti mmer man, Ken. Al ran Eager for Nucl ear Test .
http://www.newsmax.com/KenTimmerman/Revolutionarg@isiran-nuclearpowerplant/2011/06/10/id/399582

% Ti mmer man, Ken. Al ran Eager for Nucl ear Test .
http://www.newsmax.com/KenTimmerman/RevolutionaryGuards-nuclearpowerplant/2011/06/10/id/399582



http://www.google.com/hostednews/afp/article/ALeqM5hH8mB4iW9MJ6ElbozG5o8-QlZDqA?docId=CNG.34a096065d43eb06d18ea86500b8f1a9.01
http://www.google.com/hostednews/afp/article/ALeqM5hH8mB4iW9MJ6ElbozG5o8-QlZDqA?docId=CNG.34a096065d43eb06d18ea86500b8f1a9.01
http://www.newsmax.com/KenTimmerman/RevolutionaryGuards-iran-nuclear-powerplant/2011/06/10/id/399582
http://www.newsmax.com/KenTimmerman/RevolutionaryGuards-iran-nuclear-powerplant/2011/06/10/id/399582
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Such statements, while almost always indirect, hypothetical, and lacking in specifics, have a
hostile bent, and indicate that Iran does not perceive its nuclear program as solely for peaceful
purposes. Contrarily, such statementscabe construed as defiant, ve
perceived enemies.

Al t hough such statements seem plainly indicat
kept in context, as the tone and the nature of Iranian statements regardioguthetcr y 6 s nuc |
problem often vary depending on the audience. Consequently, it is difficult to discern which
statements actually reflect Il rands true 1inte
policy goal s. Al t h o u @qiiinglits raucle@drsprogramaare tuncertairt, ther t i o r
above statements and others like them reflect that Iran has at the very least contemplated
producing nuclear weapons, and perceives its nuclear program as having a military dimension.

As IAEA reporting makes elr, however, Iran is providing more and more indicators that it
seeks to become a nuclear power. These developmentsummarized ifrigure 1.4 through
Figure 1.20.
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Figure |.1: Estimated Range of Iranian Longange Missile Forces
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Figure |.2: Il rands Ballistic Missil

800-mile range. The Defense Department report of April 2010, cited earlier, has the mis
Afdeployed. o Still, several of its tests
unsuccessful or partially successful, do8 experts say thenissile is not completely reliabl
Iran tested several of the missiles on September 28, 2009, in advance of the October 1
with the P5+1.

1,2001,500mile range. The April 2010 Defense Department report has the liquid fueled S|
3 Avarianto as fApossibly deployed. d The
deployed by the Defense Department. The Sajjil is alternatvedyl | ed t he i
missiles potentially put large portions of the Near East and Southeastern Europe ir
includingUS bases in Turkey.

1500mi I e range. On April 27, 2006, | srae
recaved a shipment of North Koressupplied BM25 missiles. Missile said to be capable
carrying nuclear warheads. Tiéashington Timesppeared to corroborate this reporting in a .
6, 2006 story, which asserted that the North Koregoplied missile idased on a Sovigra
i S8-6 0 mi ssil e. Press account s in Decemt
components but not the entire BB missile from North Korea.

US officials believe Iran might be capable of developing an intercontinental ballistic n
(3,000 mile range) by 2015, a time frame reiterated by the April 2010 DOD report.

On September 6, 2002, Iran said it successfully tested a 20@ mir a n glel OfOF anti est
propellant), and Iran said in late September 2002 that it had begun production. Iran also p
a few hundred shorange ballistic missiles, including tHghahabkl (ScudB), the Shahab2
(ScudC), and theTondar69 (CSS8). In January 2009, Iran claimed to have tested a nete-¢
air missile. On March 7, 2010, Iran claimed it was now producing-saoge cruise missiles th
it claimed are highly accurate and can destroy heavy targets. At a February 8, 201
conference, IRGC chief Mohammed Ali Jafari announced that Iran had developed the Kh
(APer si an Gul fship)ballistia misste masedton theaFatttd which is allegedl
able to hit highvalue targets throughout the Guilf.

In February 2008, Iran claimed to have launched a probe into space, suggesting its
technology might be improving to the point where an Iranian ICBM is realistic. Followir
August 2008 failure, in early February 2009, Iran succigsfaunched a small, lowearth
sateliteonaSafik r ocket (range about 155 mil es)
concern of our s o0 -usempEahilises hefetwhiah coald ze mmplied tavarc
development of longange m ssi |l es. 06 Additionally, Il rar
launch program since eastyiid 2011.

A Wall Street Journateport of September 14, 2005, said thi intelligence believes Iran
working to adapt the Shaha&bto deliver a nuclear warhead. Subsequent press reports sbibt
intelligence captured an Iranian computer in @04 showing plans to construct a nucl
warhead for the Shahab. The IAEA &eging additional information from Iran.

e
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ngressional Red&@onbeiSes vane. Padl rayw: Responses. ¢
Kenneth Katzman, Iranian Reporting
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Figure 1.4: Cumulative LEU Production at Natanz
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Source: ISIS ReporlAEA Iran Safeguards Report, September 2, 2@4dvid Albright, Paul Brannan, Andrea
Stricker, and Christina  Walrond. September 2, 201ihttp://www.isisonline.org/uploadsl/ists
reportsfiocuments/IAEA_Iran_Report ISIS analysis_2Sept2011.pdf
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Figure 1.5: Number of Centrifuge Cascades enriching, under vacuum, installed, or with
centrifuges disconnected, January 31, 2010

Fed with Under Installed, not  With Centrifuges Total
UF, Vacuum Under vacuum Disconnected

Module A24

Aug. 12, 2009 12 0 0 0 18
Nov. 2, 2009 18 0 0 0 18
Jan. 31, 2010 17 1 0 0 18
May 24, 2010 18 0 0 0 18
Aug. 28, 2010 17 0 1’ 0 18
Module A26

Aug. 12, 2009 10 8 0 0 18
Nov. 2, 2009 6 12 0 0 18
Jan. 31, 2010 (5} 1 0 11 18
May 24, 2010 6 7 0 5 18
Aug. 28, 2010 6 6 6 ? 18
Module A28

Aug. 12, 2009 0 0 14-15 0 14-15
Nov. 2, 2009 0 0 17 (1 being installed) 0 18
Jan. 31, 2010 0 0 16 2* 18
May 24, 2010 0 0 16 27 18
Aug. 28, 2010 0 0 18 0 18

* In these two cascades in module A28, Iran had removed all the centrifuges in one cascade and was removing
the ones in the other one.

ISIS ReportDid Stuxnet Take Out 1,000 Centrifuges at the Natanz Enrichment Plant?

David Albright, Paul Brannan, and Christina Walrond. December 10, 20dip,//isisonline.org/isis
reports/detail/diestuxnettake-out-1000-centrifugesat-the-natanzenrichmentplant/



http://isis-online.org/isis-reports/detail/did-stuxnet-take-out-1000-centrifuges-at-the-natanz-enrichment-plant/
http://isis-online.org/isis-reports/detail/did-stuxnet-take-out-1000-centrifuges-at-the-natanz-enrichment-plant/
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Figure 1.6: Centrifuge Trends at Natanz
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ISIS Report: IAEA Iran Safeguards RepdrtEU Monthly Production Dramatically Higher but Centrifuges less
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Figure 1.7: ISIS Estimate of Monthly Trends at Natanz
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Figure 1.8: Amount of Fissile Material Need t@uild a Basic Fission
(Non-Boosted) Weapon

Highly Enriched Uranium
HEU (90% U-235)

Simple guntype weapon 90-110 Ibs/4050 kg

Simple implosion weapon 33lbs/15 kg

Sophisticated implosion weapon 20-261bs/912kg
Weapons Grade Plutonium

Simple implosion weapon 14lbs/6 kg

Sophisticated implosion weapon 4.591bs/2-4 kg

Extract from the unclassified estimates in Union of Concerned Scierifatsyenting Nuclear Terrorism Fact
Sheet) April 2004, and work by Abdullah Town
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Figure 1.9: February 25, 2011 IAEA Report

Il rands total LEU production at tToeateNsa3606 kgzof lbwuemricheee nr i ¢ hr
uranium, including 471 kg estimated by Iran to hagen produced from October 18, 2010 to February 5, 2011. The
average monthly has remained at approximately 120 kg per month

Activity at the Pilot Fuel Enrichment Plant: Since February 2010, approximately 43.6 kg of UF6 enriched up to
20% U-235 has been pduced.

Continued R&D of advanced centrifuges:n the R&D area between November 20, 2010 and February 11, 2011, a
total of 169 of natural UF6 was fed into centrifuges, but no low enriched uranium was withdrawn. In an updated
design information questionnai(DIQ) submitted to the Agency on January 19, 2011, Iran indicated that it would
install two new 164&entrifuge cascades (Cascades 4 and 5) in the R&D area. These two cascades, one of which will
comprise IR4 centrifuges and the other4R centrifuges, Wi be fed with natural UF6.

No progress on IAEA requests for Fordow design informationN'T o dat e, l ran has fnot pr
information regarding the chronology of the design and construction of the Fordow Fuel Enrichment Plant (FFEP),
as well as # original purpose, particularly in light of extensive information from a number of sources alleging that

design work on the facility had started in 2006.0 The
of February 19, 2011, no centrifugbad been introduced into the facility. On February 21, 2011, Iran stated that it

pl anned to begin feeding nuclear materi al in to the ca:
Diminishing cooperation on centrifuge production, uranium enrichment R&D, and the locations hereof:

iSince early 2008, Il ran has not responded to Agency
manufacturing of centrifuges, and to R&D on wuranium e

Il rands enri chimeinnues ttiosidiimisnicsh. 0

Other enrichment activites:A The Agency is still awaiting a substantiv
further information in relation to announcements made by Iran concerning the construction of ten new uranium
enrichmenmfacilities, the sites for five of which, according to Iran, have been decided, and the construction of which

wi || begin by the end of the current Iranian year ( Mar
has provided further inforation regarding its possession of laser enrichment technology or its development of third
generation centrifuges.

Heavy water production: To date, the Agency has not been given access to the Heavy Water Production Plant, the
Uranium Conversion Facility, dtany ot her | ocation in |Iran where project
outo in spite of UN Security Council resolution 1737
Agencyods requests on t he edgonads Agseemehtand bdcduseyrandias alteady siated t h e
that it has not suspended its heavy water related projects.

No progress on weaponization issueo progress made on resolving what t h
di mensionso t o inrlamadrginuesdocréfusenl AEA peguegisrtadiscuss such issues and insists

t hat the documentation on which such allegations are
detailed the outstanding issues related to possible military dimensiono | r andés nucl ear progr a
required of Iran necessary to resolve these. Since August 2008, Iran has declined to discuss these outstanding issues
with the Agency, or to provide any further information, or access to locations or persassarg to address the
Agencyds concerns. o0 Additionally, Aithe Agency remains
current undisclosed nuclear related activities involving military related organizations, including activities related to

the development of a nuclear payload for a missile.

Bushehr Nu c | e a rOn FBd6nebruar 2041y the Agéncy conducted an inspection at the Bushehr
Nuclear Power Plant (BNPP) and has verified the nuclear material present in the facility. On 28yFa@it(a, Iran
informed the Agency that it would have to unload fuel assemblies from the core, and the Agency and Iran have
agreed on the necessary safeguards measures. o0

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant provigid®ecurity Council
resolutions in the Islamic Republic of IraRebruary 25, 2011
http://www.iaea.org/Publications/Documents/Board/2011/govZQpiif
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Figure 1.10: Lack of Iranian Cooperation with the IAEA as of February 25, 2011

Areas where Iran is not meeting its obligations, as indicated in this report andorevious reports of the
Director General Iran has not suspended its enrichment related activities as follows:

A Production of UF6 at UCF as feed material for enr
A Manuf act uercompanents,amdtassémblingyand testing centrifuges

A Conducting enrichment related research and devel o
A Conducting operations, install ati o35 atachelFueland t he
Enrichment Plant (FEP)

A Conduct i nngtallatipnemors and thenmoduction of LEU up to 20%285 at the Pilot Fuel

Enrichment Plant (PFEP)

A Conducting construction work at the Fordow Fuel E

Iran is not providing supporting information regarding the chronology of the design andconstruction, as well
as the original purpose, of FFERran has not suspended work on heavy water related projects as follows:

A Continuing the40Reattsrt ructi on of the IR

A Production of heavy water aPP) the Heavy Water Prod
A Preparing for conversion act i \0Reacwsfuef or the produ
A Manufactured a fuel a s s e mb40 Reactdr u e | rods and fuel

Iran has not permitted the Agency to verify suspension of its heavy wateelated projects by:

A Not permitting the Agency to take samples of the
A Not providing access to HWPP

Iran is not cooperating with the Agency regarding the outstanding issues which give rise to

concern about possible militaryd mensi ons to | rands nuclear progr amme:
A lran is not providing access to relevant | ocation
related to possible military dimensions to Irands n

to the many questions the Agen@sltraised with Iran regarding procurement of nuclear

related items

A Ilran is not engaging with the Agency in substance
Iran is developing a nuclear payload for its missile programme. These issues refer to

activitiesin Iran dealing with, inter alia:

neutron generation and associated diagnostics

uranium conversion and metallurgy

high explosives manufacturing and testing

exploding bridgewire detonator studies, particularly involving applications
necessitating high simultaneity

multipoint explosive initiation and hemispherical detonation studies involving
highly instrumented experiments

high voltage firing equipment and instrumentation for explosives testing over long
distances and possibly underground

A missile reentry vehicle redesign activities for a new payload assessed as being
nuclear in nature

o I

>

>

Iran is not providing the requisite design information in accordance with the modified
Code 3.1 inconnection with:

A T h40 ReéaBtor
A The announced new enrichment facilities
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A The announced new reactor similar to TRR

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant provisions of Security Council
resolutions in théslamic Republic of IranFebruary 25, 2011
http://www.iaea.org/Publications/Documents/Board/2011/gov2Qpiif
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Figure 1.11: IAEA on Possible Military Dimensions asf May 24, 2011

Previous reports by the Director General have listed the outstanding issues related to possible military dimensions to
Il rands nucl ear programme and the actions required of I

On 6 May 2011, in light of Iran not having engdgeith the Agency on the substance of these issues since August

2008, the Director General sent a letter to H.E. Mr Fereydoun Abbasi, Vice President of Iran and Head of the

At omic Energy Organization of I r an (theEeistence ofrpessililee r at i n-
military dimensions to Irands nuclear programme and eX
the same letter, the Director General also requested that Iran provide prompt access to relevant locationg, equipmen
documentati on and persons, and noted that, with I|Iranods
able to make progress in its verification of the correq¢

Based on t he Age mtinfodnsmtionr which thenAgenay has icquirgd from many Member States

and through its own efforts, the Agency remains concerned about the possible existence in Iran of past or current
undisclosed nuclear related activities involving military related orgdioins, including activities related to the
development of a nuclear payload for a missile.

Since the last report of the Director General on 25 February 2011, the Agency has received further information
related to such possible undisclosed nuclear etladsivities, which is currently being assessed by the Agency. As
previously reported by the Director General, there are indications that certain of these activities may have continued
beyond 2004.

The following points refer to examples of activities forwhich clarifications remain necessary in seven
particular areas of concern:

A Neutron generator and associated diagnostics: experiments involving the explosive compression of

uranium deuteride to produce a short burst of neutrons.

Uranium conversion andetallurgy: producing uranium metal from fluoride compounds and its

manufacture into components relevant to a nuclear device.

High explosives manufacture and testing: developing, manufacturing and testing of explosive components

suitable for the initiatiof high explosives in a converging spherical geometry.

Exploding bridgewire (EBW) detonator studies, particularly involving applications necessitating high

simultaneity: possible nuclear significance of the use of EBW detonators.

Multipoint explosive iitiation and hemispherical detonation studies involving highly instrumented

experiments: integrating EBW detonators in the development of a system to initiate hemispherical high

explosive charges and conducting full scale experiments, work which may dveefitted from the

assistance of foreign expertise.

A High voltage firing equipment and instrumentation for explosives testing over long distances and possibly
underground: conducting tests to confirm that high voltage firing equipment is suitable felighker
firing of EBW detonators over long distances.

A Missile reentry vehicle redesign activities for a new payload assessed as being nuclear in nature:
conducting design work and modelling studies involving the removal of the conventional high explosive
payload from the warhead of the ShatBaimissile and replacing it with a spherical nuclear payload.

To Do Do I

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant provisions of Security Council
resolutions in the Islamic Republic of Irakay 24, 2011.



Cordesman: l rands Evolving Nucl ear Weaacons Pr

Figure 1.12 IAEA on Natanz, May 24, 2011

Fuel Enrichment Plant (FEP): There are two cascade halls at FEP: Production Hall A and Production
Hall B. According to the design information submitted by Iran, eight units are planndofituction
Hall A, with 18 cascades in each unit. No detailed design information has yet been provided for Production Hall B.

On 14 May 2011, 53 cascades were installed in three of the eight units in Production Hall A, 35 of which were being
fed with UF6.Initially, each installed cascade comprised 164 centrifuges. Iran has modified 12 of the cascades to
contain 174 centrifuges each. To date, all the centrifuges installed atmd€hines. As of 14 May 2011,
installation work in the remaining five units wasgoing, but no centrifuges had been installed. There had been no
installation work in Production Hall B.

Following a physical inventory verification (PIV) at FEP, the Agency confirmed that, as of 17 October 2010, 34 737
kg of natural UF6 had been fedanthe cascades since the start of operations in February 2007, and a total of 3135
kg of low enriched UF6 had been produced.

Iran has estimated that, between 18 October 2010 and 13 May 2011, it produced an additional 970 kg of low
enriched UF6, which wouldesult in a total production of 4105 kg of low enriched UF6 since

February 2007. The nuclear material at FEP (including the feed, product and tails), as well as all installed cascades
and the feed and withdrawal stations, are subject to Agency contaiamsurveillance. In a letter dated 4 April

2011, Iran informed the Agency that a metal seal in the feed and withdrawal area of FEP had been accidentally
broken by the operator. The consequences for safeguards of this seal breakage will be evaluatsgemgyrupon
completion of the next PIV.

Pilot Fuel Enrichment Plant (PFEP): PFEP is a research and development (R&D) facility and a pilot, low
enriched uranium (LEU) production facility, which was first brought into operation in October 2003. It has a
cascade hall that can accommodate six cascades, and is divided between an area designated for the production of
LEU enriched up to 20% 4235 and an area designated for R&D.

In the production area, Iran first began feeding low enriched UF6 into Cascad& Hetinuary 2010, for the stated
purpose of producing UF6 enriched up to 209235 for use in the manufacture of fuel for the Tehran Research
Reactor (TRR). Since 13 July 2010, Iran has been feeding low enriched UF6 into two interconnected cascades
(Cascadse 1 and 6), each of which consists of 164 centrifuges.

Iran has estimated that, between 19 September 2010 and 21 May 2011, a total of 222.1 kg of UF6 enriched at FEP
was fed into the two interconnected cascades and that approximately 31.6 kg of UF@lenpitth@0% U235 was
produced. This would result in a total of approximately 56.7 kg of UF6 enriched up to 2285 blaving been
produced since the process began in February 2010.

In the R&D area, between 12 February 2011 and 21 May 2011, a total okiapgedy 331 kg of natural UF6 was
fed into centrifuges, but no LEU was withdrawn as the product and the tails of this R&D activity are recombined at
the end of the process

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant previsiocBecurity Council
resolutions in the Islamic Republic of IraMay 24, 2011.
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Figure 1.13: 20% Enrichment and Weapons Production

May 31 IAEA safeguards report on Iran is the first to contain any data on the production of 19.75 percent
enriched uranium in IR centrifuges at the Natanz Pilot Fuel Enrichment Plant (PFEP.

The Natanz PFEP is configured to hold six -b@htrifuge cascades in totdlan uses one of these cascade bays

to test several more advanced types of centrifuges emafigin 10, 20 and single unit cascades for R&D
purposes.When Iran started making 19.75 percent enriched uranium, the PFEP held only erenttibdge
cascade, called cascade 1. It has now reinstalled a second cascade, called cascade 6, also fdesignated
production of LEU enriched up to 20 percent. As of late May, cascade 6 had been prepared for enrichment but
was not enriching pending the application of more sophisticated safeguards arrangements.

Between 18 and 29 September 2010, the Agency condad®d at PFEP and verified that, as of 18 September
2010, 352 kg of low enriched UF6 had been fed into the cascade(s) since 9 February 2010, and that a total of
25.1 kg of UF6 enriched up to 20%235 had been produced. Iran declared that the enrichmegitdf the

UF6 product was 19.89%. The Agency is continuing with its assessment of the PIV.9

Iran has estimated that, between 19 September 2010 and 19 November 2010, a total of 62.5 kg of UF6 enriched
at FEP was fed into the two interconnected cascadeghan approximately 7.8 kg of UF6 enriched up to 20%
U-235 was produced. This would result in a total of approximately 33 kg of UF6 enriched up to-28% U
having been produced since the process began in February 2010.

How quickly Iran might produce 1%7percent enriched uranium will depend on whether it uses only one
cascade or decides to use more cascades at the RiBE&ugh Iran has said that it will expand the enrichment
effort beyond a single cascade, it has not revealed the enrichment lewvepobduct of the second cascade.

...if Iran installs more cascades at the PFEP, it can speed up its production of 19.75 percexbhé&itieless,

one or two cascades would require several years to have enough 19.75 percent LEU to then furthedenrich an
have sufficient weapegrade uranium for a nuclear weapdhlran deploys five cascades it would produce this
material in 0.51.7 years.

Iran has not stated how much 19.75 percent LEU it plans to produce or, for that matter, how many cascades it
will ultimately devote to the production of this material.

As long as Iran maintains its centrifuge capability, it can incrementally strengthen its nuclear weapons
capabilities under the guise of HApeacef fnoughoweapenc!| ar at i
grade uranium for a nuclear weapon.

Source: ISIS ReportMoving 20 Percent Enrichment to FordowSlow Motion Breakout ContinuesRavid
Albright, Paul Brannan and Andrea Strickeddune 8, 2011, http://isisnline.org/isisreports/detail/movig-20-
percentenrichmento-fordow-slow-motion-breakoutcontinues/8
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Figure 1.14: IAEA on Qom (Fordow) as of May 24, 2011

In September 2009, Iran informed the Agency that it was constructing the Fordow Fuel Enrichment Plant (FFEP),
located neathe city of Qom. In its DIQ of 10 October 2009, Iran stated that the purpose of the facility was the
production of UF6 enriched up to 5.09%235, and that the facility was being built to contain 16 cascades, with a
total of approximately 3000 centrifugda. September 2010, Iran provided the Agency with a revised DIQ in which

it stated that the purpose of FFEP was now to include R&D as well as the production of UF6 enriched up to 5.0% U
235.

While the Agency continues to verify that FFEP is being contduaccording to the latest DIQ provided by Iran, it

is still not in a position to confirm the chronology of the design and construction of FFEP or its original purpose.
Iran has stated that there is no legal basis upon which the Agency may requestimioomahe chronology and

purpose of FFEP, and that the Agency is not mandated to raise questions that are beyond its Safeguards Agreement.
The Agency considers that the questions it has raised are within the terms of the Safeguards Agreement, in that the
information requested is essential for the Agency to confirm that the declarations of Iran are correct and complete.

As stated in the Director General b6s previous report,
to begin feeding nuelar mat er i al into cascades fAby this summer 0.
introduced into the facility. The results of the analysis of the environmental samples taken at FFEP up to February
2010 did not indicate the presence of enrichediunan

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant provisions of Security Council
resolutions in the Islamic Republic of IraMay 24, 2011.
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Figure 1.15: Enrichment to 20% at Fordow

On June 8, l rands vice president and head of the At omi
announced that Iran would installté#achine cascades of advanced centrifuges at the previously hidden Fordow
enrichment plant and triple its eahiment output of 19.75 percent low enriched uranium (LEU) by the end of the

year. By moving its 19.75 percent LEU production to Fordow and tripling its output of 19.75 percent LEU, Iran
positions itself to stockpile a large amount of 19.75 percent LEW muoickly in a facility better protected against

military strikes. A year after starting, Iran would have enough 19.75 percent LEU to more quickly break out and
produce enough weapamade uranium for a nuclear weapon, if it chose to do so.

I r a n duwmceraentrindlicates that as few as one centrifuge cascade of advanced centrifuges could produce the
19.75 percent LEU at FordowlSIS is interpreting that the threefold increase in this case refers to the greater
enrichment output of the advanced centrifsigompared to the IR centrifuges at Natanz.

Based on its output at the pilot enri chment pl ant at
threefold to almost 12 kilograms per monthan has already produced about 60 kilograms of8.@efcent LEU at

its pilot plant at NatanzWith increased production, Iran could accumulate about 200 kilograms of LEU one year

after starting the cascade at Fordow, assuming the cascade at Natanz stops producing this material, as Iran has
indicated willhappen. Two hundred kilograms of 19.75 percent LEU are enough material, if further enriched, to
make sufficient weapoegrade uranium for one nuclear weapon.

All of this supports a possible ajoing effort by Iran to slowly acclimatize the internatiomammunity to

conditions that would make a breakout to nuclear weapons more feasitileugh Iran claims that it needs 19.75

percent LEU to operate its Tehran research reactor and additional ones it plans to build, it does not yet have the
capabilitytobui | d t hese new reactors and it has produced sevVve
research reactoif Iran proceeds with its plan, it will accumulate a large stockpile of 19.75 percent LEU at Fordow,

and this stock and the centrifugeoducing it would be heavily fortified inside the Fordow mountain facility and

rendered less vulnerable to aerial strikésn could quickly move its stock of 19.75 percent LEU elsewhere for
enrichment to weapegrade in a small, easily hidden centgéufacility or kick out IAEA inspectors and quickly

enrich to weapowgrade, though it may risk a ground strike.

Source: ISIS ReportMoving 20 Percent Enrichment to FordowSlow Motion Breakout ContinuesRavid
Albright, Paul Brannan and Andrea Strickedune 8, 2011, http://isisnline.org/isisreports/detail/moving0-
percentenrichmento-fordow-slow-motion-breakoutcontinues/8
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Figure 1.16: IAEA on Plutonium/ Heavy Water Facilities as of May 24, 2011

Contrary to the relevamesolutions of the Board of Governors and the Security Council, Iran has not
suspended work on all heavy water related projects, including the construction of the heavy water
moderated research reactor, thedlRReactor, which is under Agency safeguards.

As indicated in the Director General b6s previous rep
report to it on whether Iran has established full and sustained suspension of, inter alia, all heavy water

related projects,30 the Agency has restad that Iran make the necessary arrangements to provide the

Agency, at the earliest possible date, with access to: the Heavy Water Production Plant (HWPP); the heavy

water stored at the Uranium Conversion Facility (UCF) in order to take samples; amith@nlpcation in

Il ran where projects related to heavy water are bein
on the basis that they go beyond the Safeguards Agreement and because Iran has already stated that it has

not suspended its heawater related projects. The Security Council has decided that Iran shall provide

such access and cooperation as the Agency requests to be able to verify the suspension of its heavy water
related projects. To date, Iran has not provided the requestestacce

While Iran has made statements to the effect that it has not suspended work on all its heavy water related
projects, without full access to the heavy water at UCF, to HWPP, and any other heavy water related
projects there may be in Iran, the Agensyinable to verify such statements and therefore to report fully

on this matter.

On 10 May 2011, the Agency carried out a DIV at thel(RReactor at Arak and observed that
construction of the facility was ongoing and that the moderator heat exchaaddysdn delivered to the
site. According to Iran, the operation of the4R Reactor is planned to commence by the end of 2013.

Source: IAEA Implementation of the NPT Safeguards Agreement and relevant provisions of Security
Council resolutions in the laimic Republic of IrapnMay 24, 2011
http://www.iaea.org/Publications/Documents/Board/2011/gov2Za. pdf
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Figure 1.17: IAEA Concerns as of June 2011

The head of the IAEA, Yukiya Amano, disclosed on June 3, 2011 that the IAEfebaided "further information

related to possible past or current undisclosed nuotdated activities that seem to point to the existence of
possible military dimensions to I|Iran's nuclear progr a
d mension seem to have been continued until quite recen

Amano said he had written last month to the head of Iran's Atomic Energy Organization, FereydowbDAtbhaisi

"reiterating the agency's concerns about the existence of possible ndlitaspe nsi ons. 6 He had ask
"provide prompt access" to locations, equipment, documentation and officials to help resolve the agency's queries,

and had sent a new letter to AbbBsivani on June 3 "in which | reiterated the agency's requesantd Ir

In his May 26 letter to Amano, AbbaBlavani reiterated Iran's position that the allegations were fabricated, and said
U. N. sanctions resolutions against the country were

n i |
Amano stated that, Iran was "not providing the essary cooperation to enable the agency to provide credible
assurance about the absence of undeclared nuclear material and activities in Iran..l urge Iran to take steps toward the

full implementation of all relevant obligations in order to establish iateynal confidence in the exclusively

peacef ul nature of its nuclear program.?o

On June 8, 2011 Reuters reported that Iran had announced major new underground enrichment activity to start at
Fordow, a mountain bunker near the clerical city of Qom. Thiglitiawas secret until September 2009, when
Western intelligence revelaed its existence and it and said it was evidence of covert nuclear work.

"This year, under the supervision of the (International Atomic Energy) Agency, we will transfer 20 percent
eniichment from the Natanz site to the Fordow site and we will increase the production capacity by three times,"
(Iranian state broadcaster IRIB, quoting Fereydoun Abbasani, head of Iran's atomic energy agency, in briefing
after a cabinet meeting.)

EU issued a statement at IAEA meeting stating: "We note with particular concern the announcement made only
today by Iran that it will increase its capacity to enrich (uranium) to 20 percent, thereby further exacerbating its
defiance of the United Nations Secur y Counci | . 0 |t also calls on | AEA <ch
earliest possible date a comprehensive analysis of the
IAEA governing board.

Sour ce: IJun& A ,Board A of Governors Met i ng Convenes. o0 June
http://www.iaea.org/newscenter/news/2011/bog060611.html
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Figure 1.18: September 2, 2011 IAEA Reporting on Natanz: LEU Production and Centrifuge
Levels at the Fuel Enrichment Plant (FEP)

Il rands t ot alattheFEP thiraughdugaost 13,2011 is reported to be 4,543 kg of low enriched uranium
hexafluoride, including 438 kg estimated by Iran to have been produced since May 14T1#8ldmount of low

enriched uranium if further enriched to weapon grade is stl®oough to make four nuclear weapons. The FEP is

l rands primary enri chment -Ilfcentifudes areyinstalledher e t he maj ority

The average production of LEU at the FEP reached 148 kg per month of LEU hexafluoride (for the last reporting
period ISIS noted it was 156 kg per month of LEU hexafluorild) i s mont hly rate is only sl
rate from the previous reporting period. The current average represents about a five percent decrease compared to
the last reporting period.

As of August 28, 2011, Iran was enriching in 35 cascadesicdmg a total of 5,860 IR centrifuges. The IAEA

noted that some of these centrifuges fAwere possibly no
reporting period, Iran was enriching in the same number of cascades containing tineisdoeeof centrifuges. Iran

has also not installed any new centrifuges since the last reporting period. According to the report, the total number of
centrifuges installed is about 8,000 centrifuges, the same as in the last report. Uranium hexafluoratesfesd

not given.

This situation can also be understood by using an equivalent method that is easier to compare to historical
enrichment output at the FEP, namely the output measured in separative work units (swu). ISIS derives this value
from the detared LEU production. In the most recent reporting period, the LEU value is used with an assumption
that the material is 3.5 percent enriched and the waste has a tails assay of 0.4 percent. The IAEA did not provide
updated numbers in this report, but thelker numbers can be used. Using standard enrichment calculators, 438 kg
LEU translates to 1,077 kg of separative work units (swu), or 11.84 kg swu/day. On an annualized basis, this is
about 4,320 swu per yeafFhe number of centrifuges declared as emnighvas 5,860 at both the end and the
beginning of the reporting period, so the swu per centrifuge remains constant at 0.74 during this time. For most of
2010, this value was about 0.9 kg U swu per year per centrifuge. These numbers imply that not allrobls
centrifuges in cascades fed with uranium are actually enriching, or that these centrifuges are enriching less
efficiently.

Source:ISIS Report.lAEA Iran Safeguards Report, September 2, 2@4dvid Albright, Paul Brannan, Andrea
Stricker, and Chrigta Walrond. September 2, 2011, http://www.isisonline.org/uploadsl/isis
reports/documents/IAEA Iran_Report ISIS_analysis_2Sept2011.pdf



http://www.isis-online.org/uploads/isis-reports/documents/IAEA_Iran_Report_ISIS_analysis_2Sept2011.pdf
http://www.isis-online.org/uploads/isis-reports/documents/IAEA_Iran_Report_ISIS_analysis_2Sept2011.pdf
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Figure 1.19: September 2, 2011 IAEA Reporting on Natanz: Deployment of Advanced
Centrifuges at the Pilot Fuel Enrichment Plant (PFEP), 20 Percent Enrichment Continues

Iran has started installing two cascades of advanced centrifuges at the PFEP as it said it would. As of August 28,
2011, Iran had installed 136 4Bm centrifuges in cascade 5 and 274IRentrifuges in cascade 4. Iran started
feeding 54 of the 136 m centrifuges with natural uranium hexafluoride. The purpose of operating these cascades

is likely to demonstrate performance prior to installation of such cascades at Natanz, Fordow, or other enrichment
sites.

Iran has designated two cascades at the smaliexeground pilot fuel enrichment plant for the production of LEU
enriched to nearly 20 percent urani235 for the Tehran Research Reactor (TRR). One of these cascades enriches
from 3.5 percent LEU to almost 20 percent LEU, while the second one ta&k&slshfrom the first one and outputs

about 10 percent LEU and a tails of natural uranium. The ten percent material is fed into the first cascade in addition
to 3.5 percent LEU. This process allows Iran to more efficiently use its 3.5 percent LEU stock.

Between May 22, 2011 and August 20, 2011, 98.4 kg of 3.5 percent low enriched uranium in the form of uranium
hexafluoride was introduced into the two, interconnected cascades, an 8 percent increase in the feed rate. Iran
withdrew a total of 14.1 kg of ndgr20 percent LEU hexafluoride. During the reporting period, Iran produced 19.75
percent enriched uranium at a rate of 4.80 kg/month, a 23 percent increase from the average rate of 3.91 kg per
month in the last reporting period. In total, Iran has fed®Kg.of 3.5% LEU to produce 70.8 kg 19.75% uranium
since the beginning of operations in February 2010. The relatively small number of centrifuges in these cascades
likely allows Iran to pay greater attention to improving their performance, accountirigeforarked improvement

of the IR1 centrifuges at the PFEP in comparison to the decline in performanceloh&Rhines installed at the

FEP.

Source:ISIS Report.lAEA Iran Safeguards Report, September 2, 2@advid Albright, Paul Brannan, Andrea
Stricker, and  Christina  Walrond.  September 2,  2011http://www.isisonline.org/uploads/ists
reports/documents/IAEA_Iran_Report ISIS_analysis 2Z8Hdt.pdf
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Figure 1.20: September 2, 2011 IAEA Report: Heavy Water Production

Iran told the IAEA during an August 9 visit to the Arak-4lR Reactor that the start of the operation of the reactor is
pl anned for the end of 2013. During the visit, the | AE
heat exchangers haédn installed and coolant heat exchangers had been delivered to the site.

On August 17, the IAEA visited the Arak Heavy Water Production Plant (HWPP) for the first time since 2005. Iran
told the IAEA that the plant was operational and it had producethbab60 tonnes of heavy water to date. Iran
continues to refuse the IAEA access to the heavy water stored at the Uranium Conversion Facility (UCF) for
sampling.

Source:ISIS Report.lAEA Iran Safeguards Report, September 2, 2@4dvid Albright, Paul Bannan, Andrea
Stricker, and Christina  Walrond. September 2, 2011http://www.isisonline.org/uploads/isis
reports/documents/IAEA_Iran_Reqt ISIS analysis 2Sept2011.pdf
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The PotentialImpact of Iranian Nuclear Weapons on US and
Iranian Capabilities

The net effect of nuclear weapons on US and Iranian capabilities remains unéemadoes

not yet possess a nuclear weaploas neveranducted a nuclear test, and has never announced
plans for developing given types and yields of weapdeploying them on delivery systems,

and using them to gaimfluence, deter, or warfightingdence, any assessment of the net effects

of an Iranian nuear weapormust betheoretical and somewhat problematic. Nevertheless, the
maturity and | i kely weaponization of l rands
potential net effects such a scenario would engender.

Gi ven the f ac tairctathand bormbers haves agesl tcangidierably and are nearly
obsolescent in comparison with their US, Israeli, and Gulf equivalents, Iran would likely select
another means for delivering a nuclear weapon, including neigbgead ballistic or cruise
missiles. Such assets (ballistic missiles in particular), however, would be detectable by US radar
and satellite systems, and could provoke a retaliatory strike. As such, it is not unreasonable that
Iran would consider delivering a nuclear weapon covertly, usirygone of its@gional proxies

or its Al Qods Brce. Using a covert means of nuclear delivery, Iran would possess a degree of
deniability, and minimize the chances of US nuclear retaliation.

Assuming a dispersed, mature Iranian nuclear force, Iran woastl likely leverage these forces
against the USO6 conventional superiority. I n
Iran could potentially threaten the US allies in the region, Europe, lIsrael, and oil export
capabilities. Any Iranian nucleatrike would, however, be limited in nature so as not to garner
massive nuclear retaliation.

Regardless of its means of delivery, the mere existence of an Iranian nuclear arsenal would
provide Ilran with a massive deterrent, and n
region to a degree. Iran would consequently be enabled to pursuecaaggyessive foreign

policy than it would otherwise, and use its nuclear capability to leverage other regional actors
and competitors.

US Responses to I rands Nuclear an
As is described in the next chapter, the US continues to use sanctions and diplomacy as its
primarycurrentme ans of ' imiting I rands nuclear effor

initiatives. US officials have consistently stated that militaryastiare still under consideration,
but the US has joined its 5+1 allies at the negotiating table with Iran and did so again in January
2011.

The need to keep many key aspects of US threat perceptions classified means that there is no
clear way to determa how top level US decision makers view the broader ‘oéfdebetween
negotiation, preventive and preemptive military options, and deterrence/containment. US policy
and actions in these areas are, however, is a key aspect of US and Iranian militaritioompet

and one where current US perceptions will almost certainly change if Iran clearly moves to the
point of a nuclear break out capability, tests a device, and begins to deploy some mix of nuclear
armed forces.
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Given the ti ming e ard alsb areas Wwhere a differend setsof keyt abtersare
almost certain to be in office by the time Iran has significant nuclear capabilities, and possibly a
different Administration. Iran may define its goals in ways that raise or lower US perceptions of
threat, and the 5+1, Gulf, and other regional states may change their perceptions as well.

US officials have never described US options for preventive and preemptive strikége big
can draw upon a number of assets that Iran would find difficult toteoand which are listed in
Figure .21

US Strike Options Against Iran

A power as large as the US would have far more capability than Israel. It could strike at possible
targets as well as confirm targets. The problem with a shell gamer is thauatlyiprovokes
strikes at all the shells.

The US also could strike at a wide range of critical Iranian military facilities, including its
missile production facilities. Most are soft targets, and would be extremely costly to Iran. Even if
many of Iran's nclear facilities did survive US strikes, Iran would be faced with either
complying with the EU3 and UN terms or taking much broader military ldsgesses its aging

and limited forces can ill afford.

Military operations against Iran's nuclear, missiied other WMD facilities and forces would be
challenging for the US. Iran would find it difficult to defend against US forces using cruise
missiles, stealth aircraft, staiodf precision weapons, and equipped with a mix of vastly superior
air combat assetnd the IS&R assets necessary to strike and restrike Iranian targets in near real
time. For example, each USZ Spirit stealth bomber could carry eight 4,588und enhanced
BLU-28 satelte-guided bunkebusting bombs potentially enough to take out erhardened
Iranian site per sortie. Such bombers could operate flying from Al Udeid air base in Qatar, Diego
Garcia in the Indian Ocean, RAF Fairford in Gloucestershire, United Kingdom, and Whiteman
US Air Force (USAF) Base in Missouri.

The US has a wideange of other hard target killers, many of which are in development or
classified. Systems that are known to be deployed include thelBQl® Have Void #db
busters, 0 a fidumb bombo with a maximum penetr
concrete. An aircraft must overfly the target and launch the weapon with great precision to
achieve serious penetration capability. It can be fitted with precision guidance and converted to a
guided glide bomb.

The Joint Direct Attack Munition (JDAM) GB31 version has a nominal range of 15 kilometers
with a CEP of 13 meters in the GRaled Inertial Navigation System (INS) modes of operation
and 30 meters in the IN&ly modes of operation.

More advanced systems that have been publicly discussed in tlassifired literature include
the BLU-116 Advanced Unitary Penetrator (AUP), the GBWU C/B (USAF), or the GBL24

D/B (US Navy), which has about three times the penetration capability of thelBThe US

is investing inotherweaponghat are supposed testroy targets that are buried under more than
20 meters of dirt and concrete.

It is not clear whether the United States has deployed the -ABM with an advanced earth
penetrating/hard target kill system. The AQM0 Surface Attack Guided Munitiorwas
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developed to be integrated into thelBE, so it could carry two such missiles, one on each
inboard store station. It is a retargetable, precigded standoff weapon using inertial
navigation aided by GPS satellites and has-4d@8M range.

The US dos, however, have a number of other new systems that are known to be in the
developmental stage and can probably deploy systems capable of roughly twice the depth of
penetration with twice the effectiveness of the systems known from its attacks on I&&flin 1

The nature and characteristics of such systemsvever,are classified The newest, most
advanced weapons in US service tre 5,000pound BLU 122 and the 30,00@pound Massive
Ordnance Penetrator (MOPlJhe MOP weighsaalmost 30,000 pounds and abtedarry 5,300
pounds of explosives. According to some estimates optimum penetrating distaiheeM©OP is

up to 200 feet. &ssible alternativeto these weapons are direcikergy and higipower
microwave (HPM) weapons, none of which are currently béyesting phase.

It is not clear whether such weapons could destroy all of Iran's most hardened underground sites,
althoughit seems likely that thegould do serious damage at a minimum. Much depends on the
accuracy of reports that Iran has undertakenassme tunneling project with some 10,000
square meters of underground halls and tunnels branching off for hundreds of meters from each
hall.

Iran is reported to be drawing on North Korean expertise and to have created a separate
corporation (Shahid Raja€iompany) for such tunneling and hardening efforts under the IRGC,
with extensive activity already under way in Natanz and Isfahan. The facilities are said to make
extensive use of blagtroof doors, extensive divider walls, hardened ceilingsc&t@iimete-

thick concrete walls, and double concrete ceilings with earth filled between layers to defeat earth
penetrates. Such passive defenses could have a major impact, but reports of such activity are
often premature, exaggerated, or report far higher constnustandards than are actually
executed.

At the same time, the-B could be used to deliver large numbers of precigimded 250 and
500-pound bombsor two MOPsagainst dispersed surface targéigewise, they could carry a

mix of light and heavy precisieguided weapons. Submarines and surface ships could deliver
cruise missiles for such strikes, and conventional strike aircraft and bombers could deliver
standoff weapons against most suspect Iranian facilities withoutiagffe high risk of serious
attrition. The challenge would be to properly determine what targets and aim points were
actually valuable, not to inflict high levels of damage.

One analyst projects that strikes against some 400 targets would be necessamamtialthe

program. According to other reports, ttéS Department of Defense is considering both
conventional and nuclear weapons to use against reinforced underground targets, and would
stri ke at l rands ot her WMD iorafacilities, and ersate ammi s s i |
entry corridor by destroying part of I+ ands
1,200 sorties and cruise missile strikes.

More generally, the US could cripple Iran's economy by striking at major domestic gas

production and distribution facilities, refineries, and electric power generations. There are no

rules that would preclude the US from immediate restrikes or restrikes over time. If the US chose
to strike at the necessary level of intensity, it could use ctioral weapons to cripple Iran's
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ability to function as a nation in a matter of days with attacks limited to several hundred aim
points.

At present, &JS attack might include BA bombers out of Diego Garcia, each carrying 2 GBU
57 MOP bombs, escorted I5y18s from the % fleet stationed in the Gulf area, oflF5 E &5 , F
16C6s22ds fFrom forward operating bases.

e In July 2009, verification of equipment required to integrate the MOP on tRenBs complete the
hardware that holds the MOP inside the pazs bay.

e The MOP is a GPguided weapon containing more than 5,300 pounds of conventional explosives inside a
20.5 ft long bomb body of hardened steel. It is designed to penetrate dirt, rock and reinforced concrete to
reach enemy bunker or tunnel instdflas. The B2 will be capable of carrying two MOPs, one in each
weapons bay.

e The B2 currently carries up to 40,000 pounds of conventional ordnance. For example, it can deliver 80
independently targeted 580 class bombs from its smart bomb rack asseminyup to 16 2,00db class
weapons from its rotary launcher.

e Integration of the MOP on the-B is the latest in a series of modernization programs that Northrop
Grumman and its subcontractors have undertaken with the Air Force to ensure that theramziaft
fully capable against evolving threats.

Whil e the success rate of any attack on |l rano
the number of strikes carried out, a high success rate would be possible if the attack were
sustained for aouple of days.

The US has also offered its allies the option
the character of such a capability ambiguous and indicated it might use conventional weapons,
rather than the theater nuclear forces the & aused to provide extended deterrence for its

NATO European allies.

Secretary of State Hillary Clinton put the US
Iran to calculate what | think is a fair assessment that if the United States extendasa defe
umbrella over the region, if we do even more to support the military capacity of those in the

Gulf, it's unlikely that Iran will be any stronger or safer because they won't be able to intimidate

and dominate as they apparently believe they canongethteave a nu'tl ear weapo

The US went further in its April 2010 Nuclear Posture ReVigihe review discussed arms
control options, and efforts to eventually end US reliance on nuclear weapons, but it also stated
that,

Security architectures in key regis will retain a nuclear dimension as long as nuclear threai$ tlies

and partners remaitlS nuclear weapons have played an essential role in extending deterréiSaltes

and partners against nuclear attacks or nutlaaked coercion by stat@s their region that possess or are

seeking nuclear weapons. Acredikl€inucl ear umbrell ao has beeni provide
the strategic forces of théS Triad, nonstrategic nuclear weapons deployed forward in key regions,J&nd

based noclear weapons that could be deployed forward quickly to meet regional contingencies.

“Mi ke Schuster, #Alran Prompts D&PRaAugust @y 2009. Available atst De f
http://www.npr.org/templates/story/story.php?storyld=112222260

¥ ANuclear Postur e Demanmert wof RefgnserApri 62010. Available at
http://www.defense.gov/npr/docs/2010%20Nuclear%20Posture%20Review%20Report.pdf
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In Asia and the Middle Ea$t where there are no multilateral alliance structures analogous to NAR®

United States has mainly extended deterrence through bilatbaaices and security relationships and
through its forward military presence and security guarantees. When the Cold War ended, the United States
withdrew its forwarddeployed nuclear weapons from the Pacific region, including removing nuclear
weapons frommaval surface vessels and gengmalpose submarines. Since then, it has relied on its central
strategic forces and the capacity tedeploy nonstrategic nuclear systems in East Asia, if needed, in times

of crisis.

The Administration is pursuing straieglialogues with its allies and partners in East Asia and the Middle
East to determine how best to cooperatively strengthen regional security architectures to enhance peace and
security, and reassure them thig extended deterrence is credible and eiffect

Finally, all of the pervious uncertainties about nuclear and missile programs must be considered
in the context that Iran, miglitin one worsicase scenaridb smuggle in a nuclear device into a

Gulf state or Israel or detonate it in the water near a critical facility like Ras Tanura or a city like
Tel Aviv.

Moreover, a focus on nuclear weapons ignores the fact that Iran is a declared chemical weapons
state, ad Israel has been caught importing the precursors for chemical weapons, that Iran is
suspected to have advanced biological weapons programs, and there is the possibility that Iran
will become able to use conventionally armed precigioided weapons to attk key power,

water, refinery, and other critical targetst ur ni ng such weapons into
effectiveness. 0

US and allied decision makers, military planners, and intelligence experts cannot ignore these
possibilities and options is decidingvwdo compete with Iran. Senior US intelligence officers
have repeatedly warned in public that Iran has chemical and suspected biological weapon
programs. Accordingly, options like missile defense, preemptive strikes, and extended regional
deterrence musbbk beyond competition on a nuclear level.

It is clear that the US has strike assets that are far larger and more capable than those of Israel. At
the same time, there is no practical way to determine how US senior policymakers and military
leaderspercey US ability to identify target, and de
capabilities, or assess the degree to which this would provide security over time vs. provoking

Iran into some massive new effort to acquire nuclear weapons.

It is also cear that the US developed serious military contingency plans, and has improved its
intelligence and targeting coverage. It is also clear from media sources that the US has focused
on developing better ordnance to kill underground and hard targets, halspael regional

missile defense options, is seeking to improve regional air defenses, and retains stealth and cruise
missiles.

If the US ever did exercise such options, it would face far less serious threats of Iranian
retaliation than Israel in the fornf aon-state actors with ties to Irdike Hezbollah. The US

could also take the time to assess battle damage, and carry out réswvikisIsrael might only

be able to carry out one major strike before it faced political constraints it cannot ignetdSTh
might also be able to get regional support for a US presence and overwatebulthtontinue

to strike Irani if Iran attempts to reconstitute its nuclear and missile programs.

At the same time, the US would have to deal with the negative polificedequences of the
military aftermath of any strike, and the cost it will have to pay in terms of reactions from and
other states. Moreover, it must consider the impact strikes will have on the US conflicts in Iraq,
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Afghanistan, and the war on terror; wiher US actions will provoke Iran into a massive new
covert effort; and how Iran might react in attacking energy exports in the Gulf, Israel, and other
US interests in the region.

Much would depend on the extent to which the leaders of friendly Gulfssiaee actually

willing to back the US in such a campaign, but any judgment about Gulf perceptions has to be
speculative. Neither the public statements of Gulf leaders, nor the kind of material available from
sources like WikiLeaks, provides a clear indiiea of the links between US and Gulf perceptions

of the Iranian threat at the official level, or their willingness to act. Moreover, current Gulf
perceptions are certain to change over time just as Israeli and US perceptions will evolve as the
Iranian thh e a t alters and becomes more tangible.
perceptions provide a clear picture for the future.

The US has also signaled that it might well rely on a combination missile defense and deterrence
even if Iran does deploy olear armed aircraft and missiles. Key missile defense assets in the
region include US Navy Aegis artiallistic missile cruisers stationed in the Gulf, and the MIM

104 Patriot surfaceo-air missile system that Bahrain, Egypt, Israel, Jordan, KuwaitSaodi

Arabia have acquired the from the US. Lastly, in September, 2011 the US and Turkey reached an
agreement whereby a missile defense radar site will be constructed only 435 miles from the
Turkeyl r an border . Whi |l e | r an 6 ghe exclssise targetsof thea v e n
system, it will greatly enable the USO6 abilit

As Figure 1.23 shows, the US has continued to push for missile defense forces in the Gulf, to
support | sr aepragemspandlayithe grourt éof neissike defense in Europe.
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Figure 1.21: Key assets for a US strike on Iran
e B-2A Spirit Bomber

Primary Function Multi role heavy bomber

Engines: Four GE F118GE-100 engines, each with a thry
of 17,300 pounds (7,847kg)

Speed, Cruise: High Subsonic

Ceiling: 50,000 ft (15,000 meters)

Weight Takeoff, (typical): 335,500 350,000 pounds (152,600159,000kg)

Weight, Empty (typical): 125,000i 160,000 pounds

Range: 6,000 nmi (9,600 km), unrefueleange for a HLo

mission with nuclear fretll bombs. 10,000 nm
with one aerial refueling.

Payload: 40,000 pounds (18,000kg)
Crew: 2 pilots
Current Armament: Nuclear: 16 B61, 16 B83

Conventional: 80 MK82 (500lb), 16 MK84
(2000Ib), 3436 CBU87, 3436 CBU89, 3436
CBU-97

Precision: 216 GBU39 SDB (250lb), 80 GBLB0
JDAM (500Ib), 16 GBUY32 JDAM (2000Ib), GBY
27, GBU-28, GBU-36, GBU-37, AGM-154 HSOW,
8-16 AGM-137 TSSAM, 2 MOP/DSHTW/Big BLU

e GBU-57 Massive Ordnance Penetrator (MOP)

GBU-57A/B Massive Ordnance Penetrator] Specifications

(MOP)

Weight, total: 13,600kg (slightly less than 30,000 pounds)

Weight, explosive: 2,700kg (6,000Ib)

Length: 6m/20.5 feet

Diameter: 31.5in

Penetration: 60 meters (200ft) through 5,000 pseinforced
concrete.
40 meters (125ft) through moderately hard rock.
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8 meters (25ft) through 10,000 psi reinforc
concrete.

Control: Shortspan wings and trellig/pe tail

Contractors: Boeing, Northrop Grumman

Platforms: B-52, B2

Guidance GPS aidednertial Navigation System
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Figurel.22Pot enti al US Strike on Irands Nuc

fi U.S. Strike against Iranian Nuclear Facilities
Main Target Set

s

"I = aw

Bombers could be F-18's off the US 5™ Fleet,
or could be F-15E/F-16C launched from
Forward Area Bases.

These aircraft can also perform all Offensive
Counterair Operations:

* Fighter Sweep

* SEAD (Suppression of Enemy Air Defense)
* Interdiction

* Escort

B2
Bombers

* B2 Bombers stationed in Diego Garcia
* Payload: 2 B-57 A/B Massive Ordnance Penetrator (MOP) (‘ L
* Range from Diego Garcia to Target area in Iran about 5,000 km 200 19

®
Diego
Garcia
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Figure 1.23: Gulf Integrated Missile Defenses
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Possible US War Plans: Attacking, Delaying, Waiting Out

If the USdoes choose to respond militarily, it has several major types of military and strategic
optionswhich are reflected ifrigure 1.24 throughFigure 1.29. Each of these options might have
many of the following broad characteristics, although it shouldtiessed that these are only
rough outlines of US options and are purely speculative and illustrative points. They are more
warnings than recommendations, and they are not based on any inside knowledge of actual US
war plans, and calculations. Those whguar strongly for and against such options should note,
however, that there are many different ways in which the US could act. There are no rules or
certainties that either say such attacks could not succeed or that they would.

e Figurel.24reflectsapnt i al scenari o in which the US
Afdeterrento strikes to coerce Ilran into ab
without | aunching a full strike on IlIrands

respond tesuch action

e Figure I.25reflects a potential scenario in which the US used limited strikes to damage
or destroy Iranés | argest and most i mport a

e Figure 1.26 reflects a potential scenario in which the US engaged in major strikes on
l rands CBRN and major missile targets.

e Figure 1.27 reflects a potential scenario in which the US engaged in major attacks on
l rands nuclear facililtli eas Mmayalr mssdi &aesa
to Ilranbés fAtechnology based such as univer

e Figure |.28 reflects a potential scenario in which the US waited for Iran to provide proof
of or a fAsmoking guno that I ndiheatceodunn u ¢ I
facilities.

e Figurel.29r ef |l ects a potenti al scenari o in whic
sites, but indicated nuclear targeting of
Other potential action could include deplayianttballistic missile and cruise missile
defense and tacitly signaling a fAgreen |ig
among others.
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Figure 1.24: US Demonstrative, Coercive, or Deterrent Strikes

e Conduct a few cruise missile or stealth strikes simply as a demonstration or warning of
the seriousness of US intentions if Iran does not comply with the terms of the EU3 or
UN.

e Hit at least one high value target recognized by IAEA and EU3 to show d¢itgdibi
Iran, minimize international criticism.

¢ Might strike at new sites and activities to show Iran cannot secretly proceed with, or
expand its efforts, by ignoring the UN or EU3.

e Couldbecarrierbasel; would not need territory of Gulf ally.

e Internatonal reaction would be a problem regardless of the level of US action.

e Might trigger Iranian counteraction in Irag, Afghanistan, and dealing with Hezbollah.
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Figure 1.25: Limited US Attacks

e Limited stike would probablyake 1620 auise missile and strike sorties. (Total sorties
in Gulf and area would probably have to total 100 or more including escorts, enablers,
and refuelers).

e Might be able to combine-Bs and carriebased aircraft and séaunched cruise
missiles Might well need land base(s) in Gulf for staging, refueling, and recovery.

e Goal would be at least2 of most costly and major facilities critically damaged or
destroyed.

e Hit at high value targets recognized by IAEA and EU3 to show credibility to Iran,
minimize international criticism.

e Might strike at new sites and activities to show Iran cannot secretly proceed with, or
expand its efforts, by ignoring the UN or EU3.

¢ Might slow down Iran if used stealth aircraft to strike at hard and underground targets,
but impact over time would probably still be more demonstrative than crippling.

e Hitting hard and underground targets could easily require multiple strikes during mission,
and followon restrikes to be effective.

e Battle damage would be a significant prablearticularly for large buildings and
underground facilities.

e Size and effectiveness would depend very heavily on the quality of US intelligence, and
suitability of given ordnance, as well as the time the US sought to inflict a given effect.

¢ [ran's tetinology base would survive; the same would be true of much of equipment even
in facilities hit with strikes. Little impact, if any, on pool of scientists and experts.

¢ [ranian response in terms of proliferation could vary sharply and unpredictably: Beéter a
delay vs. mobilize and provoke.

e Likely to produce cosmetic Iranian change in behavior at best. Would probably make Iran
disperse program even more, and drive it to deep underground facilities. Might provoke
to implement (more) active biological warfgregram.

e Any oil embargo likely to be demonstrative.

e Would probably trigger Iranian counteraction in Irag, Afghanistan, and dealing with
Hezbollah.

e International reaction could be a serious problem; US might well face same level of
political problems a# it had launched a comprehensive strike on Iranian facilities.



Cordesman: l rands Evolving Nucl ear Weagzons Pr

Figure 1.26: Major US Attacks on Iranian CBRNand Major Missile Targets

200-600 cruise missiles and strike sorties; would have to be at least a matching number of
escorts, enablers, and refuelers. Period of attacks could extend from 3 to 10 days.

Hit all suspect facilities for nuclear, missile, BW, and related C4IBM.

Knock out key surfacéo-air missile sites and radars for future freedom of action.

Would need to combine-Bs, carrietbased aircraft and séaunched cruise missiles, and
used of land base(s) in Gulf for staging, refueling, and recovery.

Threaten to strike egnsively at Iranian capabilities for asymmetric warfare and to
threaten tanker traffic, facilities in the Gulf, and neighboring states.

At least 710 days to fully execute and validate.

Goal would be at least 7®0% of most costly and major facilitiestarally damaged or
destroyed.

Hit at all high value targets recognized by IAEA and EU3 to show credibility to Iran,
minimize international criticism, but also possible sites as well.

Strike at all known new sites and activities to show Iran cannot sepreteed with, or
expand its efforts, unless hold back some targets as hostages to the future.

Impact over time would probably be crippling, but Iran might still covertly assemble
some nuclear device and could not halt Iranian biological weapons effort.

Hitting hard and underground targets could easily require multiple strikes during mission,
and followon restrikes to be effective.

Battle damage would be a significant problem, particularly for large buildings and
underground facilities.

Size and effetiveness would depend very heavily on the quality of US intelligence and
suitability of given ordnance, as well as the time the US sought to inflict a given effect.
Much of Iran's technology base would still survive; the same would be true of many
equipnent items, even in facilities hit with strikes. Some impact, if any, on pool of
scientists and experts.

Iranian response in terms of proliferation could vary sharply and unpredictably: Deter and
delay vs. mobilize and provoke.

A truly serious strike maybe enough of a deterrent to change Iranian behavior,
particularly if coupled to the threat of follow on strikes in the future. It still, however,
could as easily produce only a cosmetic Iranian change in behavior at best. Iran might
still disperse its pragm even more, and shift to multiple, small, deep underground
facilities.

Might well provoke Iran to implement (more) active biological warfare program.

An oil embargo might be serious.
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Iranian government could probably not prevent some elements innréonees and
intelligence from seeking to use Iraq, Afghanistan, support of terrorism, and Hezbollah to
hit back at the US and its allies if it tried; it probably would not try.

International reaction would be a serious problem, but the US might wekdaoe level

of political problems as if it had launched a small strike on Iranian facilities.

Pr
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Figure 1.27: Major US Attacks on Military aad Civilian Targets

e 10002,500 cruise missiles and strike sorties.

e Hit all suspect facilities for nuclear, missile, BW, and C4IBM, and potentially
Atechnol ogy baseo targets including univer

e Either strike extensively at Iranian capabilities for asymmetric warfare and to threaten
tanker traffic,facilities in the Gulf, and neighboring states or threaten to do so if Iran
should deploy for such action.

e Would require a major portion of total US global assets. Need to combise &her
bombers, and carridrased aircraft and séaunched cruise rasiles. Would need land
base(s) in Gulf for staging, refueling, and recovery. Staging out of Diego Garcia would
be highly desirable.

¢ Would probably take several weeks to two months to fully execute and validate.

e Goal would be 7880%plus of most costly ahmajor CBRN, missile and other delivery
systems, key conventional air and naval strike assets, and major military production
facilities critically damaged or destroyed.

e Hit at all high value targets recognized by IAEA and EU3 to show credibility to Iran,
minimize international criticism, but also possible sites as well.

e Strike at all known new sites and activities to show Iran cannot secretly proceed with, or
expand its efforts, unless hold back some targets as hostages to the future.

e Hitting hard and nderground targets could easily require multiple strikes during mission,
and followon restrikes to be effective.

e Impact over time would probably be crippling, but Iran might still covertly assemble
some nuclear device and could not halt Iranian biolbgieapons effort.

e Battle damage would be a significant problem, particularly for large buildings and
underground facilities.

e Size and effectiveness would depend very heavily on the quality of US intelligence and
suitability of given ordnance, as well e time the US sought to inflict a given effect.

e Much of Iran's technology base would still survive; the same would be true of many
equipment items, even in facilities hit with strikes. Some impact, if any, on pool of
scientists and experts.

e Iranian reponse in terms of proliferation could vary sharply and unpredictably: Deter and
delay vs. mobilize and provoke.

e Such a series of strikes might be enough of a deterrent to change Iranian behavior,
particularly if coupled to the threat of follow on strikesthe future. It still, however,
could as easily produce only a cosmetic Iranian change in behavior at best. Iran might
still disperse its program even more, and shift to multiple, small, deep underground
facilities.

e Might well provoke Iran to implemeriimore) active biological warfare program.

e An oil embargo might be serious.
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e lIranian government could probably not prevent some elements in Iranian forces and
intelligence from seeking to use Iraq, Afghanistan, support of terrorism, and Hezbollah to
hit backat the US and its allies if it tried; it probably would not try.

e International reaction would be a serious problem, and far greater than strikes that could
be clearly associated with Iran's efforts to proliferate.
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Figure 1.28: Delay and Then Strike
The US could execute any of the above options, and wait until after Iran provided proof
was proliferating. Such a Asmoking gunodo wo
support, and international tolerance or consensus.
Iran will have committed majoesources, and created much higher value targets.
The counterrisk is an unanticipated Iranian break out; some form of Iranian launch on
warning (LOW), |l aunch under attack (LUA),
Iranian dispersal and sheltering maynech better.
Iran might have biological weapons as a counter.
Allied and regional reactions would be uncertain. Time tends to breed tolerance of
proliferation.
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Figure 1.29: Ride Out Iranian Proliferation

e Announce or quietly demonstrate US nuclear targeting of Iran's military and CBRN
facilities and cities.

e Tacitly signal US Agreen | ighto for I srael

¢ Deploy antiballistic and cruise missile defenses, and sell to Gulinemghboring states.

¢ Signal US conventional option to cripple Iran by destroying its power generation, gas,
and refinery facilities.

e Provide US guarantees of extended deterrence to Gulf states.

e Tacitly accept Saudi acquisition of nuclear weapons.

¢ Maintainpreventive/preemptive option at constant combat readiness. Act without
warning.

e Encourage Israel to openly declare its strike options as a deterrent.

e Announce doctrine that any Iranian use of biological weapons will lead to nuclear
retaliation against Iran
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The Impact of Israeli-lIranian Nuclear Arms Race

While Iran does not yet possess a nuclear weapon, it already pessesaft and missiles with
the range to target Israel, and Israel has nuclear armed missiles that can reach any target in Iran.
This creates a de facto nuclear armserat the Middle East, andreates an even stronger

incentive for Israeltotrytosupprs s I ranés nucl ear program and
for the US and Arab Gulf states.

Despite Israel s advantage in weapons technol
could prove to be an ieiwsisitdependéneelon Tet Avaneé at t o
Hai f a, and the impact of such a strike on | st

such a strike

It must be noted, however, that Iran will be limited to relatively low yield-lmoosted fission

weapons for sme years into the future while Israel already has high yield boosted and
thermonuclear weapons. The greater metropolitan area of Tehran is home to some 15 million
people, which constitute 20% of I ranbdsalpopul a
firms are located in Tehran, as is 50% of all Iranian industry. As such, an Israeli nuclear strike on
Tehran would have disastrous consequences for the Iranian state and Israel could target every
major Iranian city.

In actual practice, Israel can aldyadeliver afiexi st enti al 6 strike on |
more capability to damage Iran than Iran is likely to have against Israel for the next decade.
Mor eover, | sr ael has steadily i mproving miss
deterreced t o | sr ael a mhis pdtemtally éould lneans USardtadiasion for any

Iranian nuclear attack on Israel or an Arab ally of the US.

Potenti al |l sraeli Options for Striking A

Israeli officials have never publicalldiscussed options for strikinggainst Iran. It does,
however have both the air and missile capability to execute a significant strike.

lllustrative Israeli options for such a strike include the following courses of action described in
Figure 1.30throughFigure 1.32.

e Figure 1.30 andFigure 1.31 present a picture of what an Israeli conventional strike
using air power would like. Israeli aircraft could take any one of three routes
(northern, central, or southern), all of which would involverdraing unfriendly air
space to reach targets in Iran. The central route would involve flying through 1,500
1,700 kilometers through Jordan and Iraq, the southern route would involve flying
1,9002,100 kilometers through Saudi Arabia, and the northerre rwould involve
flying 2,6002,800 kilometers in a loop through Turkey.

e Figurel.32shows what a | ow yield Israel:@ nucl e
would look like. Israel would use either ballistic missiles or nuedeared strike
aircraftto carry out such a mission.

An | srael.i conventional strike on I randéds nucl
lasting success for several reasons. Given the unfriendly airspace Israeli strike aircraft would
have to traverbactbiteashas$sr wabl as | srael 6s
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likelihood of Israel being able to carry out repeated strikes is low. Israeli strike aircraft would

only have one opportunity to stri karfamiltesl rands
are dispersed and fortified, and a single Israeli strike would probably only temporarily impede

|l ranés nucl ear progress.

I f I srael used conventional air and missile p
also be able to respdnn the following ways:

e Withdraw from the NPT and increase its letlegm resolve to develop a nuclear deterrent
program.

e Immediate retaliation using its ballistic missiles on Israel. Multiple launches of SBahab
including the possibility of CBR warheadgainst Tel Aviv, Israeli military and civilian
centers, and Israeli suspected nuclear weapons sites.

e Use proxy groups such as Hezbollah or Hamas to attack Israel proper with suicide
bombings, covert CBR attacks, and rocket attacks from southern Lebanon.

e Launch asymmetric attacks against American interests and allies in the Arabian Gulf.

e TargetUS and Western shipping in the Gulf, and possibly attempt to interrupt the flow of
oil through the Strait of Hormuz.

Even if Israel had the attack capabilities nekfie the destruction of the all elements of the

Iranian nuclear program, it is doubtful whether Israel has the kind of intelligence needed to be
certain that all the necessary elements of the program were traced and destroyed fully. Israel has
good photogaphic coverage of Iran with the Ofeq series of reconnaissance satellites, but being
so distant from Iran, one can assume that other kinds of intelligence coverage are rather partial
and weak.

In a conventional strike, Israel could launch and retfuetthree full squadrons of 36 to 54
combat aircraft for a single set of strikes with refueling. It could use either its-iést([28 F
15C/D, 25 F 151 Ra'am or part of its 1266 CDs and 2361 Sufas. It has at least three
specially configured sqaaons with conformal fuel tanks specially designed for extended range
use. It could add fighter escorts, but refueling and increased warning and detection would be
major problems.

For the purposes of guessing at how Israeli might attack, its primaryftawordd probably be
the F15I, although again this is guesswork. Global Security has excellent reporting on the F15I.

The key aspects are that BoelbErSgike€aglef or mer |
entered service with the | DF/ Heyl HadAvir
designatedthe-E 51 Ra 6 am ( T1bk StrikeEagle is the lgreundrattack

variant of the FL5 air superiority fighter, capable of attacking &sgday or night, and in

all weather conditions.

The twoseat F151, known as the Thunder in Israel, incorporates new and unique
weapons, avionics, electronic warfare, and communications capabilities that make it one
of the most advanced ¥5s. Israel fialized its decision to purchase 28.5ls in

November 1995. The-E5I, like the US Air Force's-E5E Strike Eagle, is a duadle
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fighter that combines lontange interdiction with the Eagle's air superiority capabilities.
All aircraft are to be configuredith either the F10PW-229 or F116GE-129 engines

by direct commercial sale; Night Vision Goggle compatible cockpits; an Elbit display and
sight helmet (DASH) system; conformal fuel tanks; and the capability to employ the

AIM -120, AIM-7, AIM-9, and a wid variety of aito-surface munitions.

Though externally the Radam | ooks similar
differences, mainly in the electronic countermeasures gear and the exhaust nozzles. The
Radam has a count er s@ablizenicstead ofthe ANIAAQ280r t v er
EWWS (Electronic Warfare Warning System) antenna found on USAF Strike Eagles.

The Radam us eB35Bband 3 antdrinas Lofe mounted vertically (starboard

side) and one horizontally (port side). These are locatdtie end of the tail booms.

They are distinguished by their chiseled ends, unlike the original AN/ARRantenna,

which is round and located on the port tail boom of USAF Eagles.

The Rabdam utilizes extra chaf feloftHetait e d
booms. Unli ke USAF Eagles, the Rabdam s
on their afterburner cans. ThkS Air Force removed them because of cost and nozzle
maintenance, though curiously, USAFLBs still have their actuatoreers installed.

Israeli Strike Eagles and some USAF Eagles based in Europe use CFT air scoops. These
scoops provide extra cooling to the engines.

i spe
till

The 25 F15Is operational since 1999 [and the 10D6¥s] were procured first and
foremost to deal with thednian threat. In August 2003 the Israeli Air Force
demonstrated the strategic capability to strikeofitargets such as Iran [which is 1,300
kilometers away], by flying three-RA5 jets to Poland 1,600 nautical miles away. After
they celebrated that cotry's air force's 85th birthday, on their return trip, the IAF
warplanes staged a flyast over the Auschwitz death camp.

Israeli aircraft would probably need to carry close to their maximum payloads to achieve the
necessary level of damage against margiets suspected of WMD activity, although any given
structure could be destroyed witlBweapons. (This would include the main Bushehr reactor
enclosure, but is realorld potential value to an Iranian nuclear program is limited compared to
more dispersetand/or hardened targets). At least limited refueling would be required, and back
up refueling and recovery would be an issue.

They key weapon to be used against hard targets and underground sites like Natanz might be the
GBU-28, although the US may hagaietly given Israel much more sophisticated systems or
Israel may have developed its own, including a nuclear armed variant.

The GBU28 is carried by the-E5I. It is a "5,000 pound" laser guided bomb with a 4,400nd
earthpenetrating warhead that che upgraded by the IAF to use eleetptical or GPS

targeting. It is a vintage weapon dating back to the early 1990s, and the IAF is reported to have
bought at least 100. It has been steadily upgraded since 1991 and the USAF ordered an improved
version n 1996.

It looks like a long steel tube with rear fins and a forward guidance module. It can glide-3ome 3
miles depending on the height of deliveryslib3" long X 14.5" in diameter
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Multiple strikes on the dispersed buildings and entries in a nuafilfacilities would be

necessary to ensure adatpidamage without restrikeésvhich may not be feasible for Israel

given the limits to its sortie generation capability over even Iranian soft targets. As for hardened
and underground targets, the IAF's mafxstandoff precisiomguided missile$ such as Harpoon

or Popeyd would not have the required lethality with conventional warheads and Israel's use of
even small nuclear warheads would cause obvious problems.

Israel may have specially designed or adaptedpons for such strikes, and bought 500 bunker
busters from the US in February 2005. Experts speculated whether the purchase was a power
projection move or whether Israel was in fact planning to use these conventional bombs against
Iranian nuclear site.hese speculains were further exacerbated whba Israeli Chief of Staff,

Lt. General Dan Halutz, was asked how far Israel would go to stop Iran's nuclear program, he
said A2,000 kil ometers. o

The hard target bombs it hasquired from the US are bunkeusters, however, are not systems
designed to kill underground facilities. They could damage entrances but not the facilities. What
is not known is whether Israel has its own ordnance or has secretly acganeedophisticated
systems.

Its man problem vould be refueling its 5 KG130H and 5 B707 tankers are slow and
vulnerable and would need escdrtand its ordinary B7f07 AE&W, ELINT and electronic
warfare aircraft are also slow fliers, although the ne®5G Shaved ELINT aircraft is a fast flier
andthe IAF has some loagange UAV that could support its aircraft, before, during, and after
such missions.

The big manned fAslow flierso would have serio
air space. Israel has, however, specially configuretesaf its F15s and FL6s with targeting,

EW, SAM-suppression aids, and ELINT for this kind of mission. The full details of such

capabilities are unknown.

Repeated strikes would be a problem because Israel could probably get away with going through
Jordanand then through Saudi Arabia/Gulf or Iraq once, but any repeated effort would be too
politically dangerous for Arab governments to easily tolerate. Israel has also had problems with
its intelligence satellites and its battle damage assessment angggnéretargeting

capabilities for precision strikes with a target mix as complex as Iran's could be a major problem.

Much would depend on | urange UAU gapabildiesaenllg @edand s r a e |
whether Israel could get access to US intelligesied IS&R capabilities for both its initial

targeting and restrikes, but confirming the actual nature of damage, carrying out restrikes, and
sending a clear signal that Israel can repeat its strikes if Iran rebuilds or creates new facilities

would be a prblem.

The radars in the countries involved would probably detect all IAF and US missions relatively
quickly, and very lowaltitude penetration proék would lead to serious rangayload

problems. The countries overflown would be confronted with the toeeither react or have
limited credibility in claiming surprise. An over flight of Irag would be seen in the region as
having to have had a US Agreen | ight. o
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Iran would almost certainly see Jordanian, Turkish, and/or Saudi tolerance of such an IAF strike
as a hostile act. 't might well claim a US #dg
Arab and Muslim (and possibly world) reactions.

|l srael 6s second option, a |l ow yield nuclear s
probability for success, but also generate severe diplomatic and military consequences for Israel.
Hence, it seems unlikely that Israel would launch a preemptive or preventative nuclear strike on

l rands nuclear facil it i euallydeveloped and hegan te deplayr c |
nucl ear weapons. | srael 6s assessment of ri sk
target base, its knowl edge ofi tlsr aansésse srsun@lind a ro
willingness to use suchweagon and | srael 06s deterrent and def e

Figure 1.30: | srael.i Conventional Stri ke on Ir
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Source: DrAbdullah Toukan

Figurel.32 Low-Yi el d | sr ael i Nucl ear Strike on |



Cordesman: l rands Evolving Nucl ear Wea95ons Pr

Midcourse : ) Terminal

Phase Phase

Esfahan: Nuclear Research
Center. Uranium Conversion
Facility (UCF).
(10,000 sg m)

ARAK: Heavy Water Plant
and Future Plutonium

Natanz: Uranium
Enrichment Facility

Production Reactor H i - (65,000 sq m)
(5,500 sq m) ;

Source: Dr. Abdullah Toukan

The Critical Role of Energy in USranian Military Competition

The chapters that follow put all varioaspects of US and Iranian military competition into a
broader political and economic context by country andregibn. What is critical from the
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viewpoint of US strategic interest, however, is that all of these areas of competition impact on
| r an 0)to usdthréais br attacks to limit or block the flow of energy exports and food and
other critical imports into the Gulf also perceive this aspect of the Iranian threat largely in terms
of their mutual dependence on the security and stability of Guiblpetm, gas, and product
exports.

This is sometimes disguised in the case of the US by politics and polices that search for ways to
eliminate US dependence on energy imports. In practice, however, is a search that hag gone on
without any meaningful sttagic impacti since the Nixon Administration. The more recent
efforts of the Bush and Obama Administrations have little near andemmidprospect of having

any more impact, and of reducing US strategic commitments to deterring and containing Iran and
other threats to the Gulf region.

As Figure 1.33, shows, estimates by the US Energy Information Agency indicate that the US
will remain dependent on major energy imports through 208 furthest period for which the

EIA makes such estimates. Moreowshile US is not currently a major direct importer of Gulf

oil, but it does have to pay world prices for oil and any reduction in global supply raises prices.
Moreover, the US is deeply tied to a global economy dependent on the flow of Gulf energy
exports ® Europe and Asia and to manufactured imports that require such oil and gas exports.

Like wheat and other global commodities, the strategic importance of oil exports is not
dependent on whether petroleum goes from one nation to another at any giventirathdy it

is dependent on the global market and balance of supply and demand. While the volume of Gulf
exports varies according to demand and the state of the global economy, the US Energy
Information Agency estimated in January 2011 tiest Strait ofHormuz, which is located
betweenOman and Iran, ithe world's most important oil chokepoint. Some 15.5 to 17 million
barrels a day have flowed through the Strait to world markets in recent years. This has been 33%
to 40% of all seaborne traded oil, andn® 17% of all oil traded worldwide, and these
percentages ignore a substantial trade in liquid gas.

Saudi Arabia can export anotheb million barrels a dapf crude and 2 milliorbarrels a day of
NGL and products through thréanb ué t er mi neal lragoerports soeme ¥0@,aD0 S
barrels per day through Turkey, alvdq has one major crude oil export pipeline, the Kirkuk
Ceyhan (Iraglurkey) pipeline, which transports oil from the north of Iraq to the Turkish
Mediterranean port of Ceyhan. This pipelives been subject to repeated disruptions this decade,
limiting exports from the northern fields. Howevégq has signed an agreement withrkeyto
extend the operation of the 1.6 millibarrels per dapipeline, as well as to upgrade its capacity
by 1 million barrels per dayThis will add a total additional capacity of over 7 million barrels per
day to the flow through the Strait of Hormuz.

The end result i's that the politicisifaoffi cal | i
impact on eithe US threat perceptions or plans for the defense of the Gulf. In practice, US
national security planners accept the fact that the Gulf is and will remain is the location of a
strategically vital share of the worl dbés petr

Figure 1.34 shows that the importance of this aspect of US and Iranian military competition will
increase indefinitely into the future. Both the US Energy Information Agency and International
Energy Agency estimate there will be a steady increase in Gulf productiontgdipeatigh 2030

T rising from some 25 million barrels a day of capacity in 2008 to some 35 million in 2035. The
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EIA report on thelnternational Energy Outlookor 2010 estimates that Gulf oil production
capacity will rise from 28 of the world total today 81% in 2035 and do so in spite of major
increases in production in other areas and in liquids from alternative fuels.

This gives the US andathern Gulf states every reason to focus on a competition with Iran for
influence in Iraqg, the need to builgb the security forces of the Southern Gulf states, and the

need to maintain a major US conventional naval and air presence in the Gulf and the ability to
rapidly stage US Army and Marine forces. It also means that US concerns over Turkey center
more in terns o f Turkeybébs economic ties to Ilran an
Palestinian issue.

It also helps explain recent and planned US focus on majoanmew sales to keysthern Gulf

states like Saudi Arabia and the UAE. It explains why US eftorferce a strategic partnership

with Iraq are so important, and it explains why the US must now work with Bahrain, Kuwait,
Oman, and Qatar to both improve their deterrent, defense, and internal security capabilities and
reshape the US role in the Gulf whi¢ withdraws from Iraq at the end of 2011.

Figure 1.33: Estimated US Dependence on Petroleum Imports: 12835
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Figure 1.34: Growing Strategic Importance of Gulf Petroleum production: 20@830



