Twenty Critical Controls for Effective Cyber Defense:
Consensus Audit Guidelines
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“monitor, detect, analyze, protect, report, and respond against known
vulnerabilities, attacks, and exploitations” and “continuously test and evaluate

information security controls and techniques to ensure that they are effectively
implemented.”
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Why This Project Is So Important: Gaining Agreement among CISOs, ClOs and IGs, with
Technical Requirements for System Administrators and Security Personnel
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Relationship of the 20 Critical Controls to NIST Guidelines
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The Twenty Critical Controls
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Critical Controls Subject to Automated Collection, Measurement, and Validation
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Additional Critical Controls (not directly supported by automated measurement and validation):
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Computer Attacker Activities and
Associated Defenses

Security defenses
include identifying
attacker presence and
reducing “living space”

Security defenses include
controlling superuser
privileges (admin and root)

Maintain
Long-Term Access to
Compromised Systems:
“Staying In”

\
AN

Initia ~
Compromise:

Security defenses “Getting In”

include decreasing
attack surface area and
hardening security

Security defenses include
disrupting command and
control of attacker-
implanted malware

Figure 1: Types of Computer Attacker Activities These Controls Are Designed to Help Thwart

Relationship to Other Federal Guidelines, Recommendations, and Requirements
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Periodic and Continual Testing of Controls
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Future Evolution of the Twenty Critical Controls for Effective Cyber Defense
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Critical Control 1: Inventory of Authorized and Unauthorized Devices

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Procedures and tools for implementing and automating this control:
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Critical Control 2: Inventory of Authorized and Unauthorized Software

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
+7 +7 1 A 2+7 +7 1 C+7Cl 247 1 A B2 +7 7B B

Procedures and tools for implementing and automating this control:
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Critical Control 3: Secure Configurations for Hardware and Software
on Laptops, Workstations, and Servers

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Procedures and tools for implementing this control:
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Critical Control 4: Secure Configurations for Network Devices such as

Firewalls, Routers, and Switches

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 5: Boundary Defense

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 6: Maintenance, Monitoring, and Analysis of
Audit Logs

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 7: Application Software Security

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Critical Control 8: Controlled Use of Administrative Privileges

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 9: Controlled Access Based on Need to Know

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Procedures and tools for implementing this control:
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Critical Control 10: Continuous Vulnerability Assessment and
Remediation

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Critical Control 11: Account Monitoring and Control

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Critical Control 12: Malware Defenses



How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Procedures and tools for implementing this control:
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Critical Control 13: Limitation and Control of Network Ports,
Protocols, and Services

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Critical Control 14: Wireless Device Control

How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?

29 ; = % 4 %o S| "$$ S % ooox -
# o % o= $ ( $ ., (L <% $# *
% $ 3 ( ) ;= % L, $% o
* "$ % %o S ( (i
29 ; = % i %ooW* 4 3% # )i
# # L$$ (% # ( b$- %
# # $ )i o o% () "
"
29 < -t )L, 8 b o) S $* 1 8
$ 3 b * * - ("8 % 1) §$ $i
Lo % o= % L $$ % o= 1 2 $%
% L) § "
A8 ) = I $  , # 19>
(, * "3 $ $- # $ (s # #
9> §* | ($% ) # )y, * > (($
%* x> _
+ (65, oY% $($) (> & 3 % ) (
= % ¢$ ( 0* b 8% S # > $$ L,
% o= * | * -
B + ( 65, 0 "$ % % " i< 1)
- T D VR R %% < 0§ ( 1:; 802
* 9 x $ Ex % Yo, % % g 8t
$ (
cC + (05, . = % Ei,$ ( v = #$ (
* 0 (s "$ S < S 3* " 4 (, $%
$ $$ $ $ $% % =
#$ ( "% L) #T O(H#% O F - %" %
$ i %o%LSHELE%% S , < # (%
+ (85, . = % B> ($i " .
$, * % 4 o $
+ (05, - = % * * % $
$¢ $% 8 BD 8 <um " $ LS #
% $
+ (05, - = % i * |8 #1 ($
wo$ 3 Po# woo- (% = $ (#
$H#H # i



+ (85, . = % & )i * * =% )i
* P S i, # $# )

+ (85, . = % & )< % L ("% 1 $%
o %2 4 $% $$ < ( $ # )
s ;= % & $ ( > 4 % $$ $,
* oy - # % % ,$ )

$ $ s> & * - , % * -, % $($ &,

Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
+ C + 1 A + 12 + A AlLA 2

Procedures and tools for implementing this control:
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Critical Control 15: Data Loss Prevention
How do attackers exploit the lack of this control?
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How can this control be implemented, automated, and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 16: Secure Network Engineering

How do attackers exploit the lack of this control?
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How can this control be implemented and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Critical Control 17: Penetration Tests and Red Team Exercises

How do attackers exploit the lack of this control?
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How can this control be implemented and its effectiveness measured?
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Critical Control 18: Incident Response Capability

How do attackers exploit the lack of this control?
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How can this control be implemented and its effectiveness measured?

#H W # # i # $ % b
?9 ; = % & % % y % " * $ $
>0 % $ ( ( b (% @ $ % $
% & ( % % ($ % & $ * % % i $
) "
?9 ; = % & 1) & (% ¢ $#
* -3 $(8 " &
?9 ; = % & ( # H E % > % 3
% & $ *% % = $ -, 9 # - b
A ?9 ; = % & " = * ( % # < (
, H #H % 1 # i " % $,
$ % & H %W H#ENW #( $% % - ( (#
% % &) % $ ($ % % & @ $
(, +81 $$ $ * % i < # ( " %
= $ # $
?9 ; = % & N % (# 14 L8 #H i,
$ $ $ # # 4 $ % 3
% & # H o ( # # 4, * $ "
B + ( 05, ; = % ¢ $ 3 $ $ $ (
1 $ * %% $ % & # % !
$ % - *u % )i %
$ % & #
Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
! 1 12 1A 1 IB12 1
Procedures and tools for implementing this control:
( ( b $ $ % 3 # % @
$ 3 ) * % u ( s $ (
% % " ) % = ($ % $ % &
% HHE H) % b % 3 # b % d
wWHE % L $

Critical Control 19: Data Recovery Capability

How do attackers exploit the lack of this control?
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How can this control be implemented and its effectiveness measured?
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Procedures and tools for implementing this control:
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Critical Control 20: Security Skills Assessment and Appropriate
Training to Fill Gaps

How do attackers exploit the lack of this control?
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How can this control be implemented and its effectiveness measured?
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Associated NIST SP 800-53 Rev 3 Priority 1 Controls:
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Procedures and tools for implementing this control:
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Appendix A: Mapping between Top 20 Critical Controls and
NIST SP 800-53 Rev 3 Priority 1 Items
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